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Introduction

This guide documents the preparation of the virtual Windows server(s) who willact as a Virtual Tape Controller for BackBox iSCSI
environment. The virtual BackBox will only work with a virtual Nonstop system.
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Virtual Machine Requirements

The following minimum specifications are required to install and use a Virtual BackBox (vBB).

Atto Fiber card in passthrough mode is supported only with VMware ESXi. In this case, vBackBox must remain attached to this
b ESXi hypervisor host.

2 Cores (or 2 Core per physical Atto port assigned to the VM)

8 Gb of memory (add extra 4 Gb for each Atto port assigned to the VM up to 32 Gb)
250 Gb Hard Drive

2, 10 Gb Ethernet card (one for iSCSI and one to access the storage)

Windows Server Standard 2022, 2019 or 2016.



BackBox Software

Get the latest released software version package and upload it to the newly created virtual machine.

; The package for the virtual machine contains the same folders as for the regular BackBox.

. Upload the binary file (ex: BBE) and the macro text file INSE in a sub-volume different from the current BackBox

=% sub-volume.

Folder Installation Package Content

Latest Released Version

AttoCelerityFC-20250721 Latest (required) AttoCelerity version, if necessary

ETINET Driver Installer v3.1.5 BackBox VTC driver

GUARDIAN-E05.01-01SEP2025 Latest BackBox Guardian Software

ServerScripts-20251008 PowerShell installation scripts required for upgrade or new
installation

UI-E05.01.14 Installer for the BackBox Client

VTC-E05.01.28 Installer for the VTC Application

Fiber Channel (FC) Type ATTO Driver Version
FC-8 2.130.4001.6000
FC-16 2.100.4001.6000
FC-32

FC-64

BackBox® E5.01 Virtual Installation Guide |6



TCP/IP Connection

Connect the TCP/IP cable to the appropriate Network adapter and configure TCP/IP according to the following Guidelines:
® Assign a fixed TCP/IP address (do not use DHCP to obtain the address) according to customer’s specification.

e Make sure that the IP routing allows communications between the VTC and the Nonstop server, between the
VTC and the operator/installer workstation.

o Make sure the server is registered into the DNS or the Host file, if you plan to use the host name to reach the VTC.

e Virtual Nonstop must have a second adapter configured onastorage CLIM. This adapter must be able to reach the
public LAN on which the vBB is installed.

e If ATTO Fiber HBA will be used in passthrough mode, you must configure the ESXi passthrough and assign physical

port to the VM. Install the Atto driver prior to running PowerShell VTCServerPreparation.ps1 script. Refer to Atto
HBA Target Mode in VMWare ESXi Passthrough Mode section for more details.




PowerShell Execution Policy

e While logged as local administrator, start a PowerShell command window and type the following command to

allow script execution:
Set - Executi onPol i cy -ExecutionPolicy RenoteSigned -Scope
Local Machi ne

Answer Yes [Y]

Ensure the policy is in force:
Get - Executi onPol i cy -Li st

Scope ExecutionPolicy -----
Machi nePol i cy Undef i ned
User Pol i cy Undefi ned
Process Undefi ned
Current User Undef i ned

Local Machi ne Renot eSi gned



Install Additional Roles and Features

Keep all default roles and features enabled by the Windows Server Standard edition (Desktop experience or Core installation)
used for the operating system installation.

e  The BackBox software requires an additional feature called Message Queuing Server (MSMQ-Server), thatis
automatically installed by the VTCServerPreparation PowerShell script (in case it hasn't been already
installed).

Before performing the VTC installation log in with the local Administrator account (Administrator
h user). Using such an account (with administrator privileges) may require an extra configuration step.

IMPORTANT: If you are using an account with Administrator privileges and not the local Administrator,
h start PowerShell command line using the Run as Administrator or pre-load macros before running
scripts from a PowerShell command line: Import-Module Server Manager.

When using ATTO Fiber Card in Passthrough Mode, ATTO firmware updates will be automatically
executed by the VTCServerPreparation script, delivered with the BackBox software package.

Inthe same folder you unzipped the installation package, locate the ServerScripts-yyyymmdd folder, right-click on the file
VtcServerPreparation.ps1 and click on Run with PowerShell (or launch the script from the opened PowerShell command line).

ServerScripts-20250718

Name Date modified
<4 \MtcServerPreparation.ps1 7/19/2025 7:29 AM  Windows Powers..
Open
Run with PowerShell
Edit
% Share
Open with..
Give access to >

Restare previous versions
Send to >

Cut
Copy

Create shortcut
Delete

Renarne

Properties



EN Administrator: Windows PowerShell - [m] *

[Transcript started, output file is \\etifps0l.etinet. local\DFS\Data\Projects\BACKBOX\Delivery\CD H5.01\T0954Vv05AAAZ\Serv[]
erscripts-20250721\ServerPreparation. log

Server Preparation 5.0.12 Created 2025-07-21

WARNING: BBOX2019-2: Exception calling "ParseExact” with "3" argument(s): "String was not recognized as a valid
DateTime."” <Thu Nov 19 13:59:51 PST 2020>

Preparing Microsoft windows Server 2019 Standard

verify if Atto HBA installed...

\WVTC Enable FC-8 Target Mode Registery

validate FC-8 Firmware

C Server MS SChannel TLS configuration
Enable TLS 1.2
Configure .NET applications to use TLS 1.2

Disabled weak TLS protocols

Disable weak ciphers and algorithms

Install MSNQ-Server Feature

ript stopped utput file ﬁ§ \\etifps0l.etinet. local\DFS\Data\Projects\BACKBOX\Delivery\CD H5.01\T0954V05AAAZ\Serv]|
erscripts-2025072 erverPreparation. log
Press enter to exit : _ v

Click Y in the PowerShell to restart the server.

Reboot the server.

. [ Some features will require rebooting the server. Re-execute this script until it shows thereis no more feature needed to
&= | beinstalled (no red message in the PowerShell).

The server preparation script creates a specific log file in the script folder location: ServerPreparation.log. The transcript of each
execution will be automatically logged into this file.




" ServerPreparation.log - Notepad - m] ®
File Edit Format View Help

Windows PowerShell transcript start

Start time: 20250827150354)

Username: GENBSRV@4\Administrator

RunAs User: GENBSRVE4\Administrator

Configuration Name:

Machine: GEN8SRV@4 (Microsoft Windows NT 18.8.17763.8)

Host Application: C:\Windows\System32\WindowsPowerShell\vl.@\powershell.exe -Command if((Get-ExecutionPolicy ) -ne "AllSigned’) { Set-ExecutionPolicy -Scope Pr¢
Process ID: 9916

PSVersion: 5.1.17763.5933

PSEdition: Desktop

PSCompatibleVersions: 1.8, 2.8, 3.8, 4.0, 5.8, 5.1.17763.5933

BuildVersion: 1@.@.17763.5933

CLRVersion: 4.0.30319.42000

WSManStackVersion: 3.8

PSRemotingProtocolVersion: 2.3

Server Preparation 5.0.12 Created 2025-87-21
Preparing Microsoft Windows Server 2019 Standard

Verify if Atto HBA installed...

VTC Enable FC-16, FC-32 or FC-64 Target Mode Registery
VTC Enabling Target Mode
Validate FC-16, FC-32 or FC-84 Firmware

ATTO Celerity FC-322P in PCI-E Slot 2 1/18/2024 (Failed)

...executing ATTO flash updater using Microsoft.PowerShell.Core\FileSystem::\\etifps@l.etinet.local\DFS\Data\Projects\BACKBOX\Delivery\CD H5.81\T@954VO5 AAZ\AL1
PS»>TerminatingError(Upgrade-ATTO-Firmware): "The running command stopped because the preference variable "ErrorActionPreference” or common parameter is set to *
»> TerminatingError(Upgrade-ATTO-Firmware): “The running command stopped because the preference variable "ErrorActionPreference” or common parameter is set to ¢
>> TerminatingError(Upgrade-ATTO-Firmware): "The running command stopped because the preference variable "ErrorActionPreference” or common parameter is set to ¢
Channel 1: Current flash version is 1/18/2024. (Failed) contact support

at Upgrade-ATTO-Firmware, \\etifps@l.etinet.local\DFS\Data\Projects\BACKBOX\Delivery\CD H5.81\T@954V85"AAZ\ServerScripts-20258721\VtcServerPreparation.psl: line
at Upgrade-ATTO-FC16_32_64-Firmware, \\etifps@l.etinet.local\DFS\Data\Projects\BACKBOX\Delivery\CD H5.81\T@954VO5 AAZ\ServerScripts-20250721\VtcServerPreparatic
at <ScriptBlock», \\etifps@l.etinet.local\DFS\Data\Projects\BACKBOX\Delivery\CD H5.81\T@954V05 AAZ\ServerScripts-28250721\VtcServerPreparation.psl: line 1868
at <ScriptBlock», <Mo file»: line 1

Exit before ending the server preparation

Windows PowerShell transcript end
End time: 20258827158485

Windows PowerShell transcript start
Start time- 20251A15111A4A4
<

Windows (CRLF) Ln3, Col 27 100%
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Server Preparation

e Update the server with all critical updates recommended by Microsoft.
o Finalize the server configuration according to corporate standards. This usually includes an anti-virus
installation.

As the vBB is a dedicated server, its configuration must be compatible with the BackBox application software and the server
access must be restricted to the server manager.

Virtual Server Naming

It is important to name carefully the virtual server, as vBackBox software uses part of that name to generate the virtual tape
device serial number.The last three (3) alphanumeric characters of the given name are included in the auto-generated serial
number.

For example, a vBackBox named vBBOX-1 will show devices with the following serial number: BBOX1100, BBOX1101 and
BB0OX1102. The serial number always begins with BB followed by the three (3) alphanumeric characters taken from the
VBackBox given name, followed by the adapter number (starting at 1), then by a target number.

In a multiple vBackBox environment, it is important to name the server in such a way as to ensure
h uniqueness in virtual devices serial number.




System Settings

Remote Desktop
Remote Desktop should be enabled to help server management.

To enable Remote Desktop:

® Press Start
o  Select Settings
o Select Remote Desktop

L Settings
@ Home Remote Desktop
Find a setting | Remate Desktop lets you connect to and control this PC from a remote
device by using a Remote Dasktop client [available for Windows,
System Android, iCS and macD5). You'll be able to work from another device as
if you were working directly on this PC.
2 Display Enable Remote Deskiop
@ o
dil  Sound %
Show settings
[J  Netifications & actions
|_' k 5t Show settings
Facus assist
@ Power & sleep Advanced settings

= Storage .
How to connect to this PC

Of  Tablet - :
Use this PC name to connect frem your remote device:

WIN-HE996K!

i

I Multitasking
Dan't have a Remate Desktop client on your remate device?
@ Projecting to this PC

| 5 Remote Deskop User accounts

Select users that can remotely access this PC

@ About )

o Enable Remote Desktop - On

A\

warning message will pop up. Enable the Firewall exception.

In case of a first-time configuration of the Remote Desktop — or if it needs to be re-enabled - a

To enable the Firewall exception:
®  Press Start
®  Select Control Panel
®  Select System and Security

®  Under Windows Firewall, select Allow a program through Windows Firewall
®  Scrolldown to Remote Desktop and check the checkbox. Also check desired interface Domain, Private

and Public check boxes
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Allow apps to communicate through Windows Defender Firewall

To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate?

Allowed apps and features:

Name

“Message Queuing

@Microsoft Edge

“Microsoft Media Foundation Network Source

“Narrator

oNetlogon Service

@Network Discovery

oPerformance Logs and Alerts

ERemote Desktop
oRemote Desktop (WebSocket)
tRemote Event Log Management

SRemote Event Monitor

oRemote Scheduled Tasks Management

ORamnta Canrica Mananamant

Gchange settings

Private Public

Details...

A

Remove

Allow another app...

After opening the firewall, the warning message disappears from the Remote tab in the System Properties.

Remote Desktop Session Host Configuration

If two users attempt to perform a remote session using the same user credentials, the second user login session will be force-
logged out by the first logged-in user’s session. If there are two different users, who need to work on the same VTC using the
same user’s credentials, this restriction policy must be disabled in order to allow them to be connected in the same time.

To disable one user per session restriction policy:

Press Start

Type in the search dialog box gpedit.msc and start the program

Navigate to: Computer Configuration > Administrative Templates > Windows Components
> Remote Desktop Services > Remote Desktop Session Host > Connections

Locate the Restrict Remote Desktop Services users to a single Remote Desktop Services

session setting

To edit the setting, double click on it and a dialog box will appear

Check Disabled.

Apply the change and close the dialog by clicking OK

] Local Growp Palicy Editor

File Actiom View Help

e am = Hm T
“ HetMeeting  ~ || Connecfions
| OneDrive o = .
. . ict Rem: i et ot t
s | Rt otk S =
1 DOBE St. o H ) T i Autornatic reconnection Mot configured Mo
- rViCes session . N
| Postable Operal 1= Allew users to connect remately by using Rernote Desktop 5. Mot canfigured He
7 Presentation Se Edlit palicy setting #, i Deny logeff of an administrator logged in to the console ses... Mot configured Mo
1 Push To Install i Configure kesp-alive connection interval Mat canfigured Ha
~ [ Remote Deskioy ﬁﬁ”':?{:"‘:‘ 5 003 32 Limit number of connections Mat configured Mo
" RD Licensin Fast iy e E] Suspend user tiga-in to complete app registration Mat canfigured M
~ Rernote Des Descrigtion: i) Sat rules for remiote comtrol of Remote Desldtop Serdces use.. Mok configursd Ma
w | Remcte Des This policy setting allows you to 3| Sebect network detection on the server Mot configured Mo
| Applicat I'Z)E::‘; "';L‘IF:E: :;E::""m’ ehect RDP transport protocols Mat configured Mo
_| Connect L ' Bemote Deskiop Senaces users to a single Remote .., Mo
ﬁmc: o If you enable this policy setting, £2| Alllcws remcte start of unlisted programs Mot configured Ma
| Liensin )y ars wha lag an remctely by 3] Turn off Fair Share CPU Scheduling Mat canfigured Na
Prirter F using Remote Desktop Senvices
2 Profiles will be restricked to a single
‘| RD Canr session (either active or *
Fen disconnected) on that server. If
1 nole Sy
B the user leaves the session ina
1 Security || gisconnected state, the user
Seszicn automatically reconnects to that
7 Ternpor: , || session at the next logen.
Fl * | Extended {Standard [
12 settingls)
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& Restrict Remote Desktop Sendces users 1o a single Rernote Desitop Senices session ] X
E Restrict R=mote Desktop Servmces wusers to & single Remots Deskiop Seraces session

Previous Setting Mext Setting

(2 Mot Configured Comment
) Enalbled
(® Dusabled
SUpPOMed O | 4 heast Wincdows Server 2003
Cptions Help:

[ This podecy setting allows you to restrict wsers to a single Rermote |
Detktop Seraces session.

If you enable this policy setbng, users who log on remotely by
uging Rernote Desktop Services will be restricted to a single
sesnon [esther actree or disconnected) om that sercer. f he wser
leaes the setsion mn o disconnected state, the user automatic -h||!|l
reconnects bo that s=smon st the next logon.

If you desable thes policy 1.:tt|ng, wzers are allowed bo make
unlimited simultaneous rermote connections by using Remote

Desktop Seraces.

I you de net confrgure Lhis pohicy seting, the pobdcy setting s
niot specified 2t the Group Policy level,

G | Aoply

Windows Update

Windows Update feature should be disabled. Todo so, set to download update only or just notify updates availability. Update
installation should be managed on a case-by-case basis.

This will avoid unexpected server restart while tape activities are in progress.
Tosetup Windows Update:

Press Start

Select Control Panel

Select Settings

Select Windows Update and disable automatic updates.

Refer to organization group policies to disable Windows Update, if they are managed by your organization.

Advanced Sharing Settings

Advanced sharing settings need to be configured to allow server share creation. BackBox Data store is using network share to
access NAS or other BackBox data path.

To configure the Advanced Sharing Settings:

Press Start

Select Control Panel

Select Network and Internet

Select Network and Sharing Center
Select Change advanced sharing Settings

ATTENTION: If VTC server is part of a Workgroup, the Domain profile will not be shown. A new profile Domain will be added and
will require to be set when the server joins the Active Directory.
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Private Public ALL
Networks

Network dlscovery ~ Turnoff ~ Turnoff Turn off n/a

Flle and printer sharing Turn on Turn on Turn on n/a
Public folder n/a n/a n/a Turn off

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Private (current profile) ()
Guest or Public ()
All Networks (™)

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders.

(O Turn on sharing so anyone with network access can read and write files in the Public
folders

(® Turn off Public folder sharing (people logged on to this computer can still access these
folders)

Media streaming

When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer. This computer can also find media on the network.

Choose media streaming options...

Password protected sharing

When password protected sharing is on, only people who have a user account and password on
this computer can access shared files, printers attached to this computer, and the Public folders. To
give other people access, you must turn off password protected sharing.

(® Turn on password protected sharing
(O Turn off password protected sharing

Firewall Settings

We recommend enabling ICMP incoming echo request (ping) for troubleshooting purposes or to allow monitoring tools to work
properly. By default, ICMP incoming echo request (ping) firewall rules are defined, but disabled.

When the server gets the Files Server role installed with the Advanced sharing settings file and printer sharing turned on, ICMP
incoming echo request firewall rules are automatically enabled. The server will answer to the ping request.

If the server has been prepared following the guidelines provided in this document, this setting is the recommended one.

In other cases, the rules can be manually activated by following these steps:

To manually activate ICMP incoming echo request (ping)

Press Start

Search for Firewall and Network Protection

Go to Advanced Settings

In the left pane and select the Inbound Rules

Scrolldown to File and Printer Sharing (Echo Request) and enable the rule for Private, Publicrules and Domain
rules if the VTCis under an Active Directory.
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@ Windows Defender Firewall with Advanced Security
File Action View Help

e nm 2 HE

g I[r;:t‘:::’:;:lg:es Mame Group Profile Enabled Action ™
-‘l.'l-. Connection Security Rules Distributed Transaction Coordinator (TCP-In) Distributed Transaction Coo...  All No Allow
» ML Monitoring ./ 2File and Printer Sharing (Echo Request File and Printer Sharing Public Allow
. File and Printer Sharing (Echo Reques File and Printer Sharing Domai... Allow
-/ File and Printer Sharing ICMPv6-In)  File and Printer Sharing Public Allow
& File and Printer Sharing (Echo Reque ICMPv6-In)  File and Printer Sharing Domai... 5 Allow
File and Printer Sharing (LLMNR-UDP-In) File and Printer Sharing Domai.. Mo Allow
File and Printer Sharing (LLMNR-UDP-In) File and Printer Sharing Public Yes Allow
File and Printer Sharing (NB-Datagram-In) File and Printer Sharing Domai.. Mo Allow
% File and Printer Sharing (NB-Datagram-In) File and Printer Sharing Public Yes Allow
& File and Printer Sharing (NB-MName-In) File and Printer Sharing Public Yes Allow
File and Printer Sharing (NB-Mame-In) File and Printer Sharing Domai.. Mo Allow
File and Printer Sharing (NB-Session-In) File and Printer Sharing Domai.. Mo Allow
& File and Printer Sharing (MB-Session-In) File and Printer Sharing Public Yes Allow
File and Printer Sharing (SMB-In) File and Printer Sharing Domai.. Mo Allow
Ik @ File and Printer Sharing (SMB-In) File and Printer Sharing Public Yes Allow
@ File and Printer Sharing (Spooler Service - RPC) File and Printer Sharing Public Yes Allow
File and Printer Sharing (Spooler Service - RPC) File and Printer Sharing Domai.. Mo Allow
File and Printer Sharing (Spooler Service - RPC-EPM... File and Printer Sharing Domai.. MNo Allow
File and Printer Sharing (Spooler Service - RPC-EPM...  File and Printer Sharing Public Yes Allow
File and Printer Sharing (SMB-CQUIC-In) File and Printer Sharing over.. All No Allow
File and Printer Sharing over SMEBDirect (IWARP-In) File and Printer Sharing over... All No Allow
I5CSI Service (TCP-1n) iISCSI Service All No Allow
Key Management Service (TCP-In) Key Management Service All No Allow
% mDNS (UDP-In) mDNS Public Yes Allow
@ mDNS (UDP-In) mDMS Private Yes Allow
ﬁ mDMNS (UDP-In) mDNS Domain  Yes Allow
@ Message Queuing TCP Inbound Message Queuing All Yes Allow
@ Message Queuing UDP Inbound Message Queuing All Yes Allow
@ Microsoft Edge (mDNS-In) Microsoft Edge All Yes Allow
a Microsoft Media Foundation Metwork Source IN [TC... Microsoft Media Foundatio..  All Yes Allow
¥ Microsoft Media Foundation Network Source IN [U...  Microsoft Media Foundatio...  All Yes Allow
. Metlogon Service (MP-In) Metlogon Service All No Allow W
>« >
Domain Node
Add all Domain profile for each Nonstop node be connected to the vBackBox.
User Corfiguration
WIN-HBI9E6KEMPIANAdministrator (Administrator) Save Cancel Disconnect
E‘ﬁl WIN-HE9I9EK5MPSA Domain ETISSL
Q# Services Log WT Controller messages on this Domain
9 VTC Admin
) VTC Emulator (FC)
48 VTC Emulator (ISCSI) EEREnE R
9 VTC Asynclog
9 VTC Scipt Controller Guardian IP Address(es)” List
-4 Seftings L. 192.168.2063
*‘I:! License
jf Seripting
&(4 VTC Admin
#~ VTC Emulator (FC)
% VTC Emulator (ISCS)
. Security
= @ Domains
&R
-G 15CSI
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VTC Management Console

VTC EMULATOR (ISCSI)

These settings must not be changed before communicating with technical support.

When VTC Emulator (iSCSI) is selected, the available properties for the service are displayed on the screen in the right-hand side
panel. There are no actions available when right-clicking on the VTC Emulator (ISCSI) setting node.

User Corfiguration

WIN-HB396KEMP A Administrator (Administrator) Reload Disconnect
E‘ﬁl WIN-HBS96KEMPIA WTC Emulator (ISCSI) Settings
B Servi Properties
Q EMVICES -
~4@ VTC Adrin P Port 8767
-4 VTC Emulator (FC} ~ Diagnostic
o VTC Emulatar (ISCSI) Device Mo Write False
0 VTC Asynclog Enable LARGEBLOCKS Mode True
Trace Level 0
o VTC Script Controller
£ Settings
*I‘:! License
‘f’ Scripting
4% \TC Admin

‘}‘ VTC Emulator (FC)
Y e 551
. Security

-Q Domains

C_ FC

& 1SCSI

Device No Write
If true, the data is not written in the Data Store. ONLY FOR TEST PURPOSE: Works only for BACKUP and
requires usage of UNLABELED volumes.

A window indicates read-only properties associated with the specified setting. When selected, any of the listed properties is
shortly explained at the bottom of the window.
Any changes made to this page require restarting the services.

iSCSI Node

AlLVTCiSCSI configurations are grouped under the iSCSI category node. Changing any of the elements described below requires
restarting services.

When the iSCSI category node is selected, no information is shown in the right-hand panel.

ISCSI CONFIGURATION

1. Configuration of the iSCSI is done through the VTC Management Console.

Add the NIC address to be used to connect with the Storage CLIM.

3. Provision virtual tape devices under the selected NIC address and several NIC addresses can be added. The
virtual tape devices will need to be deployed across these NIC addresses.

4. OpentheVTCManagement Console andfollow the procedure toaddthe iSCSI devices:

5. Right-click onthe iSCSI node in the VTC Management Console and click Add to display the iSCSI device
creation box.

N



Elﬁl WIN-HBISEKEMPSA

é--qﬁ Senvices
o VTC Admin
) VTC Emulator (FC)
@) VTC Emuiator (ISCSI)
o VTC Asynclog
o VTC Script Contraller
=48} Settings
{E‘ License
‘,"‘ Scripting
:: ﬁ ;:m;; o Add i5CS Targets X | | AddiSCS| Targets
ulator
o VTC Emuiator (ISCS1) Port Port
L ] Soourty [152.168.31.50 (UP) [152.168.31.50 (UP)
4 Domains 192.168.31.50 (UF)
- FC Number of targets you want to generate
e 192.168.20.236 (UP 3 =
[e Add = .
E.' Delete All Targets Target Type Target Type
Ok Cancel Ok
W ucenses ) 0s Microsoft Windows Server 2013 Standard
System
g yst Compatible with E4.09 and up
46} Event Forwarder
{6} Cedficates FC Ports # 5 1SCS| Devices #
= Settings
& ng Encryption Devices # 5
£
’(' Scripting QoreStor Enabled True
," VTC Admin QoreStor System ID 10007CF4328F4F 79852020C4D6FC2CCD

,(- VTC Emulator (FC)
& VTC Emulator (1SCSI)

@ Secuty

v

6. Inthe pop-up window, first select a NIC address to be used for the Storage CLIM
connection and choose the number of targets (up to maximum 12 devices per port) to be
added with tape emulation type. If you have a limited number of targets licensed, you
can either add them to the same storage CLIM or spread them across all ports. Click ok.

3. If you have multiple ports dedicated to different CLIM connection, the Add iSCSI Targets procedure needs to be redone

for each port.

4. Once the targets are added, they will be shown under each IP address.

User
WIN-HB556KEMP A\ Administrator (Administrator)

-l WIN-H839BK5MPIA

é\--q" Services

o VTC Admin

) VTC Emuator (FC)
- VTC Emulator (15CS1)
o VTC Asynclog

o VTC Script Controller
148k Settings

3l @ Domains

& FC
=€ 15|
BBPSATDD
BBPIATD1
BEPSADD2
192.168.32.51
BEPSATO0
-{E=) BBPSATDT
(&) BBPSATOZ

Configuration

Save Cancel

ISC51

Ethemet 2

Disconnect

Microsoft Hyper-\ Networc Adapter H2

Status |Up

MAC  |00155014EF21
Speed | 10Gbps

5. Select, one by one the targets and define its connection parameters. Changing the Serial
Number and/or the target Type could cause connection errors.
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[ VTC Management Console - o X

User Configuration
BBOX2018-2\Administrator (Administrator) Reload Disconnect

© VTC Adnin ~| 0192000
) VTC Emulator (FC)
& VTC Emuator (15CSI)
@ VTC Asynclog

Ip Address 1
) VTC Script Controller
48 QoreStor Serial Number |BB132000
= 48 Settings Attention: changing sesial number could cause connectior
i‘DLlcense pro & host. Please keep t e
o~ Scrpting Friendly Name [1yra
4 VTC Admin

4~ VTC Emulator (FC)
4 VTC Emulator (1SCSI)
. Security
= g Domains
{Z) AAYEK
{Z] HS00UPX Lun
(=) HS01ESS
{Z) HS01ESSM
(=) HSOINEW F address empty. this device
i G FC
=& 15CS1
-4 192.168.99.41
(S e6152000 o)

{=) 88192001

Emulation Type |LTO4 »

Initiator IP [127.0.0.1

 m—
HPE

a. Serial Number is the target identifier and shouldn’t be modified, as the
connection is securely established with the host based on the serial number

b. Friendly Name is the name given by the user and displayed next to the device
serial number (in case the device has been given a friendly name)

C. Emulation Typeis the emulation tape type to be used for the target (V0505, LTO4, LTO6 to LTO8).
d. Lunis assigned by default and cannot be changed, as it’s used to provision virtual devices.

e. Initiator IP links the selected target to a specific CLIM. Once linked, the iSCSI
device will only answer to the discovery command from that specific storage
CLIM. By default, new added device is assigned with a dummy value of
127.0.0.1 that must be changed with the CLIM storage IP address of the target
device to be to connected to. The new added device IP address can be left blank
to answer to any CLIM storage.

If not updated and left with the default value (127.0.0.1), the target device will not answer
- = to any CLIM storage when attempting to adding iSCSI tape target devices by using the CLIMCMD
--addi scsi t ape.

If updated to blank, the target device will answer to any CLIM storage when attempting to
adding iSCSI tape target devices by using the CLIMCMD --addi scsi t ape.

If updated to a specific CLIM address IP, the target device will only answer to that specific
CLIM storage when attempting to adding iSCSI tape target devices by using the CLIMCMD --

addi scsi t ape.

5. Save the configuration or Cancel it.

User Confiquration
ETINET dandrasi {Administratar) | Save | | Canczl

6. If youwant to delete targets, select the target and right-click on it. Then Delete.

N It

=@ 192.168.20.84
(=) BBKENCOD

(=) BBKENDO1
Delete

7. Once you have completed the change, the VTC Services will automatically restart by clicking the Save
button.



User
TECHWRITER \Administrator (Administrator)

=) TECHWRITER
) VTC Admin
€ VTC Emulator (FC)
€ VTC Emuator (1ISCSI)
.4 VTC Asynclog
@@ VTC Script Cortroller

Any changes made to this page, requires restarting VTC Emulator (iSCSI) service for the change to take effect.

1N Emulator (iSCSI) service.

User Corfiguration

WIN-HCBLF67BE8O\Administrator (Administrator)

= (G WIN-HCBLF67BER0 VTC Emulator (1SCSI) Settings
5o Soves e
€ VTC Admin P Port
@ VTC Emuiator (FC) v Diagnostic

@ VTC Emulator (1SCSI) Device No Wrte
Enable LARGEBLOCKS Mode

@ VTC Asynclog S
race Lev
49 VTC Scipt Controlier
48 Settings

Cancel Disconnect

False

16

A License

¥ Scipting

4 VTC Admin

4 VTC Emulator (FC)
-4 VTC Emulator (1SCSI)

Info

=& I5Cs|
-9 192.16821.169

Trace

0 VTC Emulator (ISCSI) service was restarted.

Level
Sepciy the trace level of the application log. 0 = no trace 16 = maximaltrace

Save the changes by clicking the Save button under Configuration tab. The pop-up window will prompt the restart of the VTC

Install the Virtual Tape Controller Software

PRE-INSTALLATION

Administrator account under Windows on the server acting as the VTC.

® |nstall VTC BackBox-specific driver TSCSITMInstaller.msi, located in the folder ETINET Driver

delivered with the BackBox package.

1. Openthe folder ETINET Driver Installer and then TSCSITMDInstaller.msi
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Marme

AttoCelerityFC-20250721
BackBox-E05.01-Documentation-20250901
ETIMET Driver Installer v3.1.5
GUARDIAM-E05.01-015EP2025
ServerScripts-20231008

UI-ED5.01.14

VTC-E05.01.28

ETIMET Driver Installer v3.1.5 Se

Tl sort aas

Mame

?‘ew' setup.exe
¥ TSCSITMDInstaller.msi

X If prompted with a pop-up requiring the installation of ATTO HBA drivers, proceed with installing these
2% drivers before running the TSCSITMInstaller.msi  Wizard

"M BackBox Virtual Tape Controller H05.01 Build 12 X
This application requires ATTO HBA drivers being installed and the
version need to be 2.10 or higher for 16GB HBA card or higher, or version

2.13 or higher for 8GB HBA card. Please install the necessary ATTO
components and try again. (Detected ATTOINSTALLED=False)

.

2. Runtheinstaller Setup Wizard and click Next.

'_]EIETI-NET BackBox FCTMD 3.1.5 Setup - x

Welcome to the ETI-NET BackBox
FCTMD 3.1.5 Setup Wizard

mﬁ E l The Setup Wizard will install ETI-NET BackBox FCTMD

3.1.5 on your computer. Click Next to continue or Cancel
to exit the Setup Wizard.

3. Click Install to begin installation.
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[ﬂETI-NET BackBox FCTMD 2.1.5 Setup - X

Ready to install ETI-NET BackBox FCTMD 3.1.5 m
BOX

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install J Cancel

4. Once theinstallation is complete, click Finish to exit the Wizard.

[ﬂETI—NET BackBox FCTMD 3.1.5 Setup - pd
Installing ETI-NET BackBox FCTMD 3.1.5 m
BOX

Please wait while the Setup Wizard installs ETI-NET BackBox FCTMD 3.1.5.

Status:

BackBox® E5.01 Virtual Installation Guide |23



TEJ'ETI-NET BackBox FCTMD 2.1.5 Setup - X

Completed the ETI-NET BackBox
FCTMD 3.1.5 Setup Wizard

m‘ﬁ =T Clickthe Finish button to exit the Setup Wizard.

Back Finish Cance

5. Inorder to complete the installation, the VTC needs to be restarted. Click Yes in the pop-up window.

ﬁ ETI-NET BackBox FCTMD 3.1.5 Setup

You must restart your system for the configuration changes
made to ETI-NET BackBox FCTMD 3.1.5 to take effect. Click
Yes to restart now or No if you plan to manually restart
later.

The VTC Windows services will start and will issue various messages to EMS.

£5

® |nstall the VTCapplication from the BackBox distribution package directory VTC-E.nnn: run setup.exe.
Install the latest Ul version from the BackBox distribution package directory UI-E.nnn: run setup.exe.

After the installation it is recommended to:
®  Reboot the system and verify if all the services have been restarted. Check the EMS message report.

DESCRIPTION

In the folder you uploaded the locate the VTC-E5.01 folder. Double-click on Setup.exe and follow the installer
instructions.



## BackBox Virtual Tape Controller E05.01 Build 27 - x

Welcome to the BackBox Virtual Tape Controller
E05.01 Setup Wizard

The installer will guide you through the steps required to install BackBox
m ET Virtual Tape Controller E05.01 on your computer.

Click "Next" to continue.

Box »| WARNING: This computer program is protected by copyright law and
international treaties. Unauthorized duplication or distribution of this
program, or any portion of it, may result in severe civil or criminal
penalties, and will be prosecuted to the maximum extent possible under

the law.
Cancel < Back Mext >

You will then be prompted to read and accept the license agreement. Click | Agree to proceed with the installation, a complete
copy of the license agreement is available at the end of the present document.

¥ BackBox Virtual Tape Controller E05.01 Build 27 - X

License Agreement

Please take a moment to read the license agreement now. If you accept the
m ET terms below, click "l Agree”, then "Next". Otherwise click "Cancel".

SOFTWARE LICENSE AND MAINTENANCE AGREEMENT

3

BEFORE BREAKING THE SEAL ON THE SOFTWARE MEDIA
PACKAGE, CLICKING ON THE “ACCEPT” BUTTON, ENTERING
“YES" IN RESPONSE TO THE ELECTRONIC LICENSE ACCEPTANCE
Box-! INQUIRY, INSTALLING, DOWNLOADING, COPYING, ACCESSING,
OR USING THE SOFTWARE, PLEASE READ THIS SOFTWARE
LICENSE AND MAINTENANCE AGREEMENT (“AGREEMENT”). ~

(O 1 Do Not Agree (@) Agree

Cancel < Back Next >

Installation is now ready to start. Click the Next button to initiate the process.

ﬁ‘ BackBox Virtual Tape Controller E05.01 Build 27 - X

Select Installation Folder

The installer will install BackBox Virtual Tape Controller E05.01 to the
m following folder.

To install in this folder, click "Next". To install to a different folder, enter it b...

Application Folder:

C:\Program Files\ETINET\WTCY Browse...

VTC Data Root Folder:

BOX.| < rumonsan s
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ﬂ BackBox Virtual Tape Controller E05.01 Build 27 - X

Confirm Installation

The installer is ready to install BackBox Virtual Tape Controller E05.01 on
SRR ET e

Click "Next" to start the Installation.

BOX.

Cancel < Back Mext =

ﬁBackBox Virtual Tape Controller E05.01 Build 27 - x

Installing BackBox Virtual Tape Controller
E05.01

}: BackBox Virtual Tape Controller EQ5.01 is being installed.

Please wait...

BOX.

Cancel < Back Mext >

ﬁBackBox Virtual Tape Controller E05.01 Build 27 - X

Installation Complete

BackBox Virtual Tape Centroller EQ5.01 has been successfully
EaNET ™

Click "Close" to exit

BOX.

Please use Windows Update to check for any critical updates to the
.NET Framework.

Cancel < Back Close

In case the VTC version comes with a patch, the patch is being installed along with the controller and is being mentioned between

.;h brackets.

Once the installation process is over, click the Close button. BackBox VTC software is installed, ready to be used.
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Customize Server ldentity

HOST FILE

Edit the HOSTS file and map the server host name with all alias name to his loopback address. By doing so, you avoid bad DNS
hostname resolution to local network resources, when one Ethernet adapter failed or it had network traffic down. This is a
configuration requirement for cross-connected VTC pairs.

The host file is located in the system folder Windows\System32\drivers\etc\. For example, for a VTC with a server name BBOX1:

# | ocal host nane resolution for BBOXlhandl ed within DNS to itself.
127.1.1.1 | ocal host
127.1.1.1 BBOX1. et i net | ab BBOX1. backboxl ocal BBOX1

License Request

By1c Management Console - o x
User Configuration
TECHWRITER \Adminsstrator (Administrator) Reload Disconnect
[F]recHwriTer R

o Services
€ VTC Admin
€ VTC Emulator (FC) Computer Name  TE:
) VTC Emulator 1SCSI) Workgroup W
© VTC fanciog Operating System M
) VTC Script Controller

% Setings Server Model M
£ License Server Seral Number 2
#~ Scripting VTC Software Version | E05.01.2
4 VTC Admin

4 VTC Emulator (FC)
4 VTC Emulator (1SCSI)
@ Securty
44 Domains
¢ K
-G 15CSI

Copy To File..

For the license request, go to VTC MC > Server Information > Copy To File...

Use Copy to File ... button to save the server information in a .txt file. The file will be saved with the default name Server
Information and default location Desktop. For support and reference purposes, location and name of the file can be changed at
any time.

Request a vBackBox license through the License Desk, using the license information in the file.



| TECHWRITER - Notepad

File Edit Format View Help

Computer Name: TECHWRITER

Workgroup: WORKGROUP

Operating System: Microsoft Windows Server 2822 Standard
Server Model: Microsoft Corporation Virtual Machine
Server Serial Number: 2386-9494-8583-5585-3404-5981-83
VTC Software Version: E@5.81.27

UUID: C351FCBE-6BAG-4CDD-BB1A-BEBBA197D1D5

License Number: xxxxBeed

License Expiration : 2825-89-25T15:23:30.5973184Z
License Creation : 2025-89-11T15:26:89.5776437Z
License To: E585698

Serial Number: 2386-9494-8583-5585-3484-5981-83
HPE System Number: Unknown

License Type: Emergency

Generator Version: @

Release Version: E

Software Version: 4.89

Product: Unknown

0Os Version: Microsoft Windows Server 2822 Standard
Number Of FC Ports : 2

Number Of Encryption Devices: 1

Number Of Iscsi Devices: 2

Number Of Devices Per Port : 64

QoreStor Enable: False

QoreStor ID: Unknown

Storage Limit: -1TB

External Storage: NONE

NonStop Node 1: Unknown

NonStop Node 2: Unknown

Once you receive the license file (XML format), upload it on the vBackBox and import it.
Go to VTC MC, right-click on the License node under Setting and Import.

BEy1c Management Consale - o ps
User Configuration
TOUTATIS\Administrator (Administrator) Reload Disconnect
) ToutaTis License Information

2P Services _ - _ -
© VTC Adin License Number 20250535 License To E5056500
o VTC Emulator (FC) Creation Date 20250905 Expiration Date 2025-11-26
© VTC Emdator 05C51 License Type &iT1 License Class ETHNET
@) VTC Asyndog
€ VTC Script Controller

8} QoreStor Generator Version 5

=148} Settings VTC Serial Number 2M41516LTV
15
£
4~ VTC Admin Server Model Unknown
4~ VTC Emulator (FC) 0s Microsoft Windows Server 2022 Standard
4~ VTC Emulator (I5CS1) Compaiitie with £4.09and up
@ Securty
43 Domains
@G FC FC Ports # 6 ISCS! Devices # 6
@& I1SCSI
Encryption Devices & 12 NAS Support False
Qore Stor Enabled True

QoreStor System 1D $1CBDOD4CBASFF4BAD9024640A87575E
Max Domain Unlimited

In the pop-up window, browse for the folder the license file has been copied to and click the OK button. In this example the license
file has been copied on the Desktop in the folder License.
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User
TECHWRITER\Administrator (Administrator)

=) TECHWRITER

=g Services
40 VTC Admin
9 VTC Emulator (FC)
40 VTC Emulator ISCS1)
9 VIC Asynclog
40 VTC Script Controller

(=48 Settings
4 License
4~ Scripting
4 VTC Admin
#~ VTC Emulator (FC)
4 VTC Emulator (1SCSI)
@ Secuty

-4 Domains

G FC
@G 1SCSI

In the License Selection dialog select the license XML file. Click Select and then Save the configuration.

Configuration
Reload Disconnect
License Information
Browse For Folder
License Number
Creation Date
License Type I Deskiop =
& Administrator
Generator Version ~ I This PC
s B 30 Objects
v [l Desktop
Disk Pool DD
e Emergency VTC:License Generator
License
s [£] Documents
Compativle wih & Downloads
D Music
& Pictures
FCPota® B videos
Encryption Devices # B Floppy Disk Drive (&)
GoreStor Enabled ‘i Local Disk (C:)
QoreStor Syetern I > o OV Drive ()
r Libraries
Max Doman £ OVD Drive (09
b Network v

MakeNewFoder | [ Ok | Cancel

! License Selection

Licensexox0011For2386-9494-0583-5505-3404-5981-83 XML
Licensexox0001For2386-9494-0583-5505-3404-5981-83 XML
Licensexox0010For2386-9494-0583-5505-3404-5981-83 XML

Licensexox0009For2386-9494-0583-5505-3404-5981-83 XML
Licensexox0008For2386-9494-0583-5505-3404-5981-83 XML
Licensexox0007For2386-9494-0583-5505-3404-5981-83 XML
Licensexox0006For2386-9494-0583-5505-3404-5981-83 XML
Licensexox0005For2386-9494-0583-5505-3404-5981-83 XML

Cancel
E?'-.":' Management Console -
User Configuration
TECHWRITER  Administrator (Administrator) Cancel Disconnect
=l TECHWRITER License Infonmation
=g Services *
© VIC Adnn License Number
9 VTC Emuator (FC) Creation Date Licens eoo004F 0r2386-3494.0583-5505-3404.5981-83.XML imported.
49 VTC Emulator (1SCSI) [P Please savel
) VIC Asynclog
VTC Script Controller
|- i =]
XY License VTC Serial Number 2386-5434-0583-5505-3404-5961-83
#~ Scrpting
4% VTC Admin
A~ VTC Emulator (FC) Server Model Unknown
#~ VTC Emulator (ISCSI) 0s Microsoft Windows Server 2022 Standard
@ Secuty Compatible wih E409andup
% 43 Domains
& R’
€ 1SCSI FC Ports # 2 1SCSI Devices # 2
Encryption Devices & 1 NAS Support False
GoreStor Enabled Faise
QoreStor System ID Unknown
Max Domain Unlimted
Teox,
y Save the changes by clicking the Save button under Configuration tab. The pop-up window will prompt the restart of all services.

F1 Y
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User
'WIN-HCBLF67BEBO\Administrator (Administrator)

["& @b wincaLrsTBERD
=4 Services
4 VTC Admin
@ VTC Emuator (FC)
49 VTC Emulator (1SCSI)
@ VTC Asynclog
@ VTC Scipt Controler
=48 Settings
LY License
4~ Scipting
4 VTC Admin
4 VTC Emuiator (FC)
4% VTC Emulator (1SCSI)
@ Secuty
-2 Domans
& e
=& IsCsi
-4 192.168.21.169

Configuration

Cancel Disconnect
Securtty Information
SSL Protocol TLS12 v
Ceticate Infomation
Certificate: VTC (N/A) - 4/14/2033 5:19:12 PM v

Friendly Name: Not Avaiable

Issued By: vIC

Info

0 All services were restarted.

Valid Fom: ~ 4/17/20235:19:12PM

Valid To: 4/14/20335:13:12PM

Start Services

Starting the services finishes the installation of the vBackBox VTC and it makes the system ready for configuration.
Validate that all services listed under the Services node are started — marked with a green checkmark.
An Xicon will be shown in front of the service name, if the service has been stopped.

User

WIN-HB536K5MP 9A  Administrator {Administrator)

Configuration

-G WIN-HBIIEKSMPIA
é!---a“ Services

o WTC Admin

@) VTC Emulator (FC)

=8t Settings
‘r‘lﬁ! License
f’ Scripting
)4 VTC Admin
4% VTC Emulator (FC)
)« VTC Emulator (ISCSI)
. Security
-@ Domains

& FC
..... C_ ISCSI
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Connect Virtual Tape Device to Virtual NonStop System

Virtual tape devices are connected to avirtual Nonstop system through the storage CLIM. The CLIMs provisions the network
adapter accessible on the corporate LAN (different from the vNonstop maintenance LAN).

The following new commands are available to add and remove iSCSI tape target devices on a CLIM:

-t

or
--addi scsi t ape

<iscsi target ip address>

Initiates a discovery request to an iSCSI target at the input IP address. Then it logs
in to all new targets.

The addi scsi t ape command is only applicable to virtual CLIMs.

--del i scsi t ape

<iscsi target name>

Initiates a logoff request to an iSCSI target at the input iSCSI target name and
deletes the target from the database.

The del et ei scsi t ape command is only applicable to virtual CLIMs.

Adding and deleting iSCSi tape devices can be done using the lunmgrutility of a climecmd. A basic add command would look like

this:

clinmnd SCLIMOO | unngr -t 192.168. 30. 20
This command would be adding all virtual iSCSI tape devices on the vBackBox located at the IP address 192.168.30.20.




Install BackBox Ul Client

To install the BackBoxUl Client:

PoNPE

Open the BackBox distribution set and navigate to the Ul-v.vv.vvvvv directory.

Run Setup.exe.

Launch the Ul Client Setup Wizard and follow the steps required to install the application. Click Next.
Select the installation folder. Use the default folder or browse to install the Ul Client to a different folder. If the
access to the Ul Client must be restricted to the current user, select Just me.

It is highly recommended to use no restriction. Choose Everyone to install the Ul Client for anyone
who may use this computer, especially when installing on a VTC.

Follow the Wizard installation steps.

Once the installation is complete, close the Wizard and use BackBox User Interface to connect to each
Domain configured.



Atto HBA Target Mode in VMWare ESXi Passthrough Mode

ENVIRONMENT PREPARATION FOR VM WARE

e Install the physical Atto HBA into the ESXi hypervisor server.
e Inthe ESXi client, find Atto HBA port and activate the Passthrough mode

vm ESXi Host Client

«

4 Navigator ] localhost.etinet.local - Manage

[ Host System  Hardware Licensing  Packages  Services  Security & users

[

o B  : oooccoctroush 4 confioue SRI0V 4 Hardware label S Reboot host | C Refresh Q_search
Power Management
@ Vituaiachines (1] M o G v seiov o T |G
.
V' vBacke
@) = =] 0000:0b:00.0  ASPEED Technology. Inc. ASPEED Graphics Family Not capable Disabled -
Monitor
O 000000740 Intel Corporation C610/X29 series chipset USE Enhanced Host Contraller #1 Not capable Disabled
More Vs
¥ 0000:8100.1  ATTO Technology, inc. Celerity FC-162P Disabled =
& storage
[ Y 000081000  ATTOTechnology. inc. Celerity FC-162P Disabled Active.
© Networking o
O 0000:8200.1  GLogic Corp 2600 Series 16Gb Fibre Channel to PCI Express HEA Not capable Disabled
(1 0NNAY00 A O anic Carm 9800 Saries 186k Eira Channal n D1 Evrass HAS. Netranshia | Picahiad M

Passthrough capable v 14 items

®  Assign Atto port in the vBackBox VM setting. The VM needs to be shut down. In the setting editor add a new PCl device.

& Edit settings - vBackBox (ESXi 7.0 U2 virtual machine)

N
16 GB v
> B Memory
128 GB ~ X
> () Hard disk 1
LS! Logic SAS v X
> <& scsi Controller o
x
SATA Controller 0
&+ USB controller 1
X
> G, Network Adapter 1 VM Network v Connect X
> @ CD/DVD Drive 1 Datastore 1O file ~ | O connect X
Default settings v
> [ Video Card
- v x
> B PCI device 1
e v X
> 13 PCl device 2
>

CANCEL SAVE

e  Start the VM. The new ATTO devices are displayed in Device Manager. Install the drivers from the distribution package
provided (AttoCelerityFC-yyyymmdd) and resume the server preparation script (VTCServerPreparation.ps1).
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