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PREFACE

This User Manual contains a product presentation and reference information for the configuration and operation of a BackBox
subsystem connected to a Nonstop server.

This present manual is dedicated to the BackBox E5.01 distributed by ETI-NET. For additional information refer to BackBox end
user documentation:

®  BackBox Release Notes - Listing the new features, improvements, resolved defects and security fixes

®  BackBox User Manual - Configuring and operating BackBox subsystems.

®  BackBox Messages Manual and Troubleshooting - List of EMS error messages generated by the BackBox
products.

®  BackBox Catalog Sync Option - describing a D/R plan by replicating the DSM/TC and BackBox tape
catalogs.

®  BackBox Virtual BackBox Installation - preparing the virtual Windows server(s) who will act as a Virtual
Tape Controller for BackBox iSCSI environment. The virtual BackBox will only work with a virtual Nonstop
system.

®  QoreStor Upgrade Procedure for BackBox - updating QoreStor for BackBox to the latest QoreStor version.



PRODUCT DESCRIPTION

ETI-NET BackBox is a virtual tape solution to connect the Nonstop Guardian tape subsystem to external storage facilities.
BackBox - provides Nonstop virtual tape capability to store virtual volumes in various (enterprise) storage infrastructures.
DataStoreis the storage system for virtual volumes.

BackBox currently supports three Data Store types:

1. Windows (compatible) disk file system:

®  Anyinternal disk or SAN LUNs, configured under the Windows file system, or

® Any file server (SMB/CIFS) that is compatible with the Windows operating system. This includes
specialized deduplication appliances such as EMC Data Domain, HPE StoreOnce or Quest QoreStor.

2. Embedded QoreStor storage for data deduplication and replication
3. TheIBM Spectrum Protect; (TSM) Storage infrastructure implemented via the IBM Spectrum Protect TSM/API.



BACKBOX COMPONENTS

NonStop Server

Application Using Tape
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EMS
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BACKIOW

VTC SERVER

BBEXT
Local Event
Extractor Local/Remote Storage

Volume Catalog & Configuration

BOX.

BACKBOX User Interface

BackBox components:

®  Virtual Tape Controller (VTC) Unit
®  BackBox User Interface Client

®  Domain Manager

®  Event Extractor

A graphical user interface (Ul) of BackBox runs on the operator workstation.
The Domain Manager, Event Extractor and User Interface are BackBox components.

VIRTUAL TAPE CONTROLLER (VTC)

VT Controllers are Windows-based servers connected to a Nonstop server via Fiber Channels and via iSCSI for Virtual Nonstop.
Several VTCs can be connected to the same Nonstop system and several Nonstop systems can be connected to the same VTC. VTC
functions are controlled through TCP/IP.

The VTCis built on a dedicated Windows Server platform. It stores virtual tape images through the Windows file system. Any
Windows compatible disk subsystem can be used for storage. The number of possible physical connections per VTC depends on
the model.

Formoreinfo see Product Requirements section.

BACKBOX USER INTERFACE CLIENT

The BackBox graphical user interface is a web-based client application that runs on the operator workstation. The UserInterface
isused for configuration, virtual volume creation and manual exception operations.

Standard VTC operations are automated. The usual Nonstop tape-related utilities and user interfaces are used for daily
operations.

The BackBox User Interface Client can beinstalled in any Windows-based workstation. An instance must also be installed on each
VTC. The User Interface Client installed on the VTC can be accessed through Windows Remote Desktop client.

DOMAIN MANAGER

A BackBox domain is a group of VTCs and Guardian nodes whose virtual tapes are managed in a single environment. In a Domain,
a unique label is given to each tape volume. If the virtual tapes of several Nonstop nodes are managed by the same Domain
Manager, the volume label must be unique across all nodes.
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The user logs in to a Domain using the User Interface Client. The user can configure the virtual devices, the virtual volume
characteristics and their storage, can create virtual volumes and query the operational status.

The main task of the Domain Manager running on the Nonstop platform is to reply to the User Interface requests. It maintains a
Domain configuration and a catalog of virtual volumes, including the real data location of each virtual volume. It also manages
mount requests for virtual volumes.

EVENT EXTRACTOR

Each Guardian node set with virtual drives runs a BackBox Event Extractor. The Event Extractor essentially automates the
mounting of the virtual volumes requested by $ZSVR, by forwarding them to the Domain Manager.

The Event Extractor also assumes secondary roles, such as maintaining the status of tape drives in the NSK OPERfile for quicker
display in the User Interface.



PRODUCT REQUIREMENTS

VTCs

VTC Required Hardware

Data Rate Celerity FCHBA Type Nonstop Connectivity Type
8Gbits FC-8, FC-16, FC-32 G9 Storage CLIM with optional 8 Gbps HBA
16Gbits FC-16, FC-32 G10 Storage CLIMwith FC-16
32Gbits FC-32 G11 Storage CLIMwith FC-32

Contact your ETI-NET representative for detailed server specifications.

VTC Required Software

Windows Server Release Version

Standard 2022,2019 or 2016

ETI-NET recommends installing Microsoft patches manually rather than configuring Windows for
d automatic updates. Automatic updates may impact VTC usage if the update causes services to be restarted

or the VTC to be rebooted. If you have two VTCs, the best practice is to choose a time when none of the tape
devices connected to an individual VTC are in use, stop those devices, perform the update and then restart
the devices. Repeat this procedure for the other VTC at a time when its devices are not in use.

NONSTOP HOST SYSTEM

Hardware Requirements

®  Nonstop Integrity, Nonstop Blade system, Nonstop X system or vNonstop system.
®  TCP/IP connection to the VTCunit(s) and to the operator workstation.

®  FCconnection (FCSA or CLIM) for NS Integrity &NS Blade Series.

®  iSCSI connection for vNonstop or G10 Storage CLIM

Software Requirements

B Guardian versions: L15.02, H06.06 or J06.06, or later in each series.
®=  |PV4 TCP/IP or compatible.
®  Support for labeled tapes.
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Expand connectivity between all NSK nodes of the BackBox domain.

4

The Expand security must allow the Domain Manager to start Guardian utilities on the peripheral nodes. For BackBox Ul sessions,
the account to authorize the access is the one entered to log in to the Ul, and the utilities are TACL, SCF, MEDIACOM, MEDIASRV,
TMFSERVE and CLIMCMD.

For automatic sessions such as the processing of mount requests, the account to authorize the access is SUPER.SUPER, and the
utilities are MEDIACOM, MEDIASRV and TMFSERVE.

This basic security schema can beslightly adjusted. See Nonstop Access Authorizations.

Additional Software

Tape catalog: DSM/TCrecommended with optimal BackBox integration.

Partial integration is provided for QTOS.

4h

For DSM/TC replication (Catalog Sync option), an HPE license for the SQL run-time is required on the Nonstop running the
BackBox BBDBM program.

OPERATOR WORKSTATION

Hardware Requirements Software Requirements Tape Encryption Key Manager

Windows 10 HP Enterprise Security Key Manager
Microsoft Windows x64 computer Windows 11 (ESKM)
system with TCP/IP connection to Windows 2016
the Nonstop system. Windows 2019

Windows 2022

ESKM through Nonstop Volume Level

TCP/IP connection for remote VTC Microsoft .NET Framework 4.6.2 Encryption (VLE)
server(s).

Any Key Manager Server compatible
with the OASIS Key Management
Interoperability Protocol (KMIP)
standard

For KMIP compatible key manager server requirements and licenses, refer to specific KMIP vendor documentation.
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BACKBOX FUNCTIONALITIES

Basic BackBox functionalities are:

®  (Creation of virtual volumes.

®  Automatic tape mounts.

®  Emulation of a tape drive connected to a Nonstop host.
®  Access control to virtual volumes and their data.

®"  Import/export of virtual volumes through a physical tape drive attached to the VTC (virtualization /
materialization).

®  Encryption of virtual volumes (see BackBox Tape Encryption Option manual).

®=  Replication of catalog entries (BackBox catalog and DSM/TC catalog) to a secondary site (see BackBox
Catalog Sync Option manual).

®  Primary storage pool Synchronization with the Copy Pool, available through the Windows
®=  Advanced Pool Management (see Copy Pool Syncin Windows Advanced Pool Management section).

. | Some BackBox optional functionalities are controlled by the license key. For example, the use of specific storage
“==| types, such as adeduplication appliance, is controlled by the license key.

VIRTUAL VOLUME CREATION

Before using virtual volumes, they must be created through the BackBox user interface. Volumes are created

through the BackBox interface:

®  When avolume is created, it generates an entry in the Guardian tape catalog (DSM/TC or TMF), if the
Volume Group is associated with such a catalog.

®  The catalog stores the virtual media label to enable the Domain Manager to process the mount request
(no separate labeling step is required under Guardian).

®  BackBox does not allow the manual deletion of a virtual volume that contains non-expired data.

®  For certain configurations, the volume has to be set up as a scratch volume in the chosen Data
Store.

Volumes associated with the Nonstop tape catalog (such as DSM/TC) configured for autoscratch are not created in the
&= Data Store until they contain data.

TAPE DRIVE EMULATION

To the Nonstop host, a BackBox virtual tape drive appears as a physical drive connected by SCSI or Fiber Channel. The tape drive
appears as LTO3 (i.e. using LTO3 or LTO2 media type) by default, unless otherwise specified in the VTC Management Console.
® 3480 media type can also be supported for Guardian nodes with older tape system (G06.31 or SPR
T0021G05 ABW, H06.13 or SPR T0O021HO1 ABZ).
®  LTO4 can be used for HP VLE Encryption with ESKM.
®  LTO06,LTO7 and LTO8 can be used on CLIM base Nonstop host supporting LTO6, LTO7 and LTOS8 tape drives.
These tape drive emulations cannot be used for VLE Encryption with ESKM.
®  BackBox supports all Nonstop tape I/0 commands that affect the data content on tape and the current
position on the media.
®  Data is stored and controlled by the BackBox configuration and the Data Store
software/hardware, and it is transparent to the Guardian.

VIRTUAL VOLUME STORAGE

Virtual volumes can be stored on a variety of storage, such as Windows Data Store, Embedded QoreStor Data Store, or IBM
Spectrum Protect (TSM) Data Store. See the description of different types of data stores in Windows Data Store and IBM Spectrum
Protect (TSM) Data Store.




In all types of Data Stores, the size of the storage space allocated to a virtual volume is equal to the size of data actually written
plus a marginal amount of metadata, regardless of the maximum size specified in the Volume Group.

Theimage of each virtual volume is kept indefinitely in the Data Store until:

®  Thevirtual volumeisrewritten by the Guardian tape
application,

or

®  The BBO17_FREE_EXPIRED batch TACL macro frees the storage of volumes declared expired by DSM/TC
and TMF,

or
®  The virtual volume is deleted manually through the Web user interface.

COMPRESSION

Software compression is available for Windows file system Data Stores. Two types of compression are available:

®  HIGH better compression, more CPU usage for the VTC.
®  LIGHT Lesscompression, less CPU usage for the VTC.

When the size of the compressed data reaches the maximum volume size defined in the Volume Group, an EOT (End-Of-Tape)
indication is sent to the Guardian tape process.

VTCs add metadata to the User data received from SCSI commands. This metadata is included in the computed storage size,
displayed in the web application and used to compute the compression ratio. Consequently, the reported ratio is marginally lower
than the ratio computed only on the user data.

Before choosing the final compression setting, it is recommended to determine which is the most appropriate compression type
for your data.
To decide whether compression is beneficial for your environment, check the following:
®  The effective compression for different backup types and different compression algorithms on the Web
Ul Volume list page.
®  The global effective compression per Volume Group in the Volume Summary page.

®  TheCPU usagein the VTCserver using the Windows performance monitoring tools.
Important: VTC CPU saturation should be avoided.

®  Theimpact on throughput asreported by the BackBox statistical report (OBB018 OBEY file).

®  Virtual tape should be compressed only once, either by the VTC or by the enterprise backup
software.

. | The compression setting can be changed any time. The change will affect all subsequent volume mounts in that
“== 1 Volume Group.

Important: When sending the virtual volumes to a data deduplication appliance (such as Data Domain), BackBox VTC
compression should be disabled. Failure to do so results in poor deduplication ratio.

ENCRYPTION OF VIRTUAL VOLUMES

Tape volumes can be encrypted by the BackBox VTC software or by the storage subsystem where the media is written by
BackBox.

Encryption by BackBox Software

Software encryption is available for Windows File System Data Stores and for all Nonstop systems H06.xx and J06.xx.

The data is encrypted using IEEE 1619.1 (tape) industry standard algorithms before it is sent to the Data Store. The
encryption algorithm uses a 256- bit encryption key stored in an external Key Management Server.

Encryption by BackBox software can be used with an HP Enterprise Security Key Manager (ESKM) and

can optionally be fully integrated with the Nonstop Volume Level Encryption (VLE) product. The backups created from Blade



systems with LTO4 and VLE can be restored by older systems with LTO3 or CART3480 emulations and vice-versa. When emulating
LTO3 or CART3480, the BackBox VTC creates and retrieves the same encryption keys as would a CLIM with VLE.

Important: For storage subsystems that implement data deduplication, BackBox data encryption MUST NOT BE

Q USED. Encryption or compression prevents deduplication algorithms from matching recurring data blocks, making

deduplication ineffective. For these subsystems, the encryption should be performed by the storage subsystems
themselves.

Encryption by the Storage Subsystem

Encryption provided by the storage or operating system itself is not described in this manual.
For example, EMC offers optional capabilities for data at rest and data in motion encryption on their Data Domain products, HPE
StoreOnce or Quest QoreStor.

IBM Spectrum Protect (TSM) API Data Stores and WINDISK Data Stores backed-up to a IBM Spectrum Protect (TSM) server offers
various encryption functionalities, as do other similar enterprise backup products.

TAPE ENCRYPTION OPTION

This Tape Encryption Option section documents the tape encryption provided by the BackBox software running on VTC servers.
The information provided in this section is useful during the configuration and operation of the tape encryption.

Tape volumes can be encrypted by the BackBox VTC software or by the storage subsystem where the media is written by
BackBox. This section considers only the encryption provided by the BackBox VTC software.

Refer to BackBox Messages Manual and Troubleshooting for additional information and support.

SUPPORTED OPERATIONAL ENVIRONMENTS

BackBox encryption is available for Windows File System Data Stores and for all Nonstop systems supported by BackBox: H06.xx,
J06.xx, and LO6.xx.

The data is encrypted using IEEE 1619.1 (tape) industry standard algorithms before being sent to the Data Store.

The encryption algorithm uses a 256-bit encryption key stored on an external Key Management Server.

Encryption by BackBox software can be used with an Enterprise Security Key Manager (ESKM) and can optionally be fully
integrated with the Nonstop Volume Level Encryption (VLE) product. The backups created from Blade systems with LTO4 and
VLE can be restored by older systems with LTO3 or CART3480 emulations, and vice-versa. When emulating LTO3 or CART3480,
the BackBox VTC creates and retrieves in an ESKM the same encryption keys as would a CLIM implementing VLE.

For storage subsystems that implement data deduplication, such as StoreOnce, BackBox, data encryption avoids the
L% | deduplication.

Encryption or compression prevents deduplication algorithms from matching re-occurring data “chunks” which makes
deduplication ineffective. For these subsystems, BackBox encryption should be performed only for a subset of the most sensitive
volumes in distinct Volume Groups. Otherwise, all volumes should be encrypted by the storage subsystems themselves.

For QoreStor data stores, Key Manager encryption is not supported.

BACKBOX VTC ENCRYPTION

The BackBox VTC tape emulation performs block level encryption. Block level encryption permits compression of each clear block
of data before encrypting it. This improves the utilization of the storage while keeping the data-at-rest secure.

The BackBox tape emulation implements IEEE P1619.1 standard for tape-based encryption using the Advanced Encryption
Standard algorithm and the Galois Counter Mode (known as AES-GCM) algorithm.

The AES Encryption algorithm uses a secret key. This key is suitable for block-mode encryption and it has

an optional length of 164, 192, and 256 bits. BackBox tape emulation encryption implementation uses a 256-bit key.

The GCM provides an authentication algorithm that allows computing 16 bytes MAC for each tape block encrypted. This algorithm
ensures strong authentication and block integrity.

The BackBox tape emulation software encryption can take advantage of the Intel processor AES-NI instruction set (if available) to
accelerate execution of the AES algorithm and to reduce the CPU load when encrypting/decrypting data.

KEY MANAGER SERVER

As mentioned above, BackBox tape emulation encryption implementation uses a 256-bit key to encrypt or decrypt data. The key
must be secured in a Key Manager server and must be available for the lifetime of the data stored in the virtual media.

The privacy of the data depends on the security of the key. The Key Manager server protects access to keys by allowing only
authenticated users. Once both server and user digital certificates are authenticated by a certificate authority (CA), a secure
communication channel (using TLS/SSL) is established between the server and the client, making any exchange private.

The Key Manager server can take care of a huge number of keys, which allows sharing key management infrastructure between



Nonstop systems and other platforms to take advantage of infrastructure investment and minimize management costs. There is
no need for a separate infrastructure to generate, store, and protect tape volume keys for BackBox.
BackBox currently supports the following kinds of Key Manager servers:

e  The Utimaco Enterprise Security Key Manager (ESKM).
Inthe BackBox configuration, depending onthe type of clientinterface with the Key Manager, Key Manager Servers can be defined
as distinct logical views with different configurations.
Each view is identified by an arbitrary Key Manager ID used by the BackBox domains. Such a view contains:

e general information, such as the server type (ESKM)

e theserver's associated IP port and address(es)

e common Client Attributes, such as the possible connected Client Type and the Local Group.
e thelist of possible clients able to reach the Key Manager server

KEY MANAGER CLIENT

BackBox tape emulation software can interact with Key Management in one way:
e  For aVLE setup, the client to the Key Manager is the CLIM (for ESKM only).

VLE SETUP

HPE Nonstop

———————
1 1
: 9 : %x %x Can be Read
——————— < Certificate SSI_ Certificate E |
‘Q\ TCP/IP
- -‘ “PLAINTEXT”

Enterprise Secure Key Clear Data

Manager Cluster

Storage CLIM with VLE

FC

Secure Protocol

AES-GCM

For Nonstop Volume Level Encryption (VLE), the Key Management appliance used is the Enterprise Secure Key Manager (ESKM),
which is accessed via Storage CLIMs. This means that only Nonstop systems supporting CLIMs (Nonstop Blade systems and certain
NS-series models) are supported.

The ESKM server generates and stores the keys, usually in a cluster of ESKM servers, replicating the keys on each server. The
ESKM clusters can be split across multiple sites for site diversity.

Each Storage CLIM with the VLE option implements an ESKM Client that obtains keys from the ESKM and forwards them to the
devices through the T10 SCSI Security Protocol command set that manages Encryption aware tape devices.

The BackBox tape emulation implements the T10 SCSI Security Protocol command set to integrate enterprise-class Key
Management appliances. When emulating LTO 4 tape drives, BackBox virtual tape devices notify the CLIM that it can be used for
encryption.

Inthe BackBox configuration, CLIM and LTO 4tape emulation configured for VLE usage is named VLE-CLIM Client and must be
assigned to an ESKM Key Manager ID with Client type set to “VLEINTEROPERABILITY".

AILLTO 4 virtual tape devices configured for VLE are dedicated for encryption/decryption purposes. Only LTO 4 media types can be
presented to the Storage CLIM and $ZSRV server in VLE encryption mode.

When attaching a VLE-CLIM Client to a Key Manager ID, it is necessary to identify the list of CLIMs that can be used to reach the
ESKM server.

Encryption key rotation frequency is based on the VLE key generation policy (KeyPerTape or KeyPerDrive) set in SCF.

VLE Key Generation Policy

When an LTO 4 tape drive is configured as an encryption device, VLE records a Drive Encryption context for it. This context holds
information as the MasterKeyName (that identifies the tape drive by the tape drive
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identifier and the CLIM number it connects to), the encryption algorithm used by the tape drive, the key size needed by the tape
drive, and the key generation policy: KeyPerTape or KeyPerDrive.

To work with VLE, most of the BackBox encryption configuration consists of making LTO 4 tape drives available to Nonstop
systems and enabling VLE in the Nonstop environment.

STORAGE - Status TAPE \NSBLDE4.$VTE400, ENCRYPTION

Media

Not present or encryption status unknown

Drive
MasterKeyName. .. .. N2108001086022114 S066666C1002541
KeyAlgorithm. ..... GCM-AES
KeySize........... 256
KeyGenPolicy. .....KeyPerTape

When the KeyPerTape key generation policy is set (via SCF), each tape written by the tape drive will use a unique encryptionkey.
Eachtime data is rewritten on the media, (when the media state changes from state SCRATCH to SELECT), the tape drive will use a
new key to encrypt the data. In this case, the key is automatically renewed and the key is identified by a key name associated with
the media. In some situations, such as the need to restore the media’s data on a remote Nonstop system using another ESKM
Cluster, it will be necessary to export the media key in the other ESKM Cluster using the Media Key Name.

STORAGE - Status TAPE \NSBLDE4.$VTE400, ENCRYPTION

Media
KeyName........... N7566B3CCLAB035D873833A969D0008_BBBBBBBB 1911112107
KeyAlgorithm. .....GCM-AES
KeySize........... 256
Drive
MasterKeyName.... N2108001086022114 S066666C1002541
KeyAlgorithm. .....GCM-AES
KeySize........... 256
KeyGenPolicy. .....KeyPerTape

When the KeyPerDrive key generation policy is selected, each tape written by the tape drive will use the current tape drive
Encryption Key. Each time media data is rewritten, (when the media state changes from state SCRATCH to SELECT), the tape drive
will use the key identified by its Drive context. The key is not

renewed (or changed) automatically. If the user wants to change the drive key, it will be necessary to ALTER the tape drive in SCF
using the NEWENCRYPTIONKEY attribute.



STORAGE - Status TAPE \NSBLDE4.$VTE400, ENCRYPTION

Media

Not present or Encryption status unknown

Drive
MasterKeyName. ... N2108001086022114 S066666C1002541
KeyName.......... N2108001086022114 2011023101234
KeyAlgorithm. .... GCM-AES
KeySize. ......... 256
KeyGenPolicy. .... KeyPerDrive

As withKeyPerTape, when the media’s data is rewritten, a Media Key Name is used to identify the key that was used by the tape
drive at encryptiontime. Eveninacase where a userrenews the Drive Encryptionkey and changes the drive key context, the Media
Key Name will still be available. The key most recently used to write data on each media is retained to facilitate later decryption,
regardless of whether the key associated with the drive has been changed some time after the media was written.

STORAGE - Status TAPE \NSBLDE4.$VTE400, ENCRYPTION

Media
KeyName........... N7566B3CCLAB035D873833A969D0008_BBBBBBBB_1911112113
KeyAlgorithm. .....GCM-AES
KeySize........... 256

Drive
MasterKeyName.... N2108001086022114_S066666C1002541
KeyName.......... N2108001086022114 2011023101234

The samples above show examples of drive status of media backup with current Drive key context. Below are examples for the
same media after renewal of the drive Encryption key.

Since media is usually written, read and rewritten by different tape drives, a Media Key Name will always be generated to identify
the encryption key of the media, regardless of which key generation policy has been used.Key management actions, suchas
export, delete or query should be performed using the Media Key Name.

STORAGE - Status TAPE \NSBLDE4.$VTE400, ENCRYPTION

Media
KeyName. ......... N7566B3CCLAB035D873833A969D0008_BBBBBBBB_ 1911112113
KeyAlgorithm. .... GCM-AES
KeySize. .......... 256
Drive
MasterKeyName.... N2108001086022114 S066666C1002541
KeyName.......... N2108001086022114_20111118134512
KeyAlgorithm. .... GCM-AES
KeySize. .......... 256

KeyGenPolicy. .... KeyPerDrive



KeyPerTape vs. KeyPerDrive

The nature of the tape media is used to hold different data generations for specific periods of time (retention).

The fact that KeyPerTape policy generates anew key when avirtual tape is rewritten makes its usage more secure.

If a virtual volume were tampered with, only the data on that specific virtual volume would be compromised. The ESKM
administrator can delete the key to avoid a security breach. Also, key renewal is performed automatically and doesn’t require
manual intervention at the TAPE device level: there is no need to STOP and ALTER the device.

The KeyPerDrive policy is less secure, since multiple virtual volumes will all be encrypted using the same key. Having one virtual
volume tampered with would be more critical, as data on all virtual volumes encrypted with that key could be compromised.
Deleting that key would affect much more data, as none of the other virtual volumes encrypted with that key would be
retrievable thereafter.

We highly recommend using the policy with less exposure: KeyPerTape policy.

VTC Client (Non-VLE) Setup
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Storage

BackBox software includes a key management client to interface with Key Manager server. This allows tape encryption to the
whole range of Nonstop systems. All tape device types supported by BackBox, CART3480, LTO 3 and LTO 4, can encrypt. VTCs are
registered as clients to the Key Manager Server.

In the BackBox configuration, VTC with encryption devices licensed are named VTC Client and can be assigned to an ESKM or a
KMIP Key manager ID. For each VTC Client attached, we will need to define information related to the TLS/SSL communication
required to connect to the Key Manager server.

When an ESKM Key manage is set to used “VLE INTEROPERABLILITY” Client type,

e VLE key naming convention will be used
NXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX_BBBBBBBB_Z7Z777777Z
e Access to encrypted virtual volume can be made across Nonstop node not supporting Storage CLIM and
Storage CLIM configure with VLE.
e  VTC Client can be used by any available virtual tape drive. Virtual tape drives are not dedicated to encryption.

e Usage of encryption is not restricted to LTO 4 media type. LTO 3 and CART3480 can also be used.
e  VTCClient will use KeyPerTape method when requesting a new key even VLE the key generation policy
KeyPerDevice is used for VLE managed LTO 4 devices.
A VTC Client can be assigned to an ESKM or KMIP Key manager ID when the Client type is set to “VTC ONLY”:

e In this mode, BackBox key naming convention would be used:
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BackBox Domain

BBOX_XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX_AAAAAAAAAAAA

Access to encrypted virtual volume can be made across any type of Nonstop node.

VTC Client can be used by any available virtual tape drive. Virtual tape drives are not dedicated to encryption
(except LTO 4 configured for VLE.)

Usage of encryption is not restricted to LTO 4 media type. LTO 3 and CART3480 can also be used.

When data retention date expired for specific volumes, encrypted data still remains on them. A simple way to
make sure expired encrypted data can't be recoverable is to delete the encryption key associated to it from
the Key Manager server. Doing so, protected data will be secured, even if expired data canbe foundin several
copies (onaDRsite, vaultin Backup Enterprise, etc...). The VTCclient can help automate deletion of encryption
key when data has expired. VTC client can request Key Manager server to delete old key when virtual tape
volume is SCRATCHED by rewriting data or by freeing expired volumes when running the daily cleanup job
(0BB017.)

Itis also possible to virtualize and encrypt data of non-encrypted legacy psychical tape media.

Each virtual volume will be encrypted with a different key and will be rotate each time the volume is rewritten
(same has VLE KeyPerTape.)

DOMAIN
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A BackBox license key must be installed to allow VTCs encryption.
If the Client uses to the Key Manager, CLIM for VLE, the user must configure the BackBox domain in the same way:

The encryptionis enabled in the Volume Group configuration by choosing an encryption algorithm (AES-GCM
256 bits).

TheKey Manager must be registered under an arbitrary Key Manager ID and allits clients defined.
The setup must be verified by the Test Function available on the Key Manager configuration page.

The BackBox license key contains a maximum number of encryption drives concurrently active. The tape
workload requiring encryption should be anticipated, especially in the case of a VLE setup where VLE drives
cannot be used to write non-encrypted backups.

The Key Manager ID and the encryption algorithm are saved in the BackBox catalog of virtual volumes to know how to decrypt
eachvolume, independently of configuration changes to the Volume Group or to the Key Manager server.

The Key Manager ID is a logical identifier that becomes important when there are more than one operational Key Manager servers
on a site and for D/R operations where three duplications are to be managed:

The replication of encrypted virtualvolumes.



e Thereplication of catalogs (BackBox, DSM/TC and TMF catalogs).

The Key Manager ID, which is an arbitrary BackBox ID, is part of the BackBox replicated catalog. The Key
L& | Manager IDs must be planned from an enterprise point of view.

o  Thereplication of keys from the Key Manager server of the Primary site to the Key Manager server on the
Secondary site.

Once the system is configured, the encryption functionality is totally transparent and automated. Once a Nonstop tape mount
requests to mount a volume from an encrypted Volume Group is recognized, the BackBox Domain will find a free virtual tape
drive connected to this Nonstop system which allows it to receive the encryption key from the Key Manager server (via the
appropriate Key Manager Client) and access the storage location of the virtual volume.

When the virtual device is found, the BackBox Domain will request it in order to load the volume and put it online. Once the
volume is online, a request will be generated through a secure TLS/SLL session between the Key Manager serverand Client to
obtain the Encryption Key (identified by the Encryption Key ID) needed by the virtual tape device to encrypt or decrypt the virtual
tape volume data.

When errors related to encryption happen, any attempt to use the drives will fail with Error 101 (“tape is write-
protected”), and a descriptive message should be logged in the EMS. In such a case, refer to BackBox Messages
Manual and Troubleshooting and Guardian Procedure Errors and Messages Manual.

To see the encryption/decryption status while a tape is being written/read: the encryption/decryption status for each
drive is displayed on the BackBox Ul status page.

=| BackBox MessageBox - ES01TNEW -- Webpage Dialog *

Box Mount Request Details
® Z

Reject | Alter ] Load Close

UL Client Build 14
Copyright ETI-NET, 2003-2025

NonStop View BackBox View
Mount Id: 1402 Request Type:
ardian Device: Load Attempts: 4]

Volume Label:

ab:

BackBox Mount Status: PENDING

ed Device:

For each encrypted volume there is an encryption information section in the Volume Details page of the BackBox Ul that shows
the last encryption state at the exact moment the volume has been written.

Encryption Algorithm AES-GCM-256
Key Manager ID KMWLE
Encryption Key ID N12304D13CSWO05A88CEEEODD350008_EBBEBBEE_1903131332

For Key Management purposes, it is recommended to periodically run the batch job OBB038 (list of encrypted volumes) to keep
track of encrypted volumes over a specific time period and to verify if the encryption has not been turned off (purposely or
accidentally) for volumes that are supposed to be encrypted.

The media identifier is part of the Encryption Key ID: volume names are included in the media identifier. Naming the volume
allows the ESKM administrator to carry out searches on key names within the ESKM operation console.

Keys Help @
Queny [ TAI] -

tems per page:[10_~ | :l Page 1 Jora[ Go | Next >

Type & KeyName uuID Owner Algorithm  Creation Date FIPS Security Level

@® ESKM BBOX_1C17A55BZXE007FB847DOFIAI90008 220111182945 - eskmalbert AES-256 2022-01-1113:28:13 1

O ESKM BEOX 22198E90ZXES011D0110BD667E0008 230313203026 - eskmalbert AES-256 2023-03-13 16:07:57 1

O KMIP  BBOX 2A4BD31DVAKV01258C978CD3390008 230630135530 906e7453-2188-4a03-975b-0efb01533156 toutatis AES-256 2023-06-30 09:24:40 1

(O ESKM BBOX 3DCC2521VES0031FB549CC45DB0008 230418143228 - ESKMShuang AES-256 2023-04-18 10:06:04 1

O ESKM BBOX_3DF21BE1ZXE008FB8470203E430008_ 220111205337 - eskmalbert AES-256 2022-01-11 15:52:06 1

O ESKM BBOX 51C317E2YAEV012579487AGDEFQD08 230630131515 - ESKMShuang  AES-256 2023-06-30 08:44:25 1

O KMIP  BBOX 555D2295VTCKO10FCDADOB31210008 220926203623 1f73a011-1199-4932-h026-fedadaf34e58 toutatis AES-256 2022-09-26 16:20:43 1

¢ ESKM BBOX SAE190718VESO071FD25FDFA1DCO008 230419192526 - ESKMShuang AES-256 2023-04-1914:58:57 1

O KMIP  BBOX _66311A54KMIP0129196C0D25C070008 230814181049 921393bf-f3f2-4572-b278-f7ad9a45e385 panoramix AES-256 2023-08-1413:39:10 1

O KMIP  BBOX_6B18FCDEZXKMO021D01120BB699000: 0313201624 7c472d35-bb97-46d4-86ea-123d9808calf panoramix AES-256 2023-03-13 15:53:55 1

1-100f 40 Mext >



https://support.hpe.com/hpesc/public/docDisplay?docId=a00045529en_us&docLocale=en_US

BACKBOX ENCRYPTION CONFIGURATION

Enabling Encryption

BackBox Tape Encryption is a licensed option. You will have to license virtual tape encryption devices per VTC regardless of the
VLE setup. Make sure to specify the quantity of encryption devices (BBENCR) for each VTC server in the license order.

Nonatomic License (License version prior to 4.09)

Without the encryption license option, the Key Manager tab does not appear on the Configuration page and, therefore, the
encryption cannot be configured.

The encryption is controlled at two levels in the BackBox license key:
e  Global control by the encryption option.
e Ineach VTC, the maximum number of virtual drives operating concurrently with encryption is limited. This

number can be smaller than the actual number of drives when some tape volumes are not to be encrypted.
To verify the license control levels, go to Configuration > Domain > License Options
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Atomic License (License version 4.09 and later)

For domain license 4.09 and higher, the encryptiondevices are controlled by VTC license version.
Check the VTC Management Console > Settings > License for the info regarding the number of encryption devices.
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=y1c Management Console - u] X

Configuration
TECHWRITER\Administrator (Administrator) Reload Disconnect
B} TECHWRITER License Information
o Services _ _
& VTC Admin License Number 0000004 License Ta ES05650
€@ VTC Emulator (FC) Creation Date 20250911 Expiration Date
@ VTC Emuetor (1SCS) License Type Emergency License Class ETI-NET
) VTC Asynclog
€ VTC Script Controller
16} Settings Generator Version 0
£ £ Licernse | VIC Seral Number ~ 2306-9494-0583-5505-3404-5981-83
f' Scripting
‘f' VTC Admin
4~ VTC Emulator (FC) Server Model Unknown
#% VTC Emulator (1SCS1) 0s Microsoft Windows Server 2022 Standard
) ¥ Secuy Compatible with E4.09and up
43 Domains
G FC
& 15CSl FC Ports # 2 1SCS Devices # 2
Encryption Devices & 1 NAS Support False
GoreStor Enabled False
QoreStor System |D Unknown
Max Domain Unlimited

During tape loading, the maximum number of encryption devices will be verified on the VTC, based on the current VTC License.

VLE Configuration

Volume Level Encryption requires the creation of a security officer that allows a member of the SUPER group to perform VLE
operations and configuration tasks.

For more information about VLE requirements, installation and other product references, see Nonstop Volume Level Encryption
Guide.

VLE Virtual Tape Drives Topology

e |dentify CLIMs that support VLE
The first step is to identify CLIMs supporting encryption, by determining which of them have VLE installed.

If it is not already known, the easiest way to verify that a given CLIM is ready for encryption is by using the SCF command:
STATUS CLI M $ZZSTO. *, KEYMANAGER
This command will list all CLIMs that have access to the ESKM Key Manager.

1- > status clim $zzsto.*, keymanager
STORAGE - KeyManager Status CLI M\ NSBLDE4. $ZZSTO. #S1002531

CLIMnot registered with Key Manager
STORAGE - KeyManager Status CLI M\ NSBLDE4. $ZZSTO. #S1002533

CLIMnot registered with Key Manager

STORAGE - KeyManager Status CLI M\ NSBLDE4. $ZZSTO #S1002541
KeyManager 10.10.10.54 K

KeyManager 10.10.10.55 K

STORAGE - KeyManager Status CLI M\ NSBLDE4. $ZZSTO. #S1002543
CLI M not registered with Key Manager

STORAGE - KeyManager Status CLI M\ NSBLDE4. $ZZSTO. #S1002561
CLIMnot registered with Key Manager

In this example the only CLIM with VLE Encryption support is S1002541.
Then, for each VLE-supporting CLIM identified in the previous step, display all of the WWN port names available on that specific
CLIM by using the TACL command:
climcnmd <climnane> | unmgr —wwns

$SAS22 ETINET 4> clincnd S1002541 | unnmgr - - wwns

sl ot port wwn speed

1 1 5001438001336f 40 4
Chi t


https://support.hpe.com/hpesc/public/docDisplay?docId=c02132697&docLocale=en_US
https://support.hpe.com/hpesc/public/docDisplay?docId=c02132697&docLocale=en_US

1 2 5001438001336f42 4
Ghi t

Termi nation Info: 0
e |dentify VTC Ports Connected to the VLE-Supporting CLIMs
For each CLIM identified to be used for BackBox VLE virtual tape drives, determine the VTC Server, the FC ports and the tape
drives that will be used for VLE.
Log on to the BackBox Ul interface and navigate to the VT Controller configuration page. A list of each VTC available port is
shown in VTC Ports table. The Host WWN column displays the WWN of the host port connected to the VTC port.

VTC Ports

Enabling Virtual Tape Encryption Emulation in a VTC

FC Emulation

The VTCis internally configured by default for LTO 3 media type. To enable the LTO 4 emulation required by VLE, the tape drives
must be stopped and reconfigured in SCF, in CLIM, and in VTC.

For a VTC, there might be several entities involved: several BackBox domains, several Nonstop nodes, and more than one CLIM
per node.

Step Description

1. Take note of

the location Atthe TACL prompt:

(CLIM# and SCF INFO CLIM <clim-id>,DETAIL

'{:;#Jr‘i’\fz's‘io STORAGE - Detailed Info CLIM \NSBLDE4.$ZZ5T0.#C1002561

be changed to Configured Devices:

LTO4
Type Name Primary CPU Backup CPU Lun
TAPE $LW2131 0 1 1
TAPE $LW2132 0 1 2
TAPE $LW2133 0 1 3
TAPE $LW2134 0 1 4
TAPE $G86130 3 0 17
TAPE $G86131 3 0 18
TAPE $G86132 3 0 19
TAPE $G86133 3 0 20
TAPE $G86140 0 1 29
TAPE $G86141 1 2 30
TAPE $G86142 2 3 31
TAPE $G86143 3 0 32

2. Stopall tape
drives emulated| Nonstop, at the SCF command prompt:

bytheVTCto RESET TAPE $G8*, FORCE
update

3. Deletethetape
drivesto Nonstop, at the SCF command prompt:

change to LTO4 DELETE TAPE $G86133
(List in Step 1)
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Step Description

4. StoptheVTC
Emulator (FC) In a Remote Desktop session to the VTC

Service
Open the Search dialog and type VTC Management Console and click on the executable to

start it.

Bvic Management Console

TECHWRITER\Administrator (Administrator) Reload Disconnect

= ] rechwriner] Server Information

- Services
€ VIC Admin
€ VTC Emuiator (FC)
€ VTC Emulator (1SCSI)
@ VIC Asynclog
D VTC Script Controller

=48 Settings
LY Ucense
4~ Scrpting
4~ VTC Admin
#~ VTC Emulator (FC)
A~ VTC Emulator (1ISCSI)
@ Secuty

43 Domains

& FC
& 15CSI

Copy To File...

Right-click on the VTV Emulator (FC) of the Services node and click on the Stop action.
=G VBACKBOX-2C
I_—;_I---;";@‘"I Services
- VTC Admin
) VIC Emuato start

o WTC Asynclo u
o VTC Seript DO Restart

Stop

5. IntheCLIM,
remove the Atthe TACL prompt:
entries to clinmmd Cl1002561 |unngr --scan climcnd

changetoLTO4 C1002561 | unngr --delete 20

(Listin Step 1) Are you sure you want to delete lun 20 (tape HPE M8505

#BBO30FA705)? y
Termination Info: 0
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Step Description

6. Update the VTC

internal Using the VTC Management Console, expand the FC and HBA Card node and click on the
configuration identified Port connected to the VLE CLIM.
Bvic Management Console - o x
Configuration
TOUTATIS\Administrator (Administrator) Reload Disconnect
B TouTATS | Port Name: 1000001086054E86
=g Services r
© VIC Admin Type -
@ VTC Emulator (FC) Propeties
€ VTC Emulator (1SCSI) hd m — -
€ VTC Aeynclog S e
@ VTC Scrpt Controller Force Legacy Tape Emulatior False
{8} QoreStor
+-48b Settings
# 4 Domains
5 FC
=)@ FC-162P (St 2)
ERCE ] 1000001086054E86 (Channel 1)
(e2) BBOS4E8600 = =
(2] Be0ssEes0n S TS e G O DERLCLNS S et
#-#§ 1000001086054E87 (Channel 2) CA catalog (affect only 3480 emulation device)
@< 1SCSI

Provision Vitual Devices

Replace the emulation type LTO3 by LTO4 or V0505 on the devices that will be VLE.
BBOS4EB600
Serial Number:  BBOS54EE600

ey Name. | |

Emulation Type: |LTO3 ~

LTO4
Lun: || TOB
LTO7
LTO8

If all devices are designated to be VLE, right-click on the Port ID node and select the LTOX
emulation to change all devices at once.

Note: Additional LUN can be added by clicking on the Provision Virtual Devices button.
Save changes by clicking on the Save button.

Configuration
Save Cancel Disconnect
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Step Description

7. Restartthe VTC Using the VTC Management Console, right-click on the VTC Emulator (FC) of the Services
Emulator FC) node and click on Start.
Service
=@l GEN8SRV04
= Qo Services
€ VTC Admin
€ VTC Emuator (IS .
o VTC Asynclog W Stop
€ VTC Scipt Contro| ) Restart
If there is a syntax error, the service will stop immediately.
If the service stops, check the reason in the Event log:
In the MS-Windows menu, Administrative Tools, select Event Viewer > Applications and
Services Logs > Virtual Tape Controller.
8. Rescanthe CLIM
andapprovethe Atthe TACL prompt:
new LTO4 tape clinmcmd C1002561 |unngr -scan
drives . .
Termnation Info: 0
clinmnd C1002561 |unngr --approve
OK to assign lun 20 to tape HPE U triumi- SCSI #BB0O30FA705? y
Term nation Info: 0
9. Re-addthelT04
tape drives in Adjust the SCF command to add the tapedrives, the LUN # might
SCF (List in Step be changed.
1 Then execute the command:
ADD TAPE $@&86133, SENDTO STCORAGE, &
PRI MARYCPU 2, BACKUPCPU 3, & CLIM
S1002531, &
LUN 20
10. Restart thetape
drives emulated| Atthe SCFcommand prompt:
by the VTC START TAPE $<t ape-nane- pattern>
Check in EMS the messages reporting the tape drives starting.
Verify the Nonstop systenms recognized by the LTO4 nedia type:
VEDI ACOMI NFO TAPEDRI VE
Tape Drive Name Device Type NL Check BLP Check
$G64131 LT03 OFF ON
$G64140 LT04 OFF ON
$G66130 LT03 OFF ON
$G66133 LTO4 OFF ON
$G66140 LTO4 OFF ON
$G64141 LTO4 OFF ON
$G66141 LT04 OFF ON
iSCSI  Emulation

To enable the iSCSI emulation required by VLE, the tape drives must be stopped and reconfigured in SCF, in CLIM, and in VTC.
For a VTC, there might be several entities involved: several BackBox domains, several Nonstop nodes, and more than one CLIM

per node.
Step Description

1. Takenote of
the location Atthe TACL prompt:
(CLIM#) of SCF INFO CLIM <clim-id>,DETAIL
the tape STORAGE - Detailed Info CLIM \NSBLDE4.$2ZST0.#C1002561
drives to be
changed to Configured Devices:
iSCSI
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Step -~ Dpescripton

Type Name Primary CPU Backup CPU Lun
TAPE $LW2131 0 1 1
TAPE $LW2132 0 1 2
TAPE $LW2133 0 1 3
TAPE $LW2134 0 1 4
TAPE $G86130 3 0 17
TAPE $G86131 3 0 18
TAPE $G86132 3 0 19
TAPE $G86133 3 0 20
TAPE $G86140 0 1 29
TAPE $G86141 1 2 30
TAPE $G86142 2 3 31
TAPE $G86143 3 0 32
2. Stopall tape

drives Nonstop, at the SCF command prompt:

emulatedby RESET TAPE $@&*, FORCE

theVTCto

update

3. Deletethe
tapedrivesto Nonstop, at the SCF command prompt:
change to DELETE TAPE $G36133
iSCSI (List in
Step 1)
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Step Description

4. StoptheVTC
Emulator In a Remote Desktop session to the VTC

(iSCSI) Service
Open the Search dialog and type VTC Management Console and click on the executable to

start it.

Byre Management Console

TECHWRITER\Administrator (Administrator) Reload Disconnect

Bl rechvinres e
g Services
@ VIC Admn
€ VIC Emulator (FC)
@ VTC Emuator (1SCS1)
@ VTC Asynclog
@ VTC Scipt Controller
=48 Settings
LY Ucense
#~ Scripting
#~ VTC Admin
#~ VTC Emulator (FC)
#~ VTC Emulator (1SCS)
@ Secuny
-4 Domains
G FC
@& 15CS)

Copy To File...

Right-click on the VTV Emulator (iSCSI) of the Services node and click on the Stop action.
=@ TOUTATIS
é\mgo Services
48 VTC Admin

48 VTC Emulator [FC)

= ]/ TC Emulator (ISCS])

..... o YTC Asynclog P Start

----- € VTC Script Controlle M Stop
»»»»» {6+ QoreStor O Restart
E\-@- Settings

@..ﬂ Domains

5. IntheCLIM,
remove the Atthe TACL prompt:
entries to -t
change to
LTO4 (Listin or
Step 1) --addi scsi t ape

Ex: clinmcnd SCLIMIOO |unngr -t 192.168. 30. 20
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Step Description

6. Update the
VTCinternal Using the VTC Management Console, expand the iSCSI node and click on the identified Port

configuration |  connected to the VLE CLIM.

Z2/7¢ Management Console - o x

Configuration
TOUTATIS \Administrator (Administrator) Reload Disconnect

8) TouTATIS ATIS00O
oF Services
© VTC Admin
&) VIC Emulator (FC)
€ VTC Emulator (15CS1)
@ VIC Asynclog Serial Number |BBTISD00
€ VTC Script Controller Atention: changing senal number could cause connectior
& GoreStor i Fond! Pl Vaes W ki i
#48F Settings Friendly Name r |
+- 40 Domains odate Name of Device Tape
5@ — "
5 FC-162P (Slot 2)
-+ 1000001086054E86 (Channel 1
() sBOS4EE00
(=) eBOS4ERE01
5 -+ 1000001086054E87 (Charnel 2) S
{©) sBOS4ER700
{©) BBOS4ESTO ]
5 ¢ Iscsl ¥ address emply. this device wil be avaiable to any
5 @ 1921682078 bt
s 500
{=) BBTIS001
(=) BBTIS002

a. Serial Number is the target identifier and shouldn’t be modified, as the
connection is securely established with the host based on the serial number.

Ip Address 1

Emulation Type [V0505 v

ntiator 1P [127.0.01

b. Friendly Name is the name that helps with identifying the device

C. Emulation Type is the emulation tape type to be used for the target (V0505
and/or LT04).

d. Lun isassigned by default and cannot be changed, asit’s used to provision virtual
devices.

e. Initiator IP links the selected target to a specific CLIM. Once linked, the iSCSI device
will only answer to the discovery command from that specific storage CLIM. By
default, new added device is assigned with a dummy value of 127.0.0.1 that must
be changed with the CLIM storage IP address of the target device to be to
connected to. The new added device IP address can be left blank to answer to any
CLIM storage.

If not updated and left with the default value (127.0.0.1), the target

._-.‘.‘; device will not answer to any CLIM storage when attempting to
adding iSCSI tape target devices by using the CLIMCMD
- - addi scsi t ape.
If updated to blank, the target device will answer to any CLIM storage
when attempting to adding iSCSI tape target devices by using the
CLIMCMD
- - addi scsi t ape.
If updated to a specific CLIM address IP, the target device will only
answer to that specific CLIM storage when attempting to adding iSCSI
tape target devices by using the CLIMCMD
- - addi scsi t ape.

Configuration

Save Cancel Disconnect
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Step Description

7. Restartthe Using the VTC Management Console, right-click on the VTC Emulator (iSCSI) of the Services
VTCEmulator | node and click on Retart.
FC) Service
=-igl TOUTATIS
-7 Services
) VTC Admin

o YTC Emulator [FC)

' 0 VYTC Emulator (ISCSI)

4 VTC Asynclog Start
: ) VTC Script Controller| M Stop
{8 QoreStor O Restart
E@ Settings

If there is a syntax error, the service will stop immediately.

If the service stops, check the reason in the Event log:

In the MS-Windows menu, Administrative Tools, select Event Viewer > Applications and
Services Logs > Virtual Tape Controller.

8. Re-addthe
LTO4tape Adjust the SCF command to add the tape drives, the LUN # might be
drives in SCF changed.

(ListinStep1) [ Then execute the command:
ADD TAPE $3G86133, SENDTO STORAGE, &

PRI MARYCPU 2, BACKUPCPU 3, & CLIM
$1002531, &
LUN 20

9. Restart the
tapedrives Atthe SCFcommand prompt:
emulated by START TAPE $<t ape-nane-pattern>

the VTC Check in EMS the messages reporting the tape drives starting.

Verify the Nonstop systems recognized by the LTO4 nedia type:
MEDI ACOMI NFO TAPEDRI VE

Tape Drive Name Device Type NL Check BLP Check
$G64131 LTO3 OFF ON
$G64140 LTO4 OFF ON
$G66130 LTO3 OFF ON

$G66133 LTO4 OFF ON
$G66140 LTO4 OFF ON
$G64141 LTO4 OFF ON
$G66141 LT04 OFF ON

Enabling VLE on Tapes in SCF
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Step Description

11. Enable VLE |At the SCF command prompt:

on the STOP $<t ape- nane>
selected tape ALTER $<t ape- nanme >, KeyGenPolicy
drives KeyPer Tape START $<t ape-nane >

STATUS $<t ape- name >, ENCRYPTI ON

Sample drive with enabled VLE:

1-> status$G64141, Encrypti on

STORAGE - Status TAPE \ NSBLDE4. $G64141, ENCRYPTI ON

Medi a

Not present or Encryption status unknown

Drive

Mast er KeyNane. .. N2103001086022117_S066666C1002541

KeyAl gorit hm GCM AES
KeySi ze. . 256
KeyGenPol i cy KeyPer Tape

12. Update the |Login to the BackBox Ul, go to the Configuration, VTC page.

Domain Select the VTC.
configuration with  |Switch to the configuration Edit mode.
the dri Select the Refresh tab, select the Guardian node and click the Refresh button;
new drive

the response time might take up to one minute.
The already configured drives will be updated to LTO4 /V0505 and VLE.
Save the configuration.

attributes

The resulting BackBox Ul should show the VLE indication on the updated drives:

vrc ports

Port Port WWN/Serial # Status Speed Card Module Card Slot Id/TargetIP Card Channel Id Host WWN

FC-21| 1000 086053700 up 16-Gb FC-162P 2 1

FC-22 | 1000001086053701 up 16-Gb FC-162P 2 2

Virtual Devices

Serial Number Port Target Lun VLE E"‘)‘:::;“ Guardian Port

\ETINIUM $SRV401 LTO3 BB05370000 FC-21 0 0 ‘

False 50014380331312E8 FREE

Copyright ETI-NET, 2003-2023

Replacement of FC HBA Card Emulating LTO 4

Should an FC HBA card in a VTC fail, it may need to be replaced. Replacing the HBA of the CLIM connected to it will have the same
functional impact as replacing a group of tape drives with new ones. All virtual LTO 4 tape drives emulated using the new HBA will
be seen by the CLIM as different tape drives. Also, those tape drives will not, by default, be managed by the VLE for encryption,
even if the prior tape drives were all set to encrypt or decrypt data.
Some pre- and post-card-replacement actions will be needed to achieve this task.
Important:
The following activity needs to be carried out by alocal system user member of the SAFEGUARD encryption officer group:
Before replacing the HBA:
In SCF, perform the following actions on the affected (associated with the FC Ports of the failed FC HBA) LTO 4tape drives
individually by using the pattern process name (only for virtual tape drives connected to the port that needs to be replaced):
e  Stop the tapedrive.
o Alter the tape drive with the attribute: KEYGENPOLICY NOENCRYPTION.
e  Start the tape drive.
e  Status tape drive with attribute: ENCRYPTION, to validate the result.
When done, STOP all tape drives again and replace the failed FC HBA.
After the HBA is replaced, re-activate the key generation policy for the tape drives that use the new HBA.
Stop the tapedrive.
e  Alter the tape drive with the attribute: KEYGENPOLICY KEYPERTAPE.
e  Start the tape drive.
e  Status tape drive with the attribute: ENCRYPTION, to validate the result.

Adding Key Manager in BackBox Configuration

Attach the listed CLIMsupporting the VLE to be able to reach the targeted ESKM Key Manager represented by a BackBox Key
Manager’s configuration entity (Key Manager ID).
Log on to the BackBox Ul interface.

e  Select the Configuration menu and select the Switch to Edit mode.
o  Select the Key Manager tab.
o  Select the targeted Key Manager ID.
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A VLE-CLIM Client can be attached to an ESKM Key Manager Type only. If the Key Manager entity doesn’t exit, create
L% | one.

Click on the Create Key Manager button and fill in the Key Manager information:
e (Chooseanalias name andtypeit inthe Key Manager ID file.
Server Type must be set to ESKM.
Client Type must be set to VLE INTEROPERABILITY.
Other fields can remain empty or filled in for self-configuration documentation or for future use.

Administration

Tape Library Key Manager Volume Group

Configuration

Save

Cancel

Storage Admin

Select, Delete or Create a Key Manager

Create Key Manager

Volume

EDIT MODE ACTIVE Key Manager ID Server Type Client Type

VLE KMIP VTC ONLY Test Delete

Key Manager Information

Server Type™ KMIP v

Clent Type~ Mpeete o key
Key Manager IP Port : Required when there are any VTC Clients defined.

Key Manager IP List

1P Address| 192.168.20.55 Required when there are any VTC Clients defined

VTC Client Information Add

e  Select the Add link from the VLE-CLIM Client Information section and:

O SelectaCLIMID proposedin the drop down box.

O Clickonthe ADD VLE-CLIM Client button. The selected entry willappearina CLIMID table below the
button.

O Repeat for each entry, as needed

VLE-CLIM Client Information Hide

CLIM ID* | \ETINIUM 5100231 wv|

| Add VLE-CLIM Client ]

Edit ’ Delete

\ETINIUM S100231 ‘

e  (lick on the Save link.
The CLIM ID drop down box entries proposed are all CLIM connected to a virtual LTO 4 tape device with a VLE key generation policy
activated. If target CLIM ID(s) are not proposed, configuration may change. In this case, refresh all VT Controller device
configurations.
To refresh VT Controller device configurations:

e  Select the Configuration menu and the Switch to Edit mode (if not already selected).

o  Select the VT Controller tab.

e  Selecta VT Controller ID.

Add Devices Automatically Add Devices Manually

Guardian Node™ \INSIDX ~
VTC Port™ FC-22__100000108604AF67 v

Guardian Device™ No devices available v/

Add Virtual Devices

Device Type Serial Number

Edit Delete \INSIDX £TOU001 1103 BBO4AF6700 FC-22 0 o False 51402EC012415CA4 FREE $ZZSTO.#SCLIMO0O

Update Cancel | Delete | [\INSIDX ¥ $Tsa01 1704 BE04AFE702 FC-22_100000106604AF67 ¥ 0w “| O - 51402EC012415CA4 FREE $2Z5T0.#SCLIMO0D

\NSIDX 4TSISVS Vo505 BBTIS000 1scs1-01 0

VIE | False - FREE £225T0.#SCLIMODO

0
AINSIDX STSISL4 104 BBTIS001 15Cs1-02 0 o [wE| False . FREE $ZZSTO.#£SCLIMO0D
0

AINSIDX $TSISLE LTO06 BBTIS002 I5CSI-03 o False - bown

e  (lick on the Update link (operation can take some time to be executed).
e Validate that appropriate virtual tape drives are used by the VLE.
e  Repeat for other VT Controller IDs.
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\INSIDX $TOU001 103 BBO4AFE700 FC-22

m
=]

0 False 51402EC012415CA4 FREE ZZSTO.2SCLIMO0O

&
=]

\INSIDX §Ts401 LT04 BBO4AF6702 FC-22 VIE | False

m
=]

\INSIDX $TSISVS V0505 BBTIS000 15CSI-01 False FREE ZZST0.#SCLIMO0D

s
51402EC012415CA4 FREE $225T0.#SCLIMO0D
B
s

m
=

\INSIDX §TsISLa LT04 BBTIS001 ISCSI-02 VLE | False FREE ZZSTO.2SCLIMO0D

oloflo|n

o
=]

\INSIDX 4Ts1SL6 LT06 BBTIS002 15CSI-03 False DOWN

e  (lick on the Save link.

NON-VLE CONFIGURATION

In this setup, the VTCis a client to the Key Manager. To be authenticated by the KeyManager, the VTC presents an account, a
password, and a digital certificate signed by a Certificates Authority (most of the time a local one.)

For security reasons, tasks related to the generation, installation and configuration of certificate and authentication elements
should be restricted to a Security Authority user.

Since there are many ways to generate a digital certificate and each of them may require specific certificate fields entries
depending on Key Manager server used or enterprise security policies restrictions, following procedure would focus on IN and
OUT needed to be produced and which one (role) should accomplish it. Method describes to produce requirements should be taken
asguidelines and adapted to enterprisereality.

Key Manager Configuration

e VT Controller (VTC) who will be used as client must be identified. Each VTC should be licensed for
encryption support (Security Authority user role)

e  Supplemental client licenses (1 per VTC identify) should be provisioned at the Key Manager server (KM
Administrator role)

e Ausername with his password (1 per VTC identify) should be create according to the enterprise policy (KM
Administrator role.) The VT Controller ID can be a good candidate for username

e  AlLVTC's “username” should be configured as a group on the key manager server (KM Administrator

e role) and allow to:

0 Beable torequest key generation

0 Beable to access key owned by VTC group member
0 Beable to delete key owned by VTC group member (if key deletion automation will be enabled
for SCRATCH media)

) If Key manager server type is ESKM and VTC Client are not intent to be used in collaboration with VLE, a local group
L % | named BackBox should be created and VTC's username added to it. If VTC Client are intent to be used in
interoperability with VLE for tape, VTC's username should be added to same local group than CLIM (normally
local group Nonstop).

IMPORTANT: For Client Type VTC ONLY, the ESKM Local Group BackBox is only default suggestion and must be override by the
group name configure in the ESKM server configuration else key will not be generated and access denied will be logged in the
ESKM audit logs.

VTC Configuration

e  ForaVTCdigital certificate generation activity (for each VTCidentified by the Third-Party Security Authority user
role):

0 Generate a private key (normally an RSA key) for the Key Manager communication channel according
to enterprise security policy (key length 1024 or 2048, passphrase).

0 Generate a certificate request with certificate fields set according to enterprise security policy and
Key Manager server specific data (the username needs to be specified in the Common Name field or
in another specific certificate field, in the Client IPaddress).

0 Submit the request certificate which is to be signed by the Key Manager Server local Certificate
Authority (KM Administrator role).

0 Install the signed certificate file (must be named ClientCert.pem), the private key file (must be
named ClientKey.pem), and the Local CA certificate (must be named CACert.pem) to authenticate
the Key Manager server, into a specific folder on the local disk of the VTC. Access to these 3 files and
to the folder should be restricted to only the Third Party Security Authority user and VTC services
(LOCAL SERVICE account).

Note: The 3 files must be in PEM format.

0 Keep and save (required for BackBox configuration):
® TheKey Manager VTC username.

® TheKey Manager VTC username password.



® The ClientKey.pem passphrase.

® The 3 file folder locations.

Generate RSA Key and Certificate Request

Here is an example that can be adapted to the Key Manager server requirement and to the enterprise security policies.
It will use openSSL to generate a 1024-bit RSA key and a certificate request with a username in the Common Name field as a Key
Manager ESKM requirement.

1- Download and install an openSSL distribution package.

2- From a command console: c: \ QpenSSL- W n64\ bi n>openssl req -newkey rsa: 1024 -
keyout CientKey.pem-out REQ ClientCert.pem

Loading 'screen’ into random
state - done Generating a 1024-
bit RSA private key

++++++

...................... ++++++

Writing new private key to
'ClientKey.pem' Enter PEM pass
phrase:

Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter is what is called a Distinguished
Name or a DN. There are quite a few fields but you can leave
some blank

For some fields there will be a

default value, If you enter'.’, the

field will be left blank.

Country Name (2 letter code) [AU]..

State or Province Name (full name)

[Some-State]:. Locality Name (E.g. city)

(..

Organization Name (E.g. company) [Internet Widgets Pty Ltd]..
Organizational Unit Name (E.g. section) []..

CommonName (E.g. YOURname)

[1:BBOX1 Email Address []..

Please enter the following 'extra’
attributes to be sent with your

certificate request

A challenge password []:.

An optional company name []..

c:\OpenSSL-Win64\bin>



Please enter the following 'extra
attributes to be sent with your
certificate request

A challenge password []:.
Anoptional

companyname[]:.

c:\OpenSSL\bin>

Sign Client Certificate and CA Certificate

3- Now that the private key has been generated, a certificate request needs to be sent. Once issued, the
certificate has to be signed against a CA. Use a local CA installed on the Key Manager Server. In the command
window, display the file containing the certificate request as follows:

c:\OpenSSL-Win64\bin>type REQ-ClientCert.pem

MIIBTzCBuQIBADAQMQ4wDAYDVQQDDAVCQkIYMTCBnzANBgkghkiGOwOB
AQEFAAOB
jQAwgYkCgYEAwjT4SMRtJyMy2sMt4tn4t+1qurnpru99L40HZknE6zwOakTKYEmMV
YISYvKAte2nRVVejYYGul2VAisHiF6YkivRQibnblVNC02fn8B2Zh6BGeNzszZWRN
ofpJ00q7505Ig3RwIbgmV6EwWRICUN4kIOzZW5Zxx25st+5uQ11xMzJzlUCAWEAAaAA
MAOGCSqGSIb3DQEBBQUAA4GBAGkDaoqzBn65p3sebRDxR8zuh7T2eeuDY49/JASr
gvM74S3rzrifjsx8mEdW8m7x2z6yWvwMMmUcxIDXm869sGlYAnagK50WsaYt+Tjj

9TvyUpQePnOfuflwj3+NZnHhw0eMjygEQj6AWjPz4EeE6cGjDAMK6q5qm6Jfl2ac 0g3P

c:\OpenSSL-Win64\bin>

4- Sign the certificate.
A) Select and copy the Client certificate request text from ----- BEGIN CERTIFICATEREQUEST---
-- through ---- END CERTIFICATE REQUEST ----.
B) Sign Client certificate request with the local CA:
a. Log onto the Enterprise Secure Key Manager Ul as admin. On the Security tab, select Local CAs.
b. Select the trusted local CA and click Sign Request:

Certificate and CA Configuration

Local Certificate Authority List

CA Name CA Information CA Status
Common: atlab
i@ atlab lssuer: atlab CA Certificate Active
Expires: Oct 24 21:37:18 2019 GMT

[Edit] [ Delete H Download ” Properties ] [ Sign Request
[ Show Signed Certs ]

c. Select Client as Certificate Purpose. Paste the copied certificate request into the Certificate
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Request box.

Certificate and CA Configuration

Sign with Certificate Authority:  atlab (maximum 2837 days) -

) Server
Certificate Purpose: - )
@ Client

Certificate Duration (days): 100

Certificate Request:

MIIBTzCEBuQIBADAOMO4wDAYDVOODDAVCQKSYMTCEnzANBgkghki GSwOBAQEFALCE
J0AwWwgYkCgYEAW I T45MEt JyMyZ2sMt4tnd4t+lgqurnprud9L40HZknE 62wlakTEYEmWY
YISYvEAteZnRVVeJYYGuI2VAisHIiFeYKkivRQI6nk1VHCOZ fnEE2 Zh6BGeNzs zWRH
ofpJ00gT7 505 Ig3Rw AbaqmVewRICuN4k10zWSZxx25st+5uf 1 1xMzJ=z1UCAWERRa LT,
MAROGCSgGESIb3DQERBQUAL4GRAGKDAaogzEBn65p3sebRDRRSzuhTT2eenulY4 3,/ JAST
gvM7453rzrjfisxEnEdWEmTx2 z 6yNvwMMmTcx1 DEmE 69sGIYAnagkSol=sa¥Ye+Tj]

STvylUpQePnOfufTw]j3+NZnHhwleMjygEQ] 6AW ) Pz4EeE6cE] DANK 6gSgmbJEfJ2ac
Cg3P

[ Sign Request ] [ Back]

d. Click Sign Request. The Key Manager signs the Client certificate request
with the Local CA and displays the signed Client certificate:
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Certificate and CA Configuration

CA Certificate Information Help B

Key Size: 1024
Start Date: Jan 16 18:57:35 2012 GMT
Expiration: Apr 26 18:57:35 2012 GMT
C: uUs
ST: ca
L: cupertino
Issuer: 0 atlab
OLu:  atlab
CM: atlab
Subject: CN: BBOX1

MITCgDCCRAZCgRAWIBAGIEBN jANEBgkghki GO9WIBAQUFADCEgDELMA KGRI TEERMCV VM
CzAJBgHVEAGTANNOMRIWEAYDVROHEW]L jdXEl cnRpbmE xD) AMBgHVEACTENFOLGEL
MO4wDAY VOO LEWwVhdGxhY JECHMAWCAITEAXMEFYXRsYWIXxIDAeEgkghki GO9wOBCQEW
EWhpZXVaZ3V5ZWSRaHMmY 29 cMB4XDTEYMDEXN JE4NT czNVoXDTEYHMDOYHE4NT o=
HVowEDECHMAWGCAIUTEAWWEQEIJPWDEWZ EWwDQY JEoZ IhveHAQEEEQADgY ORMT GJAOEE
AMIQO+EjEbScjMcrDLlelZ+LftargS6a7viS+Dh ZJX0s8DnpESGEJIWCENLygLXtE
OVVEoZGEriN1QIrE4hemnd Ir0UIup2 SVIQUNNS /AdnYegRnjcTM1kTaH6STtEu+Tu
SINOcPFHeplesEShrjedJlsluWNcedubLfubkNde Ty SVAGMEBARG] IDRAeMA KGR 1T
EwQCMAAwE Y JY I ZTAYR4QgERBAQDAge MR OGCSgES TR IDQEBEBQUARATRAQRRYESS
wWe2lJdmcPGTnPImThBlIoTOEIBWElgC4JiRsrlaSLTujEusJSdWIwigrIQlIARzH2FZd
v/ 0+1xBankuZSreCokzooBlezXxzQtReiS1LeSxxECxTlvmuxrgzaGvvikMpblaXJs
ZHioCjcIfRyfwogfQgoS3nlDdve+AlzzSKZW9cDULLIUNecGpOuYQngklsHNEYWO Y w
TRfnl1SAKEd3CHMIACTMAMBZaEY Xhma7T2EsVO0Q9IPyveHULWCum]) 9gHaEivZlwso)
FSEBOtBPQRagCPDEREKZ jo3gLEL1BraTCeJyAVATOLQINI OWVH+gGrNXOywFiYWI1i2Z
CiU9TEmMEFI SnbvmE

[ Download ”Back]

C) Select and copy the signed Client Certificate text from ----- BEGIN CERTIFICATE ------------- through
————— END CERTIFICATE --- --.(Oruse download).
1. Create afile named ClientCert.pem and paste the signedcertificate containing .......... (orrename the

downloaded file).
2. Downloadthe CA certificate and namethe file CACert.pem.

3. Movethe 3files: ClientKey.pem, ClientCert.pemand CACert.pemto the
designated TSL configuration file locations.

4. The file REQ-ClientCert.pem can be deleted.

Add the Key Manager in the BackBox Configuration

This activity should be accomplished by the (Third Party) Security Authority user. The Security Authority user should have a
Nonstop user account with enough privilege to modify the BackBox Domain configuration.
Log on to the BackBox Ul interface.
e  Select the Configuration menu and select the Switch to Edit mode.
o  Select the Key Manager tab.
e  Selectthetargeted Key Manager ID. If the Key Manager entity doesn’t exit, you will need to create one first. Click
on the Create Key Manager button and fill in Key Manager information:

0 Chooseanalias name andtypeit in the Key Manager ID file.
0 Set the Server Type in accordance with the Key Manager model. (ESKM or KMIP).

0 SettheClient Typeaccording to Client connectivity purpose and Key Manager model. For Server Type
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ESKM, the Client type canbe either VTCONLY or VLE INTEROPERABILITY. For Server Type KMIP, Client
Type: VTC ONLY.

0  Enterthe Key Manager IP port where the VTC Client can reach the server (KMIP only).

0 Add all IP Addresses that the VTC Client can use to reach the server. If a connection fails using the
first address, the VTC Client will attempt to connect using the next one, until the list is exhausted
(KMIP only).

~._3 Some Key Manager servers, work in cluster mode. IP addresses of each member of the cluster can be added to the list.

0 When Client Type is VTC ONLY, the optional check box Delete old key id is available. This optional
field enable/disable automation of deletion of encryption key when data expired.

0  When Server Type is ESKM, a supplemental field must be provided (ESKM Local Group.) Enter the
Local Group name that the VTC Client is part of. Depending on the Client Type value set, the field will
be set with a default name to Nonstop (VLE INTEROPERABILITY) to be able to work with Nonstop VLE.
The value entered could be changed if other group names are used instead of a default name.

ESKMVTCONLY ESKM VLE INTEROPERABILITY Test Delete

KMIPVTCONLY KMIP VTC ONLY Test Delete

Key Manager Information

Key Manager ID* |ESKMVTCONLY

Server Type* ESKM Vv
Client Type* [ VLE INTEROPERABILITY V|
ESKM Local Group Required when there are any VTC Clients defined.
Update
ESKM VLE Key Manager Information
ages D . =
ESKMVTCONLY ESKM VLE INTEROPERABILITY Test Delete
KMIPVTCONLY KMIP VTC ONLY Test Delete

Key Manager Information

Key Manager ID* |ESKMVTCONLY

Server Type* ESKM Vv
Client Type* [vrc onLy v] [pelete old key
ESKM Local Group Required when there are any VTC Clients defined.

ESKM VTC ONLY Key Manager Information

Key Manager Information

Key Manager ID* KMIPVTCONLY

Server Type® KMIP Vv
Client Type® M Delete old key
Key Manager IP Port Required when there are any VTC Clients defined.

Key Manager IP List
P Addressl:] Required when there are any VTC Clients defined
IP Address

Edit ‘ Delete l 192.168.21.31

KMIP VTC ONLY Key Manager Information

Add VTC Client Information in the BackBox Key Manager
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'y You need to have configured Data Store WINDISK with VTC Route to be able to add VTCClient in the Key Manager
Configuration.

e  ESKMVTC Client (VTC ONLY or VLE INTEROPERABILITY)

VTC Client Information Hide

\T Controller ID* GENBSRV0S v

User ID BackBox |

User Password |unuu | Confirml'"."" |

ESKM Configuration File | C:\KM-ESKM\ymyESKM.cfg

| Add Key Manager Client |

Switch to Edit Mode and select the Add link from the VTC Client Information section and:
e Selecta VT Controller ID in the drop-down list.

Attention: Check the displayed number of Encryption Devices: a VTC must be licensed for at least one
encryption device to be functional.

Enter the User ID to be used by the VTC to log in to the Key Manager.

Key Manage Configuration Info, such as IP address and Port number of the Key Manager) need to be defined
inside the ESKM Configuration File

Repeat for all other VTC Clients that need to be attached to the Key Manager ID.

e  C(lick on the Save configuration when done.
User can define the parameters for the communication between the client and the Key Manager server in the ESKM Configuration
File IngrianNAE. See the properties below:

ESKM Configuration File

#

# NOTE: Do not use quotes when specifying values in
this file. #

#[ Ver si on]

# Version of the properties file for the Ingrian
PKCS#11/ | CAPI /| MSCAPI / . NET # providers

#

# Do not nodify this

property. #

Ver si on=2. 4

#[ Net wor k

Configuration] #

[ NAE Server |P]

# The | P address and port of the NAE

server. #

# Multiple IPs can be specified when | oad bal ancing is used. The
port nust # be the sane on all NAE servers. You can configure up
to three tiers of

# NAE servers. Tiers are nunbered 1-3. If all servers in the prinmary
tier 1 # become unreachable, the client will switch to tier 2. If all
servers

#in tier 2 become unreachable, the client will switch to tier

3. When # using an alternate tier, the client will periodically

try to switch

# back to tier 1 (after Connection_Retry_Interval has

expired). #

# For all tier-aware paraneters, the tier is indicated with a

trailing # .n after the paraneter nane, i.e. NAE_IP.1=127.0.0.1

# Setting the paraneter with no tier sets the default value for al
tiers. # i.e. Connection_Ti neout=600000 sets Connection_Ti nmeout for

all tiers while # Connection_Ti meout.1=700000 sets

Connection_Tinmeout for tier 1

# Atier-specific setting will

override #

# For NAE IP, IPs are separated by

colons, e.g., #

192.168.1.10: 192. 168. 1. 11: 192. 168. 1. 12

#

NAE_| P=63. 80. 93. 150

# #[ Net wor k
Configuration] #



[ NAE Server Port]

# NAE Port is tier-aware

# Do not set the port value to 9443 because this is the port
typically used # to connect to the nanagenent consol e.
NAE_Por t =9000

#[ Net wor k

Configuration] #

[ Protocol ]

# The protocol used between the client and the NAE
server. #

# If you are |oad bal ancing across nultiple NAE servers, the
protocol nust # be the sane for each server

# Protocol is

tier-aware. #

# Val id val ues:

tcp, ssl. #

Default: tcp

#

Recommende
d: ssl #

Pr ot ocol =t cp

#[ Connecti on

Configuration] #

[ Persi stent

Connect i ons]

# Enabl e or di sabl e persistent

connections. #

# If enabled, the client will use a pool of persistent connections
to the # NAE server. If disabled, a new connection will be created
and then

# cl osed for each

request. #

# Valid val ues:

yes, no. #

Default: yes

#

Reconmende

d: yes #

Use_Persi stent _Connecti ons=yes

#[ Connecti on

Configuration] #

[ Connecti on Pool i ng]

# The maxi mum nunber of connections in the persistent
connection pool. #

# This value is used only when persistent connections are
enabl ed. # Size_of Connection_Pool is tier-aware

#

#

Def aul t

: 300 #

Si ze_of _Connecti on_Pool =300

#[ Connecti on

Configuration] #

[ Connection Ti neout]

# The tineout when connecting to the NAE

server. #

# The timeout is specified in milliseconds. The client will wait
for the # specified nunber of milliseconds when trying to
connect to each NAE

#

se

rv

er

#

# Setting this value to 0 uses the system connect()

timeout. #

# Caution: Setting this value too |low nay cause connections to
fail when # the NAE servers and/or network are under |oad. Do
not change it unless # you really need to

# Connection_Timeout is

tier-aware. #

#

Def aul t:

60000 #

Connecti on_Ti meout =60000
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#[ Connecti on

Configuration] #

[ Connection Idle

Ti meout ]

# The tine a connection is allowed to be idle in the

connection pool # before it gets closed automatically by the
client.

#

# The timeout is specified in nmilliseconds. The client will check
how | ong # each connection has been idle for. If the tinme has
passed the val ue

# specified here, the client will close the connection and renove
it from# the connection pool. To be effective, this setting nust
be | ess than the # Connection Tineout setting in the NAE Server
Settings section in the

# Managenent Consol e of the NAE

server. #

# Setting this value to O is equivalent to an infinite

timeout. # Connection_ldle Timeout is tier-aware.

#

# Defaul t:

600000 #

Connection_I dl e_Ti meout =60

0000 #[ Connection

Configuration]

# [ Connection Retry]

# The armount of time to wait before trying to reconnect to a
di sabl ed # server.

#

# The retry interval is specified in mlliseconds. If one of the NAE
# servers in a |oad bal anced configuration is not reachable
the client # will disable this server, and then wait for the
speci fied nunber of # milliseconds before trying to connect to
it again.

#

# Setting this value to O is equivalent to an infinite retry
interval # (nmeaning the disabled server will never be brought
back into use). # Connection_Retry Interval is tier-aware.

#

# Defaul t:

600000 #

Connection_Retry_I nterval =600000

#[ Connect i on

Configuration] #

[ Unreachabl e Server

Ret ry]

# The anount of tinme to try establishing a connection if al
servers # in the pool become unreachabl e

#

# The retry period is specified in mlliseconds. An error is returned
# after the specified period if no server in the pool becones
reachable. # If logging is enabled, error nessages will be
logged to the log file. #

# Setting this value to -1 is equivalent to an infinite retry
period. The # client will keep trying to connect to a server in
the current tier

# until a connection is

established. #

# Setting this value to -1 is not conpatible with nulti-tier Ioad
# bal anci ng because the | oad bal ancer will never switch to the
secondary # or tertiary pools. If nmulti-tier load balancing is
enabled (i.e., if # NAE_IP[2] is set to one or nore IP
addresses) then set this val ue

# to a nunber between one and two tines the
Connection_Retry_Interval. #

# Unreachabl e_Server _Retry Period is

tier-aware. #

#

Def aul t:

60000 #

Unr eachabl e_Server _Retry_Peri 0d=60000

#[ Connecti on Configurati on]
# [ Maxi mum Server _Retry_Peri od]
# The total anount of tine to spend trying to nake connections on
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all tiers. # This value only has neani ng when using nulti-tiered

| oad bal anci ng

#

# If this value is set to -1 (try forever), the connection nanager
will try # every server on every tier continually, until one

answers.
#

# If set to 0, it is
di sabl ed. #

# If this value is enabled, the connection nanager will try to nake
connections # for at |east Maxi mum Server_Retry Period mlliseconds but
will return

# an error if no connection can be nade on the tier in

use when # Maxi num Server_Retry_Period expires

#

# In all cases, the Unreachabl e Server_Retry Period for a given

tier nust # expire before the connection nanager switches to the

next tier.

#

# Default: O
(di sabl ed) #

Maxi mum Server _Retry_Peri od=0

#[ Connecti on Confi gurati on]

# [ uster_Synchronization_Del ay]

# The total ampunt of tinme to spend trying to nmeke requests
on keys # go to the sanme device the key create or |atest key
nodi fy went to. #

# A device tries to replicate key information to other
devices in the # cluster after it conpletes a key create or
nodi fy request. Until # that replication conpletes, requests
on the key need to go to the

# devi ce pushing the
replication. #
# 1f replication fails, the device waits for 30 seconds, then

# tries again. |f three replications fail, the device stops
trying # to replicate data.
#

# The default is 100 seconds: 3 tinmes 30 seconds plus a few extra
# seconds per try for network |latency. For |arger clusters
addi tional # time may be needed

#

# Di sable the function: 0
seconds #

# Default: 100

seconds #

Cl ust er_Synchroni zati on_Del ay=100

#[ Connecti on

Configuration] #

[ EdgeSecur e Nane]

# Nane of device or file containing the nane of an EdgeSecure
device. #

# The nane of an EdgeSecure device is a unique val ue

assigned # by the adm nistrator to define a single

devi ce.

#

# If the nane refers to a readable file, then the first line in
the file # defines the name of an EdgeSecure device. This
allows all properties # files stored on different platforns to

be the sane and still allow

# each platformto refer to a different EdgeSecure
device. #

#

Def aul t:

none #

#EdgeSecur e_Nane=

#[ SSL/ TLS

Configuration] #

[ G pher spec]

# The SSL/TLS protocol and encryption al gorithns

to use. #

# Default is "H GH ! ADH ! DH: | DSA: | EXPORT: RSA+RCA: RSA+3DES: RSA+AES"
# which translates to high-strength RSA key exchange and RC4
triple DES, # or AES

# Ci pher _Spec is

tier-aware. #

# Defaul t:

HI GH: ! ADH: | DH: | DSA: | EXPORT: RSA+RCA: RSA+3DES: RSA+AES #

#Ci pher _Spec=HI GH: ! ADH: ! DH: ! DSA: | EXPORT: RSA+RCA: RSA+3DE
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S: RSA+AES

#[ SSL/ TLS Conf i gur at i on]

# [CA Certificate for Server Authentication]

# The CA certificate that signed the NAE server certificate
presented to # clients to establish SSL connecti ons.

#

# If you are using SSL between the client and server, you nust
specify a # path to the CA certificate that signed the NAE
server certificate. If # the client cannot validate the
certificate presented by the NAE server,

# the client will not be able to establish an SSL connection wth
the NAE # server.

#

# You should provide the path and file name of the CA
certificate. The # path can be absolute or relative to the
application. Do not use quotes # when specifying the path, even
if it contains spaces.

# CAFileis

tier-aware. #

# No

def au

It. #

CA File=

#[ SSL/ TLS

Configuration] #

[Cient

Certificate]

# The client certificate to present to the NAE
server. #

# This value is required when client certificate authentication is
enabl ed # on the NAE server. The certificate nust be in PEM
format. If this value # is set, the certificate and private key
nust be present even if the NAE # server is not configured to
request a client certificate.

#

# You should provide the path and file nane of the client
certificate. The # path can be absolute or relative to the
application. Do not use quotes

# when specifying the path, even if it contains

spaces. # Cert_File is tier-aware.

#

# No

def au

It. #
Cert_File=
#[ SSL/ TLS

Configuration] #

[Cient Private

Key]

# The private key associated with the client certificate
specified in # Cert_File.

#

# This value is required when client certificate authentication is
enabl ed # on the NAE server. The client private key nust be in
PEM encoded PKCS#12 # format. |f this value is set, a correctly
formatted key and certificate # nust be present.

#

# You should provide the path and file name of the private key.
The path # can be absolute or relative to the application. Do
not use quotes when # specifying the path, even if it contains
spaces.

# Key_File is

tier-aware. #

# No

def au

It. #

Key_File=

#[ SSL/ TLS Confi gurati on]

# [Cient Private Key Passphrase]

# The passphrase to unlock the client private key specified in
Key_File. #

# This value is required when client certificate authentication is
enabl ed # on the NAE server. Since the value is in the clear, this
properties file # nust have its permission restricted so that it
can be read only by the

# applications that are to have legitinate

BackBox® E5.01 User Guide | 45



access to it. # Passphrase is tier-aware.
#

# No

def au

It. #

Passphrase=

#[ Loggi ng

Configuration] #

[Log Level]

# The level of logging that will be perforned by the
client. #

# The log | evel determ nes how verbose your client |ogs are. You can
# di sable 1 0ogging by selecting NONE, however, it is recomended
that you # set the log level to MEDIUM A log |level of H GH can
create a very large # log file. Set the log level to HCGH to
troubl eshoot configuration

#

prob

| erms

. #

# Valid val ues

# NONE - nothing is |ogged

# Low - only essential events are

| ogged # MEDI UM - sonme events

are | ogged

# HI GH - nany events are

| ogged #

# Defaul t:

MEDI UM #

Log_Level =MEDI UM

#[ 1 oggi ng
configuration] #
[log file]

# the location of the log file the client will

Create. #

# you should provide the path and file nane of the log file. the
path can # be absolute or relative to the application. do not use
quot es when

# specifying the path, even if it contains

spaces. #

# default: logfile (created in the current

directory) #

Log_File=logfile

#[ Loggi ng

Configuration] #

[Log Rotation]

# The log rotation

net hod. #

# This val ue specifies how frequently the log file is
rotated. #

# Valid val ues

# Dai |l y - log file is rotated once a day

# Si ze - log file is rotated when it exceeds
Log_Size_Linmt #

#

Def aul t:

Daily #

Log_Rotati on=Daily

#[ Loggi ng

Configuration] #

[Log Size]

# The maxi mum| og

file size. #

# If Log_Rotation=Size, the log will be rotated after it
reaches the # specified size. This value is only used when
Log_Rot ati on=Si ze

#

# The size may be specified in bytes, kilobytes (using 'k' or
"K'), or # nmegabytes (using 'ml or 'M). One kilobyte is 1024
bytes, and one

# negabyte i s 1048576

bytes. #

#

Defaul t:

100k #

Log_Si ze Lim t=100k
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KMIP VTC Client
VTC Client Information Hide

VT Controller ID* GENBSRVOS v

User ID |E|a:k3:->< |
User Password |uuuu | Conﬁrml'"'"" |
Key Pass-Phrase |uuuu | Conﬁrml'"'"" |

KMIP Client Certificate File |C:\KM-KMIP\myCert.pem |
CA Certificate File | C:\KM-KMIP\myCA.pem |
Private Key File |C:"-.K‘-’—I<l~1IP"-."|‘|‘_-'Ke‘_-'|.|JErr x |

| Add Key Manager Client |

Switch to Edit Mode and select the Add link from the VTC Client Information section and:

e Selecta VT Controller ID in the drop-down list.
Attention: Check the displayed number of Encryption Devices: a VTC must be licensed for at least one encryption
device to be functional.

e  Enter the User ID to be used by the VTC to log in to the Key Manager.

e  Enter the Password to be used by the VTC to log in to the Key Manager.

e  Enter the Key Pass-phrase required by the VTC to access the private key for the TLS/SSL communication
channel with the Key Manager.

e Enter the TLS Configuration File Locations where the digital certificate and private key have been installed.
(ClientCert.pem, ClientKey.pem and CACert.pem).

e  Repeat for all other VTC Clients that need to be attached to the Key Manager ID.

e  C(lick on the Save configuration when done.

Encryption in a Volume Group

Attention: Toggling encryption ON and OFF affects subsequent usage of the virtual volume member of the Volume Group. To
avoid disabling the tape encryption by mistake it is recommended that the number of users who can update the BackBox
configuration be kept to @ minimum.

Attention: Encrypting data will protect the data from external system access, but it will not protect the access to media from a
tape application running in the Nonstop. If user segregation needs to be carried out, Control Access from the Volume Group with
advanced attributes should be enabled.

Log on to the BackBox Ul interface.

e  Select the Configuration menu and select the Switch to Edit mode.
e  Select the Volume Group tab.
e  Selector Create aVolume GroupID.
e Inthe Class Information:
0 Select the AES-GCM-256 in the Encryption Algorithm drop down list box.
0 Select the target Key Manager ID from its drop down list box.
Guardian Node Owner* [\cenac2 |
Guardian User ID Owner® |255,144 |
Encryption Algorithm |AES-GCM-256 v|
Key Manager ID [KMVLE v|

Comment |

e |[f the setupis for VLE, the Volume Group Media Type must be LTO 4.

Important: If you already have a Volume Group that you have been using and want to encrypt the content on its media from now
on using VLE-CLIM Client, you can simply modify its Media Type to LT0 4.
From that point on, all new uses of SCRATCH volumes in the Volume Group (such as for new backups) will mount as LTO 4 media to
be encrypted. Existing ASSIGNED media will also be mounted as LTO 4 and be read by Nonstop applications, such as RESTORE,
even if not encrypted. If the Volume Group uses the DSM/TC tape catalog, the following MEDIACOM command must be performed
on the Pool associated with that Volume Group:

MEDI ACOM

>ALTER POOL vt -pool - nane, TYPE ANY

>ALTER TAPEVOLUME *, POOL vt-pool -nane, TYPE LTO 4



e  (lick onthe Update Volume Group button at the very bottom of the page.
e  Repeat for other required Volume Groups.
e  (lick onthe Save link.

Test BackBox Software Encryption Configuration

Good Practice: Validate encryption configuration before trying to do the real encryption. For a Key Manager ID, the overall
configuration and the connectivity to the key server is verified by clicking the Test link on the Configuration Key Manager page.

Configuration

S
ave Select, Delete or Create a Key Manager

Cancel

Storage Admin
EDIT MODE ACTIVE Key Manager ID Server Type Client Type
mmmﬁiﬁ ESKMVTCONLY ESKM VLE INTEROPERABILITY Test Delete
m}o =Conan KMIPVTCONLY KMIP VTC ONLY Test Delete

The test results will be reported in a dialog box. The report will help troubleshoot connectivity problems that could prevent
encryption from working correctly. Tests can be performed at any time or after an encryption configuration change.

e  Provision Volume Group with virtual volume.

e  PerformaBACKUP and RESTORE.

e  See the virtual volume detail of volume used in the BACKUP/RESTORE, and validate the Encryptionstate.

USER INTERFACE CONFIGURATION FOR TAPE ENCRYPTION

VT Controller

Virtual Devices

Add Devices Automatically

VTC Port* FC-21 _ 100000108604AF66 K%

Guardian Device™ No devices available v

Add Virtual Devices

Nedo | Cmmmdiam | or Typo Serial Number Port | Torget | Lun | VLE [ PR | o eerved For Guardian Port
Device Only
Edit | Delete | \ETINIUM | $TOUTO1 LTO4 BBO4AF6600 FC-21 0 0 False . 50014380331312E8 FREE $275T0.#5100231

Key Manager

The Key Manager is an external server generating and storing encryption keys; the encryption itself being processed in the
BackBox VTC for all configuration types.
The Key Manager must be configured even for VLE Encryption.
e  For VLE, the Key Manager configuration is used to control the encryption configuration during Operations and
to clearly identify the key server storing the encryption keys.
e  For non-VLE Encryption, the Key Manager configuration is also used to identify and secure a network path to
the key server.
It is possible to configure more than one Key Manager instance, each describing the server holding the encryption keys for
different groups of tape volumes.

Domain NSK Nodes VT Controller Key Manager Data Store Volume Group

Create Key Manager

Key Manager ID Server Type Client Type
ESKMVTCONLY ESKM VLE INTEROPERABILITY Test Delete
KMIPVTCONLY KMIP VTC ONLY Test Delete

Inthe domain configuration:

The encryption is enabled in the Volume Group configuration by the attributes Encryption
Algorithm and Key Manager ID.
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Each Key Manager is configured by:

e  Ageneral common set of attributes, such as the Key Manager ID, the Key Manager server type, and its TCP/IP
address for the VTC Clients.

e AVTC client tothe Key manager for each VTC that will have to connect directly to the Key manager for
encrypting/decrypting during tape drive emulation.

e AVLE-CLIM Clientto theKey Manager for each CLIM that will connect to an ESKM Key Manager for VLE
processing.

The only role of this VLE-CLIM configuration is to detect the connected CLIM during VLE processing and thereby clearly record
which ESKM holds the encryption key for each encrypted volume.

When all involved components are configured, the encryption functionality must be verified before an actualtest of an encrypted
backup. The Test link of this BackBox Key Manager page will verify the domain configurationand the connectivity to the Key
Manager and CLIMs. The Test link is disabled when Configuration isin Edit Mode.

The Delete link removes a Key Manager and all its Clients. The deletion will be rejected when the Key Manager ID is referred by a
Volume Group or by any virtual volume that was encrypted with a key provided by this Key Manager.

Status Domain NSK Nodes VT Controller Key Manager Data Store Volume Group

Configuration

Save

Cancel | Create Key Manager |

Storage Admin

volume Key Manager ID Server Type Client Type
DIT MODE ACTIVE
E = ESKM VTC ONLY Test Delele
You have to click the Save
button to commit your
changes to the Domain
Manager. Key Manager Information
Server Type* ESKM
Client Type* VTC ONLY v Delete old key
ESKM Local Group Required when there are any VTC Clients defined.

VTC Client Information Hide

VT Controller ID* PANORAMIX v

User 1D
Uit P ot

ESKM Cenfiguration File C:\Users\Administrator\Documents\IngnanNAE. properties |

Key Manager ID: BackBox internal ID for the Key Manager. This ID will be referred to by the Volume Group and each encrypted
volume. This ID must be unique from an enterprise point of view.

Server Type: Server Type cannot be modified once the Key Manager created.

ESKM:  HP Enterprise Security Key Manager
KMIP:  Key Management Interoperability Protocol

Client Type:
VTCONLY: HP Enterprise Security Key Manager
VLE INTEROPERABILITY: BothVLE CLIMs and VTCs can connect to thekey Manager

Key Manager IP Port: To enter when VTC clients will be configured for this Key Manager (KMIP only).
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ooman | x| icoror [T owsre | vome covn

Configuration Key Manager ID Server Type Client Type

g

Save ESKMVTCONLY ESKM VLE INTEROPERABILITY Test Delete
Cancel
KMIPVTCONLY KMIP VTC ONLY Test let

Storage Admin

%

Key Manager Information
Key Manager ID*

KMIPVTCONLY

You have to dick the Save
button to commit your

e S e Server Type™ KMIP v

Manager. Client Type* [vrc onty ] [ViDelete old key
Key Manager IP Port |5596 Required when there are any VTC Clients defined.
Key Manager IP List
1P Address| 152.168.21.31 Required when there are any VTC Clients defined

Edit Delete 192.168.21.31

VTC Client Information Hide

My aconkroler [, c_monTREAL v

User ID

User Password | | confirm® | ]

peie= | confirm J

KMIP Client [ ‘

Certificate File

CA Certificate ‘

File

Private Key File | |
Add Key Manager Client

VT Controller  User
* )

Password Pﬂs::;'& KMIP Client Certificate File KMIP VTC Private Key File KMIP CA Certificate File

Edit | Delete | VTC_MONTREAL | toutatis| =***=s= | =sxxsxs D:\Cert\eskmea.pem D:\Cert\toutatis.pem D:\Cert\toutatis.pem

ESKM Local group: To enter when VTC clients will be configured for an ESKM. The group is defined in the ESKM to authorize several
clients to share encryption keys. “Nonstop” is a common value when VLE ( ESKM only).

Update

Click button to have Key Manager Information changed be saved in memory.
IP address(es): used to communicate with the Key Manager server. Add an IP address for each Key Manager

server. Click Add

from the table.

e VT Controller ID — specify the VTC ID (select from the list the appropriate Key Manager client that
communicates with the Key Manager server)

e UserID - ID of the account to connect to the key manager server
e  User Password — Enter account password and confirm it by re-entering it in the field

button to add the IP address t the list. You can modify the existing IP address by editing it

ESKM only

e ESKM Configuration File — Path to the NAE properties configuration file that defined Certificate, CA, Private KEY
and Passphrase.

KMIP only

e  Key Pass-Phrase - Enter the key passphrase for the private key file and confirm it by re-entering it in the field
e KMIP Client Certificate File — Certificate file used to establish the SSL connection and the Key Manager server (refer to
your IT support team to have the file generated)

e  (CACertificate File — Enter the CA Certificate File

e  Private Key File — Private key file used for the SSL connection between the client and the Key Manager server.

e ———

Click button at the bottom of the page to finish up the Key manager setting up. Details on the Key
Manager setting will be displayed in a table like the one below.

VT Controller User Key
D* 1p Password

Passphrase KMIP Client Certificate File KMIP VTC Private Key File KMIP CA Certificate File

Edit | Delete [ VTC_MONTREAL | toutatis D:\Cert\eskmca.pem D:\Cert\toutatis.pem D:\Cert\toutatis.pem

Key Manager — VLE CLIM Clients

When the Encryption keys are managed by the Storage CLIMs for VLE processing, the CLIMs hosting the LTO 4 virtual tape drives
must be identified as Clients of the Key Manager in order to identify which Key Manager holds the Encryption key of each volume.
The current list of VLE CLIM Clients is presented on the Key Manager page. New CLIMs can be added by clicking on the button Add
VLE-CLIM Client.
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VLE-CLIM Client Information Hide

CLIMID*® |\ETINIUM 5100231 |

| Add VLE-CLIM Client \

CLIM ID: Select aCLIMinthe selection list. The selection list is based oninformation queried from the host during the VTC
configuration of tape drives in the BackBox Domain. The list of proposed CLIMs is limited to those associated with a tape drive of
the BackBox Domain, defined as LTO 4, and enabled for VLE by SCF.
If the proposed list is empty or unexpected, check that the tape devices are enabled for VLE in SCF, and refresh the host
information in the VTC configuration page of the involved VTCs by the link Update devices based on the probe result from the
VTC and all hosts.
The Key Manager connectivity should be tested before testing actual virtual tape Encryption, in any case of Encryption setup —
including HPE VLE.
The Key Manager page is shown in the list of configured Key Managers, and the Test link is available when the Configuration tab is
in the Browse mode.
The Test will execute several verifications and show the resulting report in a new window.
e  The connectivity of all VTC Clients to the Key Manager, will be tested by a query to the Key Manager for its
identification and for each of the IP addresses configured for the Key Manager.
e AlLVTCs inthe domain having LTO 4 devices, will be tested to check if the LTO 4 devices are connected to a CLIM
recognized as a VLE CLIM Client to the Key Manager.
e ThelLTO 4 drives must be started to allow BackBox to check the host WWN and compare it to the VLE CLIM
Client configuration. If there is a match, the connectivity to the Key Manager from the CLIM will be assumed.
e The domain configuration will then be analyzed to:
e Detect the Volume Groups using the Key Manager ID.
e Verify that the VTC routed to the corresponding Data Stores, have the
connectivity to the Key Manager.
e Verify that the VTCs have the Encryption license option for at least one drive.
Key Manager — Test Report
Only those VTCs that actually receive messages, will be shown in the Key Manager Test Report. For each VTC, there can be three
sections:
e  Asection VTC Client showing the report generated by the VTC.
e Thereportis green forsuccess, orange for any warning not preventing connectivity, and red for a complete
lack of connectivity.
e  Asection VLE-CLIM Client showing a report of counts of FC LTO 4 drives per port and connected host WWN.
The report is green for success, orange if no LTO 4 drive is currently connected to a recognized CLIM,
and red for a complete lack of connectivity.
e Alist of messages pertaining to the VTC.
The messages are explained in the BackBox Messages Manual and Troubleshooting.
Three Testreport samples are presented after the common underlying VTC configuration below, with each sample showing its
specific Key Manager configuration page and the associated Test report page:



|= BackBox MessageBox - ESOTNEW -- Webpage Dialog

ox User: super.etinet
@ Key Manager Test Report Domain: ESO1NEW
9/29/2025 10:41 AM

BackBox E05.01 UI Client Build 14
Copyright ETI-NET, 2003-2025

Key Manager ID: EKMIEVTC
Fey Manager Type: Eﬂ:?l

VI Controller ID: TOUTATIS

Connection Information
IP Address: 192.168.21.31
Port: 5696
Connection Status: OK

Server Details
vendor identification: Utimaco Inc.

|= BackBox MessageBox - ESOTNEW -- Webpage Dialog

ox User: super.etinet
® Key Manager Test Report Domain: ESO1NEW
9/29/2025 10:46 AM

BackBox E05.01 UI Chent Buwld 14
Copyright ETI-NET, 2003-2025%

Key Manager ID: ESEMVT
Fey Manager Type:

ddress: 192.168.21.31

s B

ion Status: OK

L

er Details
Software Version: 8.53.0 (vESEM B.53)
Library Version: 5. 3
Vendor ID: Utimaco
Model Number: Enterpr
Serial Number: UL1GKF
Date Time: 2025-09-2

e

5]

v

L
-]
=
=
=

3

[

= BackBox MessageBox - ES0TNEW -- Webpage Dialog

ox User: super.etinet
® Key Manager Test Report Domain: ESOINEW
9/29/2025 10:48 AM

BackBox E05.01 UI Client Build 14
Copyright ETI-NET, 2003-2025

ey Manager I
{ey Manager

SCLIMOOO
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Volume Group
Encryption

For all setups, the Encryption must be enabled in the Class Information
0 Select the AES-GCM-256 in the Encryption Algorithm drop down list box.

0 Select the target Key Manager ID from its drop down list box.

Guardian Mode Owner® [\cemac2 |
Guardian User ID Owner™* |255r144 |
Encryption Algorithm AES-GCM-256 v|
Key Manager ID [KMVLE v|

Comment | |

A change in this setup will affect further backups, not the restore of backups already written.
If the catalogs (BackBox, DSM/TC and TMF) are replicated on a DR site, it should be noted that the Key Manager ID registered for
each volume, will be replicated. Also, the Key Manager IDs of both Primary and Secondary sites must be planned globally.

VLE Setup

For encryption with VLE, the Volume Group Media Type must be LTO 4.

Tape Catalog | DSM/TC v

Auto Scratch at Load Time ‘YES - data discarded only for expired volumes ~

Delete Expired Volumes

Media Type [LTO4 w|

Warning Threshold i

{Min % Of Scratch Volumes) /“

Migration to BackBox ‘ None Vl Switch to the BackBox storage is completed. Virtualization is still available, but Auto-import is disabled.

If there is a Volume Group that you have been using, and from now on, you want to encrypt the content of its media using the
VLE-CLIM Client, you can simply modify its Media Type to become LTO.

4. From that point on, all new uses of SCRATCH volumes in the Volume Group (such as for new backups) will mount as LTO 4 media
to be Encrypted. Existing ASSIGNED media will also be mounted as LTO 4 and be read by Nonstop applications, such as RESTORE,
even if not encrypted. If the Volume Group uses the DSM/TC tape catalog, the following MEDIACOM command must be performed
on the Pool associated with that Volume Group:

MEDI ACOM
>ALTER POOL vt-pool -nanme, TYPE ANY
>ALTER TAPEVOLUME *, POOL vt-pool -nane, TYPE LTO 4

Report OBB038 — List of Encrypted Volumes

0BBO038 lists the Encrypted volumes whose label matches a volume label pattern.

Syntax:
RUN OBB038 | abel -pattern

Where label-pattern is a specific label or a simple pattern ending by *,

ex: RUN OBB038 *
RUN OBB038 PR*

Content of 0OBB038:



?tacl nmacro
COVMVENT
khkkkkkhkkhkhhkkhkhkhhkhhkhkhhhhkhhkhkhkkhkdhkkhkdx
¥xxkkxxk COMMENT * Extract VOLEXT from
t he BackBox catal og *
COWMENT * and |ist Encrypted vol unes
*
COWENT * One positional paraneter: pattern of
| abel s to sel ect * COMVENT

IEEEEEEEE R R RS SRS R SRR R R RS EEEEERRR R R R RS EEEEREEEEERE] FuJN

BB010 %1%

CKWWENT*****************************************

¥rrdkxxkkkxxkix  COMMENT BBO38: List the
BackBox Encrypted vol unmes * COMVENT
*

COMMVENT Not e: The Tandem ENFORM
reporting tool is required * COWENT
khkkkkkkkkhkhkkhkhkkhhhhkhhhhkhhhkkhkhkrkhkhkkhkkxkk
*xxikx ASS| GN VOLEXT- REC, VOLEXT
PARAM LABELS
%%
ENFORM / | N
BB038/

Sanpl e:

BB038 Encrypted volunes with | abel matching *2025-06-24 11:24
Last

DSMrc

Vol une

wite

or TMF

| abel dat e status Encryption key ID

Key Manager

id: KM ESKM

Client type

: 1-VvIC

ONLY

VE1001 2025/05/27 ASSIGNED BBOX_21F5BD27VE1001D68095D44B400008_111027202410

VE1015 2025/05/27 ASSIGNED BBOX_767FE574VE1015D5C6642F4B230008_111024144520
2 printed volunes for Key

Manager KM ESKM End of report

BB038
Report elements:
Vol ure | abel Label of the virtual tape vol une.
Last wite date Last date the volune was witten by a tape

application. DSM TC - TMF Vol une status in
DSM TC or TMF

St at us(when applicable). Encryption key ID Encryption key nane

i nst ance.

Volume

Volume Details
The Encryption state of each volume is registered. The ID of the volume specific key in the Key Manager is included for support to
access this key through the Key Manager user interface.

Encryption Algorithm AES-GCM-256

Key Manager ID KMVLE

Encryption Key ID MN12804D13C5W005A33CEEEODD360008_BBBEEBBEE 15031351332



Volume Edition

The Encryption attributes of a volume can be updated. Example of use case:
e Volumes manually registered ina Restricted Data store accessing the images of volumes written encrypted in
a different environment not linked by the BackBox catalog replication.

Guardian Node Owner™® :_ CGMNACZ

Guardian User 1D Owner* E‘"E'-‘_" -
Encryption Algonthm | AES-GLM-256 ol
Key Manager ID | KMVLE [

Lomment

Encryption related elements
e  Encryption Algorithm (value AES-GCM-256 or None).
Inthe case used above, changing None to AES-GCM-256 will enable the decryption whenreading the tape
volume.
e Key Manager ID: Appears only when the encryption is enabled and is mandatory in this case.
This ID names the Key Manager, configured in the current BackBox domain, and this will provide the encryption
context for accessing the tape volume.

LARGEBLOCKs SUPPORT

From L17.08 onward, both BackBox and Virtualized BackBox support BLOCKSIZE of 224, 448, 672, and 896. To use this option,
the LARGEBLOCKS attribute must be ON for the tape device in SCF (for more information, see SCF Reference Manual for the
Storage Subsystem on the HPE support website.

By default, on the VTC, LARGEBLOCKS mode is set to ON and it works whether the device on the Nonstop is enabled for it or not.
To turn this feature OFF see VTC Management Console section of this manual.

To MATERIALIZE/VIRTUALIZE physical volume when LARGEBLOCKs are used, set the BLOCK SIZE of physical drive to 1024 KB in
the VT Controller Advanced Properties configuration page.

BARE-METAL BACKUP AND RESTORE

Bare-Metal is a special technique used for both backup and restore that bypasses the Nonstop operating system
and its basic tape subsystems.

b
—_—

Bare-Metal refers to the re-installation from scratch of a Nonstop system that has been corrupted or compromised.

Some Nonstop customers are concerned that they will miss their recovery window goal if a major problem corrupts the Nonstop
operating system to such extent that the system will have to be reinstalled from scratch ( Bare-Metal).

The Bare-Metal Backup & Restore procedures are designed to reduce system recovery time-windows.

The purpose of this procedure is to create a disk image backup of the configured basic system and to provide a tool capable of
restoring on empty disks, bypassing the Nonstop operating system and all its basic tape subsystems.

For more details about the Bare-Metal Back and Restore procedure see Appendix H - Bare-Metal Backup and Restore

STORAGE CLIM

HPE Nonstop servers are not directly connected to disk and tape storage devices. To connect to disk and tape devices HPE
Nonstop servers use storage-CLIMs as interconnection controllers.

Although directly connected to the peripherals, storage-CLIMs are only used as specialized co- processors for 1/0 in order to
reduce the load on the Nonstop processors. The drivers controlling the peripherals (tapelOP) are the ones running on the Nonstop
processors.

DOMAIN MANAGER

To use BackBox and its capabilities, a domain manager has to be installed on the Nonstop.



Domain managder acts as a virtual operator to mount the virtual media.



WINDOWS FILES DATA STORE

Under Windows Files Data Store, the virtual volume is implemented as a package of two Windows disk files:

®  An.IND file - asmallindex file containing metadata (filename.IND).
® A .DAT file - a variable length data file, whose size is based on the current content of the volume
(filename.DAT).

A Windows File Data Store is defined as a pool of disk paths following the UNC syntax (\server\path\directory\).
Although drive letters (d:\directory) are supported for single VTC, itis strongly recommended to use UNC for all Data Stores.

If the disk units are presented as asingle logical disk, the emulator manages to provide:

®  Spacebalancing acrossdisks.
®  Load balancing across disks.
®  Ontheflyscratch volume creation (Data Store fault tolerance).

While writing and reading these Windows disk files:

®  The VTC reserves the configured maximum volume size plus a margin of 10 MB when loading a volume in
write mode. Unused space is freed at volume unload.

Compression affects the file size, but not the amount of Nonstop data contained in the volume.

= Virtual volume may be moved from one disk to another in order to balance the space utilization or the
work load when the Data Store is configured across a pool of disks.

A file can be moved when:

® A SCRATCH volume loaded for output with auto-scratch on, is deleted and recreated at the
optimal location.

®  Arestorescriptis executed and thevirtual tapeisrestored in the optimal location.

By using a parameter in the Data Store configuration, and independent of any other consideration, the user can change the load
balancing algorithm to force use of the local disk.

CREATION OF VIRTUAL VOLUMES

The virtual volumes in each set are spread evenly across the data paths on disks, creating enough free space for at least one
volume on each data path. For a Volume Group configured as AUTOSCRATCH and associated with a Nonstop tape catalog such as
DSM/TC or TMF, no files are created by default.

However, when creating virtual volumes, both disk pool configuration and security settings are checked. Volumes are
registered in BackBox and in DSM/TC or TMF.

FREE SPACE ON REMOTE PATHS

When the size of the free space on a disk cannot be known, the VTC always considers that there is enough space for the
current volume.

FILE ACCESS SECUIRTY

The files holding the virtual volumes are protected by Windows security. The Windows credentials entered in the Data Store
configuration are used also for file creation and system access.

The account must successfully log in to all VTCs that are routes for the Data Store. The same account must have full access to all
paths specified in Data Store configuration.

The account can be a workgroup account. In this case, the account must be defined with the same pass- word in all file servers
providing a share to the Data Store.

Theaccount may also be defined in Windows Active Directory and can be anon-interactive account.



For Work Group - in case of user password change, user must log on in each VTC server to manually update with the respective
account password.

For Active Directory -in case of system password change, it's not necessary to update the account password on each VTC server.

However, for each Data Store a specific user has access to, the new password has to be re-entered via BackBox Ul. The same
password update can be performed from the Nonstop using BB004 macro script. This way, the Data Store password is
automatically updated by BBO04 macro process.

SCRIPTING/BACKGROUND MIGRATION ON TAPES

For convenience and performance purposes, BackBox is most often configured to write the tape image files to disk. Once the
configuration is done, BackBox copies or moves (migrates) the image to a physical tape or to other storage for long-term
retention.

To migratevirtual tapes, eitherinstall a general HSMclientin Windows or use the BackBox scripting facility to trigger a backup by
an enterprise backup client (such as Networker, NetBackup or IBM Spectrum Protect TSM).

®  HSMsolutions are transparent to BackBox.
®  Script files are user written command files to call the enterprise backup client in order to save or restore a
given virtual tape image.

Theuser can also:
1. Scheduleregular backups by the enterprise backup client.

2. Configure BackBox to trigger scripts when:
® A virtual volume needs to be copied or moved as soon as it is unloaded from the tape drive.
Unavailable when the Copy Pool Sync option is activated.

® A virtual volume must beloaded in read mode and must be restored by the enterprise backup client.
Scripting Facilities

Scripts are configured in the Data Store Advanced configuration page. Script parameters can also be defined and their values
set on the same page.

There are two script types: Implicit (IBM Spectrum Protect TSM and Manual Restore) and explicit (Generic). For implicit script, the
user cannot specify a script name, as they are already predefined.

If IBM Spectrum Protect (TSM) or Generic type scripts are selected, the backup method must be specified (BackBox script or other
methods triggered by an enterprise backup software). IBM Spectrum Protect (TSM) and Generic type scripts can also be submitted
via the Script Controller.

Without the Script Controller, scripts are executed for each virtual volume.

With the Script Controller, the scripts named in the Data Store advanced con-figuration, forward the backup or
Y restore request to the VTC Script Controller. The Script Controller manages queues of backups or restores
=== | requests and submits actual backup or restore scripts that can process several virtual volumes at the same time.

The Script Controller is abatch sub-system and is used for:

® Retries : When the user wants another layer of error recovery on top of the one implemented by the enterprise backup
client. By default, the Script Controller will retry for 24 hours, with a delay of 5 minutes before each retry.

®  Serialization : AVTCtypically implements several virtual tape drives and might trigger several con- current scripts. The
number of concurrent script executions might be limited by the enterprise backup software, or justbecause the enterprise
backup client writes directly to a physical tapelibrary. The Script Controller queues the backup or restore requests,
consolidates similar requests, and submits them in a number of queues and threads per queue, as set by the user.

DISK SPACE MANAGEMENT TOOLS

The Ul Storage Admin page shows a summary of the Windows Data Store disks. The user can either:

o Resubmit the backup script for all Windows files that have not been backed up or,



L] Manually start the synchronization of the storage and copy pool, if the Copy Pool Sync option is activated.

BackBox provides TACL macros that can be scheduled in NetBatch to:

®  Delete files corresponding to volumes expired in TMF or DSM/TC catalogs. If a delete script is configured, it will be
executed to also delete the backup of the expired file. (BB017_FREE_EXPIRED).

®  Delete backed-up files after a certain number of days have elapsed since their backup. This allows the immediate
retrieval of recent backups and the freeing of disk space associated with old backups (BB023_DEL_BACKEDUP).

® Delete restored files after a certain number of days have elapsed following their restore. This allows several
executions of the Nonstop RESTORE program after a single execution of the restore script (BB023_DEL_BACKEDUP).

®  (Check the available free space against a warning threshold set in the Data Store configuration and the maximum
volume size configured in Volume Groups (BB022_CHECK_SPACE).

Windows Disk Path Reservation

For Windows Data Stores, in certain cases, different kinds of virtual volumes need to be set apart on different disks. For example,
when only part of the available Windows disks is mirrored and should be assigned to the TMF AUDIT dumps or to the backups of a
specific DSMTC pool.

Thedisk path reservation allows for specifying that certain disk paths will be used exclusively for a specific Volume class.
Volumes in avolume class with reserved paths will use only these paths.

The configuration of disk path reservation can be set through the Data Store configuration page in the Ul.

Windows Advanced Pool Management

With this option, a user can define Spare pool and Copy pool in addition to Storage pool.

The Spare pool is an emergency disk pool. This is the location the VTC will use only if all the Storage pools (all disk paths) are
unavailable or full. In this case:

®  The new backups will be written to the Spare pool.

® |f an enterprise backup restore needs to be done through a script to satisfy a mount from the Nonstop, the Spare pool
will be used as an alternative staging area.

The content of a Spare pool is not automatically moved back to the Storage pool when it becomes available. However, it can be
initiated manually through the Ul in the Storage Admin page> Data Store name >Move Files from Spare pool.

The Copy pool is a path to a copy of the Storage pool, in case the Storage pool is not available for Restore. In general, it uses a
path to a replicated copy on a remote site. The VTC will search in the Copy pool only when a Nonstop restore is executed and the
virtual volume is not found in the regular Storage pool.

Copy Pool Sync

When the Windows Advanced Pool Management is available, it allows volume copying from the primary storage pool to
the copy pool of the same Data Store by the CopySync program. Copying is done via the regular backup script and it is
automatically submitted after a backup or on demand through the Ul (for a single volume or the entire Data Store). The script
execution is reported in EMS as a regular backup script, although it is not configured as a script.

When activated, this option is incompatible with the backup script of an Enterprise Backup taking additional copies. However, an
Enterprise Backup Server that pulls files from the storage pool is compatible.

The CopySync program chooses an available remote path (copies are only done on remote paths) in the Copy Pool. If the only
available pathis local, the copy will not be executed. Please take note that:

® Any pre-existing instancein the Copy Pool is deleted.
® Thesource volume is opened with write protect, but allows concurrent readings.
®  The volume is not declared IN USE in the domain, but it is available to a load on the Nonstop restores.

®  After a successful copy, the target file modification time is set equal to the source file copying time.



If the Windows Advanced Pool Management option is not selected, the Copy Pool Sync option is not available. The storage pool
replication does not depend on the product and it is provided with the customer installation.

! The copy pool sync scenarios work only without ENCRYPTION.

Use the following example for Copy Pool Sync set up:
Before setting up the Copy Pool Sync, choose the paths that you want to store the filesinto:

\\ASTERIX\DATASTOREQC\ on the local storage pool

\\OBELIX\COPY_QC\ on a different VTC Copy Pool

1. To set up the Storage Pool:

a. Log in as user with Configuration Editable permissions. Go to Configuration > Data Store
> click on the Data Store ID where your storage pool has been created and click Switch to Edit
Mode.

b. Scroll down to Windows Pool section and select Storage Pool. In the Path* field put the name of the
path that you defined for the local storage pool (e.g.\\ASTERIX\DATASTOREQC\).

‘Windows Pool

C. Scroll down to Storage Route section and add one storage route for the local machine (e.g.
ASTERIX) and one storage route for the remote machine (e.g. OBELIX).

|
?
£

Rank* VT Comtrofler ID*

ASTERDN

2. Tosetup the Copy Pool:

a. In the Windows Pool section, click on Copy Pool and in the Path* field put the name of the
path that you defined for the copy pool (e.g. \\OBELIX\COPY_QC\).

Windows Pool

Storage Pool Spare Pool Copy Pool ‘

Path™ [WoseLDacoPY_acy

Add Path to Copy Pool

\OBELIX\COPY_QC\

b. Scroll down to Storage Route section and add one storage route for the local machine (e.g.
ASTERIX) and one storage route for the remote machine (e.g. OBELIX).

f
?
|

Rank* VT Comtrofler ID*

ASTERDN

3. To set up the Advanced options:

a. Go to Advanced option of the data store and check the option for Copy Pool Sync
feature, then click Update.
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b. Save the configuration

Make sure to set the shared file(s) permissions according to your data storage type.

b
—_—

To set permissions, see the detailed procedurein the Appendix D - Shared Files Permissions.

VOLUME COLLOCATION

% | Volume Collocation applies only to VTC with Data Stores other than QoreStor type or to configure the access to a
QoreStor replica in a DR SECONDARY Data Store.

When the Storage Optimization of the Data Storeis set as RapidCIFS, sub-folders are automatically created by Tape Catalog
(DSM/TC, TMF, CA, QTOS).

Ex:\\192.168.20.153\QA_Container\VG_NOCAT,\\192.168.20.153\QA_Container\VG_CAT.

1. Go to Configuration > Data Store > Switch to Edit Mode and click Create Data Store.

2. Fill out the Data Store Information fields. Select QoreStor as Data Store Type and RapidCIFS for QoreStor for Storage
Optimization.

Data Store Information

IUata Store ID® 1Q TORE I

Data Store Type YoreStor v
Status | Active [

Domamn Access to Data Store Primary b

Descnption

QoreStor Details
User Account
Password TTT T

Confirm Password LTI

Dusk Space Warming

Threshold (%) . 1=

Check Volume Timestamp o

t!uraat Optimization RapedCIFS for QoreStor I
THTE LNL St -

Update Exit Update Mode

3. ClickAdd to save the created Data Store.

4. Add Path to the Primary Storage Pool and Add Storage Route for the BackBox server. Update the Data Store
Information and Save the configuration.

5. Go to Volume Group page, Switch to Edit Mode and create a volume group. Fill out the Volume Group Information
fields and select the Data Store you have created before.



6. ClickAdd Volume Group and Save the configuration.

7. Go to Administration > Create Volume. Specify a label for volumes and choose the Volume Group you just created. Click

Add.
Volume Description
Volume Label® [coL1 |
Label Type* [Backur v
Comment A
W
|Vdume Group™ VG-QS-STORE v
TECTTITION
Volume Capacity: 25000 MB
Data Store: QS-STORE(QORESTOR)

|q.-my{1mml' ; I

Increment Base | 10 Dagits to build the next labels: 0~9 vl

B aliow volume to be automatically mounted

[asd ]

When running a backup, the sub-folder of the volume group (VCOLL in the example above) is automatically created on the server.

« v 4 1 > Network > YINGTEST > cirlocal > YINES00 > QS-STORE >
1 Config ~  Name h Date modified Type
" Log © VG-QS-STORE 2025-02-13 258 PM  File folder
. @S license
| System32
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QORESTOR DATA STORE

BackBox with Windows file Data Store can use different kinds of NAS Storage with deduplication engine (such as, ETI-NET certified
EMC Data Domain, HPE StoreOnce , Quantum, Cohesity ).

With BackBox 4.09 and above, the Quest QoreStor server can now be used as a NAS Storage featuring deduplication.
BackBox provides for QoreStor I/0 optimization with Quest Rapid CIFS source deduplication Client.

In most cases, a dedicated NAS storage is shared by a pair of VTC connected by FC or iSCSI to a Nonstop host (see the diagram
below).

Deduplication Storage

—

QORESTOR EMBEDDED DATASTORE

What makes QoreStor solution even more efficient is the possibility to run QoreStor on the VTC hardware as an isolated virtual
machine. This solution reduces complexity and hardware footprint.

When a pair of VTCis used (see the diagram below), one of the VTCs can be used to run the QoreStor VM, which will act as a
regular NAS for both VTCs.
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Non-Deduplication
Storage

QoreStor VM

N 5

Deduplication Storage
To scale out the above-mentioned solution, use an embedded QoreStor on each VTC (see the diagram below) to create a
datastore distributed across all VTCs in order to increase storage and throughput.

Non-Deduplication
Storage

Non-Deduplication
Storage

Embedded QoreStor Embedded QoreStor

Deduplication Storage

Deduplication Storage

QORESTOR OVERVIEW

Each embedded QoreStor can replicate data to a single QoreStor target (for data to be replicated). A QoreStor target can be:

® an embedded QoreStor
® acorporate QoreStor.

A QoreStor can be used as replication target by multiple sources.

Each QoreStor can expand its storage capacity by 4x using Cloud Tier Storage.

Policies define :

o if data can use Cloud Storage or not
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® how long data is stored on premise only, in the Cloud only, or on both

Cloud Tier

BACKBOX VTC

QoreStor

Replication
Target

DATASTORE MANAGED BY POLICIES

When creating a QoreStor Data Store, different levels of configuration have to be set up (with or without encryption, with or
without cloud tiering) in order to establish which QoreStor pre-configured container will be used.

To use Cloud storage expansion, open VTC Management Console to choose the storage Cloud service: AWS S3, Microsoft
AZURE, IBM-S3, Google -S3, Backblaze-S3, Wasabi-S3 and S3-Compatible.
Set up the following:

® connection string

® idle time

® retention criteria (on-premises) to identify which files are most suited for replication to the cloud (how long the files
are retained locally, when they are migrated to the cloud and when they are stored on the cloud only).

You can define a QoreStor Data Store with cloud policies, even if the cloud storage settings haven't been initially

'y configured. That specific Data Store will be available for cloud tiering anytime afterwards.

-1 If you enable cloud policies, the Data Store will use WORM (Write Once and Read Many) media type, as any file in
the Cloud Tier containers will be read only. Therefore, Nonstop tape pool should always be used with append off
if the files are to be used in a Cloud Tier container.

WORM characteristics are available even before the cloud setup.
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COLLOCATION BY VOLUME GROUP

A Windows Data Store uses a set of storage paths: copy pool path and spare pool path to store virtual volumes. Even if those
volumes are organized in volume groups (which correspond to Nonstop tape pool), they are indiscriminately stored in same
storage folders. In the new DataStore type, volumes from a volume group XYZ are stored in a sub-folder XYZ.

This feature helpsidentifying tapesbelow a volume group and setting selective backup policies.

QORESTOR CONTAINERS AND ADVANCED POOL MANAGEMENT

When more than one VTC with embedded Storage is used, in addition to storage replication (used to create off-site copies) a local
second copy can be created by BackBox copy pool sync. That local second copy improves the restore time when the original
VTC/QoreStor becomes unavailable, in case a restore is needed.

; QoreStor fast replication speeds up the write replication, but it doesn’t speed up the read from replication storage.
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The Copy Pool storage contains 2 copies that the VTCwill usein the most efficient way to restore.

——Control Path TCP/IP to NonStop.

Control Path TCP/IP to NonStop

Pool

Embedded QoreStor Embedded QoreStor
Deduplication Storage Deduplication Storage
| 1 Embedded QoreStor

———  ~ Replication with Data Deduplications = |

Deduplication Storage

WINDOWS-HOST PHYSICAL STORAGE MONITORING

QoreStor physical storage space is monitored to avoid overloading the QoreStor and, therefore, to avoid stopping specific
operations due to lack of storage space.

VTC MS monitors the storage and sends a warning message (#6027) when 10% storage capacity has been reached. Yet,
replication, copy sync, spare move, migration and backup operations will not be automatically stopped or compromised, even if
the warning is flagged.

If no action is taken when warning message is received and the service reaches 5% capacity (error message #6028), the
replication, copy sync spare move, migration and backup and backup operations will be stopped in prevention mode. Hence,
storage will be tagged as "read-only".

n Restore operations will work without interruptions, even while storage expansion actions are being performed.

45

Storage Capacity Threshold Messages

| |
Used Storage Free Storage

When Windows storage capacity reaches 10% capacity the EMS generates warning message (#6027) output:
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2025-01-27 21:50 EVENT DETAIL Page 1 END
. 2025-01-27 21:47:58 \INSIDX.S$Y7TD ETINET.100.100 6027

CYNH412-VTC2M2DOR02GM-W6027 There is less than 10% free space left on drive

X:\. Please free up more space for Qorestor VM running properly. Event

time:2025-01-27 21:47:52

Cause:

Effect:

Recovery:

n Contact your sales representative for physical storage expansion options.

45

| |
Used Storage Free Storage

When the storage capacity reaches 5% capacity the EMS generates error message (#6028) output:

2025-01-27 23:18 EVENT DETAIL Page 1 END

2025-01-27 23:17:45 \INSIDX.$Y8CB ETINET.100.100 6028
CYNH412-VTC2M2DOR02GM-E6028 There is less than 5% free space left on drive
X:\. Qorestor VM cannot be used for backup. Event time:2025-01-27 23:17:42

Cause:
Effect:

Recovery:

% If storage reaches 5% capacity (error message #6028), the replication, copy sync, spare move, migration and
d backup operations will be stopped in prevention mode. Hence, storage will be tagged as "read-only".

For details on the above-mentioned warning/error messages, refer to Messages Manual and Troubleshooting.

When physical storage capacity goes below 5% threshold, VTC MC prompts the following error message.
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User Configuration
VTC2M2D0R02GM  Administrator (Administrator) Reload Disconnect

EI {§} GoreStor | QoreStor System

EEma]

-4 ethD- 1 Gops - (182.168.20.147) SR Funning
: o eth1-10Gbps - () BBQS Status Operating nomally
; o eth2 - Intemal (192.168.5.5)
L8} Active Directory Cument QoreStor Version  7.4.0.222
-4t Replication Cument 05 Version Oracle Linux Server release 8.9

8t Cloud T
48t Cloud Tier QloreStor State Operational Model{Filesystem storage is full )

48 Diagnostics (1)
{8} Licenses (0) GloreStor Status Healthy

40 Users
{\:7} Event Forwarder
48} Cerificates
[—-@- Settings
- -{‘D License
j’ Seripting
e ,‘r WTC Admin
.. ‘,‘t WTC Emulater {FC)
- 4% VTC Emulator (I5CS)
. Security
[ @ Domains
- FC
- 15CS1 v

Update

Contact your sales representative for physical storage expansion options.

For more details on how to manage storage when capacity reaches warning and/or error level, contact ETI-NET Support.

INTERFACES USED WITH QORESTOR

VTCMC

For Embedded QoreStor licensed systems, the QoreStore can be configured via VTCMCinterface. For VTCswith Embedded

QoreStor, the following settings can be configured through VTCMC:

® Define QS Hostname

Set IP config of Embedded QoreStor corporate NIC and fast NIC (the internal NIC is pre-configured and shouldn't
be modified by the user)

Join/Leave Active Directory Domain

Define QS target replication

Get replication Status

Generate and download diagnostic package
Update Licenses

Update Users

Access Event Forwarder

QORESTOR USER INTERFACE

QoreStor offers a web-based user interface to monitor your QoreStor system.

Because the Embedded QoreStor is managed by VTC, a monitor user can access only Configuration Information
&= 1 and Status panels.

To access QoreStor Ul from any supported browser:

1. Navigateto https://<hostname:5233>


https://etinet.com/support/create-a-ticket/

Use either the host IP or hostname.

2. Login with the default credentials: username: monitor/password: BackBoxQS

QORESTOR Ul OVERVIEW

The QoreStor Ul consists of differentsections structured as follows:

® Header panel
®  Navigation panel

®  Statuspanel
®  QOperations panel

General Information

Syites Thidughaul

ECAC AR G RN Basdaed

Bt L

Header panel gives access to the following features:

O QoreStorAlerts - list of Alertson the QoreStor system.
O Current User - displays current user account details, log out option, and switch the Ul to the Light theme.

Status panel with access to the following items:

O Version - displays theversion of QoreStor
O System Status- displays the status of the QoreStor

Navigation panel with navigation options for the following action items:

Dashboard
Containers
Local Storage
Cloud Storage
Replications
System
Diagnostics
Users

Events
Management

OO0 OO0OO0OO0OO0OO0OO0OO

Operations panel that displays data and various appropriate dialog related to the chosen navigation option.

Supported software browser versions:
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O Microsoft Edge 44 or later
O Google Chrome 75 or later

PORT CONFIGURATION

Component/Function Required Ports

Ul/Cloud Tier

80
5233

Replication ® 9904

® 9911
9915
9916

CIFS ® 445

Secure Connect2
® 9443

BACKBOX STORAGE ADMINISTRATION

QoreStor can be monitored as Windows File Data Store on the BackBox Storage Administration page.

User: _super.etinet

Administration Domain: ESOINEW
9/29/2025 10:52 AM
n out

Status DS_QS_E501 Administration

Data Store DS_QS_E501
Storage Admin

Storage Route First Available VTC ~] Reply from: B8OX2019-1 | Refresh
Number Of Files Operation
24PM
apM Copy sync uncopied files

1,998 48,865.15 1,998

Start Migration

Detail Report By ® path ) Volume Group J Jobs

[T

of Size of
. user Non-
Volume  Disk Number Non-
mmad [ |FORS R ) Rank ht o na(t:s)&m ~brethy Baf,l;m— Last Update Path Status
up
Fans  Files(MB)
EX7] N———
Storage | 3492060827 | 178 | 'GB  [\BBAS4T 1| s4 54 1,923.64

- B8C o0a |2 N N
Stor 2051317403 Q _ 00 554.86| 1,0
Storage | 205131 178 L ICATE\ESO1ME 1 | 1004 |2455a 1,004
Spare | 1454802941 |4.6TB| - [\TOUTATIS\DS. 501_SPR 1 0 0.00 0 0.00
Migration| 1454802941 | 4.6 TB B \TOUTATIS\DS_WIN_E501\ NC | 1998 |a48,865 15[ 1,998 ] 48,865.15
R DA
Copy | 3426224537 | 178 e T LOCALIS A=W s6 | 1,972.56 > |Good

. \copvPoOL

\\BBQS47REPLIC!
ESO1NEW\D:

Directory \\BBQS47REPLIC\CRYPREPLICATA_BBQS47
ESOINEW\DS_QS_ESO1\ is not created yet

Copy | 3022594753 | 1TB

BQS47\CRYPLOC
COPYPOOL

1002 |24,505.95 Good

Copy | 1717045657 | 178

\\BBQSSO0REPLIC\CRYPREPLI Error cod
ES01NEW\D: ES01! The user

0061. Folder access test as falled: (1326)
ame or password is incorrect.

Copyright ETI-NET, 2003-2025

QORESTOR MESSAGE FORWARDING

Events
Healthy

‘ ‘ QoreStor

858866 INFO 2025-07-30 10:48:08 Qorestor Repository Cleaner process stopped as per schedule, will re-start at Wed Jul 30 13
858790 INFO 2025-07-30 10:36:04 QoreStor Repository Service re-started.

WARNING 2025-07-30 10:36: QoreStor Repository Service is not healthy. Client access will be interrupted.
858425 INFO 2025-07-282 QoreStor Repository Cleaner process stopped as per schedule, will re-start at Tue Jul 29 1
858299 INFO 2025-07-28 09:04:03 Qorestor Repository Cleaner process stopped as per schedule, will re-start at Mon Jul 28 13:00:00.
858107 INFO 2025-07-2704:27:39 QoreStor Repository Cleaner process stopped as per schedule, wil re-start at Sun jul 27 13:00:00.
858036 INFO 2025-07-26 12:29:17 QoresStor Repository Cleaner process stopped as per schedule, will re-start at Sat Jul 26 13:00:00.
857928 INFO 2025-07-25 13:15:25 Qorestor Repository Cleaner process started as per schedule, will be active until Fri jul 25 18:00:00.

857583 INFO 2025-07-22 10:08:44 QoreStor Repository Cleaner process stopped as per schedule, will re-start at Tue Jul 22 13:00:00.

857544 INFO 2025-07-22 09:47:50 QoresStor Repository Service started.
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Messages from the embedded QoreStor are read by VTCand forwarded to Nonstop EMS log.
Examples:

25- 07- 30 12:29:17 \ETINIUM $Y463 ETI NET. 100. 100 030000
SHE409- BBOX2019- 3-1 30000 290- QoreStor Repository C eaner process
stopped as per schedul e,

25- 07- 30 13:15:25 \ETINIUM $Y465 ETI NET. 100. 100 030000
QCH409- BBOX2019- 3-1 30000 290- QoreStor Repository C eaner process
st opped as per schedul e,

QORESTOR UPDATES

To run QoreStor updates, go to VTC Management Console and run the updates (if any available): Embedded QoreStor > System
> Update.

REPLICATION

Data replication creates multiple copies of data and stores them at different locations to improve their overall accessibility across
a network. In general, data replication applies to both servers and computers. The data replicates can be stored within the same
system, on-site and off-site hosts, and cloud- based hosts.

Although data replication is a complex process (requiring extra-storage, compliance policies, etc.) there are considerable
advantages of using it:

® |mprove data availability
® |ncrease dataaccess speed
® Enhance general performance

® Coverawiderange of disaster recovery scenarios

To use data replication with Embedded QoreStor, go to VTC Management Console (Replication) and perform the required steps
under the node Replication.

CLOUD TIERING

QoreStor's cloud tier feature enables QoreStor storage to be expanded to the cloud tier for better deduplication management.
Using your existing BackBox and CIFS protocol, files can be written to a QoreStor container and transparently replicated to your
cloud tier according to easily defined policies.

QoreStor provides a policy engine that allows you to set idle time and on-premises retention criteria to be used in identifying
when files are replicated to the cloud. Policies are defined at the container level

and are applied to all files within that container. Using the QoreStor Cloud Policy, you can replicate files based on:

® |dletime - replicate stable filesidle for more than the selected number of hours.
® On- Premise Retention Age policy - allows you to specify how long a file copy is kept on the QoreStor local storage
after having been replicated to the cloud.

Once the retention age passes, the file on the QoreStor server becomes a stub, meaning that the file resides in the namespace,
but the data resides only in the cloud. Files are always read-only in the cloud tier folder (WORM).

If you are using QoreStor DataStore, the WORM will make the Cloud Tier data store contents read-only before
L % | setting it up for Cloud Tiering.

To set up and configure Cloud Tiering, go to VTC Management Console ( Cloud Tier) and follow the steps to enable the option and
set it up.

Make sureyou haveacloud service provider (such as Microsoft Azure or Amazon S3) and access to all relevant
L% | information.




IBM TIVOLI STORAGE MANAGER (TSM) DATA STORE

In a IBM Spectrum Protect (Tivoli Storage Manager) server, a virtual volume is made of a series of IBM Spectrum Protect (TSM)
objects of a certain size.

When the BackBox is set up as a storage appliance, its server can be a IBM Spectrum Protect (TSM) client and/or a host dedicated
IBM Spectrum Protect (TSM) server.

IBM Spectrum Protect (Tivoli Storage Manager) Software

The IBM Spectrum Protect (TSM) Windows client API runtime module is required by all VTCs accessing IBM Spectrum Protect
(TSM).

This software must be bought from an authorized distributor and installed according to user requirements.

IBM Spectrum Protect (TSM) Features

BackBox is a IBM Spectrum Protect (TSM) API client and all IBM Spectrum Protect (TSM) functionalities offered to API clients are
available.

® Rule-based storage management, with automatic migration and duplication.

® Supportof several serverplatforms.

® A choice of connectivity between the BackBox and the IBM Spectrum Protect (TSM) server, including LAN-free
connections.
® Awide choice of storagemedia, drivesand libraries.

Refer to the IBM Spectrum Protect (Tivoli) documentation for more information about IBM Spectrum Protect (TSM).

IBM Spectrum Protect (TSM) Activity Log

Each time a new session is activated from the VTC to the IBM Spectrum Protect (TMS) Server a message will be issued to the TSM
Activity Log. This message states the virtual tape labels for which the session was started.

4/ 27/ 2025 11:17: 25 ANE4991l (Session: 1639, Node: QCMONT)

ANE4991 BackBox: Starting session for the virtual volune PBCT04 in WRI TE node.
( SESSI ON: 1639)

Integrity Check for Written Volume(s)

When a recently re-written volume is unloaded, the IBM Spectrum Protect (TSM) data base is queried to verify the list of IBM
Spectrum Protect (TSM) objects containing the virtual volume.
If an anomaly is detected, message #6005 or #6006 is issued to the EMS. The backup should be re-executed and ETI-NET

Support contacted.

® The backup or TMF dump finishes without any error.
L% | ® Thenumber of IBM Spectrum Protect (TSM) objects can be seen in the Volume detail web page.
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ADDITIONAL FUNCTIONALITIES

AUTO-SCRATCH MECHANISM

When auto-scratch is enabled in the Volume Group configuration, the VT Controller does not access the image of a virtual
volume that is mounted for output, but it recreates the image of that volume.

This mechanism makes it possible to:
® Avoid restoring the archived image of the expired virtual volume

® |nstantly move the Windows files from an unavailable path (disconnected or full) to an available path, or to the most
efficient path.

.| The volume content is deleted by this operation before any tape data is read by the Nonstop. When Auto Scratch
&= | is not enabled (set to NO), the last image of the tape volume is presented to the Nonstop host.

For more details on Auto Scratch at Load Time settings and configuration, refer to Data Store and Volume Group.

Auto Scratch isincompatible with POOL setto APPEND ON.

The Auto Scratch mechanism is active for automatic mounts and for manual loads initiated through the Pending Mounts section
of the User Interface.

When processing these mount requests, the Domain Manager knows the characteristics of the Guardian DEFINE CLASS
TAPECATALOG that initiated the mount request and can determine if the volume is scratch or not. For a DEFINE CLASS TAPE, the
scratch status is determined by the tape header expiry date saved in the BackBox catalog.

The auto-scratch mechanism is never active for manual loads initiated through the Ul Volume Detail page. Manual loads
should be executed in the Status Node page.

The conditions to determine a volume scratch status depend on the type of label and catalog processing settings:
TMFtapes
The media must be SCRATCH in the TMF catalog. The label processing must be enabled.
The define attribute USE must be OUT.
DSM/TC cataloged tapes
The tape define must be TAPECATALOG class.

The tape volume must be SCRATCH in the DSM/TC catalog. The label processing must be enabled.

The define attribute USE must be OUT.
The tape volume must be recognized and known by DSM/TC. The status of the tape volume must be
PENDING or SCRATCH. No tape file is cataloged on the required tape volume.
The DSM/TC pool associated with the tape mount must be set to APPEND OFF.
QTOS cataloged tapes
There must be atape define of TAPE class The label processing must be enabled.
The define attribute USE must be OUT.
Un-cataloged tapes
There must be a tape define of class TAPE The label processing must be enabled.
The define attribute USE must be OUT.

The expiry date in the 1st file tape header (HDR1) recorded in the BackBox catalog must have been
reached.



DELETE EXPIRED VOLUMES
To be able to free expired volume occupied storage, the Delete Expired Volumes in the Volume Group configuration must be
checked.

Thecleanup is triggered by the TACL macro BB017_FREE_EXPIRED in the daily batch 0BB0O17. The automatic cleanup is available
only for DSM/TC, TMF and QTOS catalogs.

If a Delete script is configured for the Data Store, it is submitted to have the enterprise backup solution free its own storage.

VIRTUAL VOLUMES ACCESS CONTROL

Accessto virtual volumes can be secured at the volume level.

The VT Controller access control is similar to the basic security of the Guardian file-system. It works better when the Volume Group
is set as auto-scratch, because the ownership of a volumeisreset each time the volume is rewritten for a new backup.

Security attributes are stored in the BackBox catalog for each virtual volume: The Guardian owner (Guardian node and Guardian

user ID)
Three access authorizations: Read, Write and Control.

Read: to read the volume data
Write: to read, write and delete the volume data
Control: to change the volume security through the Web interface.

The security attributes are checked against the user at each volume operation; unless it is a load of a volume known as SCRATCH
by DSM/TC or TMF and the auto-scratch is enabled.

Security attributes are reset each time the volume is loaded for output:
® TheGuardian user becomes the owner.
® The access authorizations are initialized by the default values configured for the Volume Group, then overridden

if the Guardian TAPE/TAPECATALOG DEFINE contains the special keyword BBOX- SECURE=rwc (Read, Write and
Control authorizations).

User/Owner Identity

® To get the user identity, the Domain Manager queries the mount request detail from MEDIASRV.
® For operations initiated through the Ul, the Guardian login information (Domain Manager node and user ID) is used.

Authorization Specification
Each of the three authorizations, Read, Write and Control, specifies how the user accessing the volume should be compared to the
volume owner. Access can be:

N Any node, any user-id

CAny node, same group number U Any node, same user-id

A Same node, any user-id

G Same node, same group number 0 Same node, same

user-id

? Use authorizations that were set at backup time

. Disabled access

?isaspecial value that cannot be entered, but is displayed by the BackBox Ul for volumes that were created in a RESTRICTED Data
Store.



For such volumes, the domain does not hold the RW authorizations; the access control is done by the VTC against the
authorization specifications that were set at backup time and copied as metadata in the Data Store.

. is another special value that cannot be entered or removed. This is the value displayed for WRITE access when a volume is in a
RESTRICTED or SECONDARY Data Store. Such volumes can never be written for a new backup.

bbox -Secure Specification

bbox-secure=rwc can be added to the MOUNTMSG DEFINE attribute. The keyword and authorizations are not case sensitive.
Example of specification through a TAPE DEFINE:
RESET DEFI NE *
DELETE DEFI NE
=TAPE1
SET DEFI NE CLASS TAPECATALOG
SET DEFI NE FI LEI D FULL- BACKUP POOL
SET DEFI NE BBOX_BACKUP

SET DEFI NE LABELS BACKUP

SET DEFINE MOUNTMSG "Full backup bbox-secure=Ga0'
SET DEFINE USE OUT

ADD DEFI NE =TAPE1l
Un-Cataloged Volumes

Restricting the access touncataloged volumesis conditional.

There is no volume status in Guardian that allows recognizing a SCRATCH volume before accessing it. This way, the authorization
check cannot be bypassed.

Updating Security Volumes Attributes

The Security attributes of a volume can be changed through the Ul: Volume > Volume Details > Edit. To change the volume
ownership or access authorizations, the user must have CONTROL access to the volume or be SUPER.SUPER on the node running
the Domain Manager. In addition, the volume must be created in a PRIMARY Data Store.

DEVICE RESERVATION

Some tape devices can be reserved for specific usage: for example, if six devices are defined for a Nonstop node, one of
these drives can be reserved for TMF AUDIT DUMP activity.

Tapedevicesarereserved forvolume class(es) that are defined in the Volume Group configuration.

Reservations can also be modified by the TACL macro BBO20_RESERVE that allows automatic reservation changes in scheduled
batch.

The default is set for a device to mount volume(s) of any class.

Reserved drives are preferred, in general, for volume(s) of aspecified class.

PRE-LOAD

When a multi-volume backup set has been moved from a Windows disk Data Store to an enterprise backup server, a RESTORE
operation may last for a long period because of the time needed for each volume switch to execute the restore script.

Pre-load applies only to the restore of multi-volume backup sets. It anticipates the next volume load by executing its restore
script, while the previous volume is being read by the Nonstop.



To use pre-load with multi-volume backup set:

® Make suretherearetwo virtual devices available for each Nonstop restore tape process.

® Enable Pre-load in the Volume Group configuration.

BackBox detects and registers multi-volumes backup sets (BACKUP, BRCOM or TMF dumps). When a load for input is executed and
the volume is part of a multi-volume set:

1. Therestorescript for the first volumeisrun.
2. Assoon as the first volume has been mounted and is in use by the tape application, the restore script for the

second volume is started.

3. When the restore script ends, the volume is loaded and recognized by the Nonstop tape system as an "Unrequested
load".

4. When thetape application requests the next volume, it isalready mounted.

When the next volume has less than 1MB of data, the pre-load is not executed.

RESTRICTED DATASTORES

A Restricted Data Store is a view of a Data Store owned by another domain. Restricted Data Store provides read access to virtual
volumes owned by another BackBox Domain, most often running on different NSK nodes.

Restricted Data Stores are also away to manually repopulate the BackBox catalog when the catalog has been lost, and:

® No backup is available to restore VOLUME*
® No DSM/TC or TMF Catalog can be used as a source of re-registration in the BackBox domain (Import from

tape catalog)
® Actual volumeimages arestill availablein the Data Stores

The Data Store is created RESTRICTED to manually register the volumes in the domain. Once volumes are registered, the Domain
access of the DataStoreis changed to PRIMARY to allow backup and restore.



RESTRICTED DATA STORE

g Data Store A
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Domain BBOX 1 VT Controller

_,—» Data Store B
VT Controller —
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III VConliﬁationr
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Local Event
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Wl Data

Guardian Tape System

To Set-up aRestricted DataStorein a Domain:

In the Domain configuration, a Data Store is defined with RESTRICTED domain access. The Data Store ID and Volume
Group IDs are ideally the same as in the original domain. If different, the original ids must be specified in Primary
Data Store ID and Primary Volume Group ID. These primary IDs become visible in the configuration pages only when
the Data Store access is set to RESTRICTED.

The volume images in the Data Store must have been created with these same primary Data Store IDs and Volume
Group IDs.
Oncethisis completed:

The Volumes Creation page is used to register the volumes in the domain catalog. The volumes creation in a
RESTRICTED Data Store only registers the volume labels in the domain catalog. The image of volumes in Data Stores
and TMF/DSMTC catalogs are not accessed.

The deletion of volumes removes only the volume entries from the domain catalog.

Tape application running on the nodes of the alternate domain can access the restricted volumes in Read only (SET
DEFINE USE IN) mode.

For WINDISK Data Stores:

® Only Restore and Post restore scripts are available.
® The volume timestamp check is not available.

Theaccess control to volume datais different from a PRIMARY DataStore:

In PRIMARY Data Stores, access to a volume is controlled by the security settings (volume owner and access
authorizations) stored in the domain catalog.

In RESTRICTED Data Stores, Read is the only access option. The Read access is controlled by the security settings
(owner and authorizations) that have been set in the original domain when the volume was written for a backup.

In the volume details displayed by the Ul, access rightsare shownas? or ..
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The ? indicates the domain does not know the authorization and the owner for READ access. The . indicates the WRITE

access is disabled.

Access Authorizations Notes:

® |f volume security settings are modified through the Ul in the PRIMARY Data Store domain, these changes will
not be forwarded to any other RESTRICTED Data Store domains.
® READ and WRITE authorizations can be updated only in PRIMARY Data Stores. The user must manually coordinate

the sharing of Data Stores between domains.
Adatastore can be configured for simultaneous access by:

® Asingle PRIMARY domain.
® One or several RESTRICTED domains.

With some NAS storage types, BackBox cannot open files in exclusive mode in order to avoid many program updating the same
virtual volume at the same time and preserve data integrity. If DSM/TC Catalog is correctly configured it is possible to avoid
selection of the same tape volume by multiple host.

In IBM Spectrum Protect (TSM) API Data Stores, simultaneous access on the same volume by several domains is also technically
possible and can be avoided in the same way.

The Domain access to Data Store can be modified at any time:
® |nasite or recovery environment, a RESTRICTED Data Store promoted to PRIMARY replaces the original owner.
® When a RESTRICTED Data Store is promoted to PRIMARY domain access, the volumes of the Data Store will

progressively migrate to the full Primary domain access state, as they are rewritten for backup by the new
Owner domain.

When a PRIMARY DataStoreis changed to RESTRICTED, then changed back to PRIMARY less than 24 hours after,
£ there is no progressive migration: all volumes are considered immediately migrated.

After a volume is migrated:
® The next load will be controlled by the volume timestamp (if the timestamp is enabled by the Data Store
configuration).

® Thenextaccess will beauthorized by the security setting registered in the domain catalog.

When volumes are not migrated, they are managed as Restricted.
There is no control of volume timestamp.

Theauthorizations displayed in the BackBox Ul look like: ??N.

The two ? indicate that READ and WRITE access will be checked according to the settings saved at backup time as
metadata in the tape volume image.

The user can override the security settings by specifying regular authorizations (such as N, 0, G) for READ and WRITE
access and for reviewing the ownership (displayed in the same volume detail page).

SECONDARY DATASTORES AND CATALOG REPLICATION

To prepare for disaster recovery, virtual tape volumes must be backed up or replicated. The tape catalogs on Nonstop (BackBox
catalog, DSM/TC catalog, etc.) must also be saved.

The virtual tape volumes are saved by specific storage means: HPE StoreOnce, IBM Spectrum Protect (Tivoli Storage Manager -
TSM), Data Domain, and disk arrays. All these have their own methods of duplicating the objects representing a tape volume.
BackBox is not involved in this data replication, except when the replication is obtained by triggering backup scripts (when virtual
volumes are written).

With Catalog Sync option, BackBox replicates the entries in the BackBox and DSM/TC catalogs immediately after each backup.

QTOS,CA and TMF catalogs cannot be duplicated. For environments using these catalogs, only the BackBox catalog will be
replicated from the primary to the secondary side.



The BackBox catalogreplication brings several benefits:

® The timestamp of the last backup on the volume is written and will be verified against the volume in storage at
restore time, securing the identification of the version of the volume data.

® When the virtual volumes are written on Windows disk and then saved to an enterprise backup server, the BackBox
catalog contains the name of the original Windows file. At restore time, this name must be specified in the command
to the enterprise backup software.

® Thereplicated volume may inherit owner and accessrestrictions.

To receive the replicated catalog entries on the secondary site, a Data Store must be configured with SECONDARY domain access
in the BackBox Domain on the secondary site.

Refer to the BackBox Catalog Sync Option manual for moreinformation.

CLONING PHYSICAL TAPES

Use OBEY file 0BBO55 to clone a set of physical tapes to a set of virtual media. The OBEY file receives two tape drive inputs: one
physical and one virtual.

The new virtual tape has the same label as the physical one and it is automatically added in the BackBox catalog once created.

L% | This option is not available on the Virtualized BackBox.




CONFIGURATION

The chapter is organized as follows:
Domain Configuration -the main entities defined foradomain configuration.
Special Considerations at Installation - notes on installation procedure
Domain Network - network architecture, structure and port numbers
Tape Catalogs in the Nonstop System - tape catalogs and integration
Nonstop Access Authorizations - access control to the Nonstop resources
Data Stores - characteristics of WINDISK and IBM Spectrum Protect (TSM) Data Store types
The two last sections provide info on the ESM extractor and on the recovery procedure:
EMS Extractor Configuration - reference set for the BBEXT program that automates the tape load.
Procedures for Recovery - backup procedures.

ENTITIES CONFIGURED IN A DOMAIN

The BackBox Domain configuration defines the VTC(s) and their virtual devices, where the volumes and virtual volume images
are stored.

This configuration is kept in the BBSVCFG Nonstop file located in the same disk sub- volume as the Domain Manager program
BBSV.

This configuration is updated through the BackBox User Interface.

From the main Configuration tab of the Ul, a sub-tab allows the user to configure each entity:

® Domain contains global data such as the license key and the trace settings.

® NSK Nodes includes operational details and parameters about the Nonstop systems.

® VT Controller defines the virtual devices and the TCP/IP or iSCSI/FC connections to the Nonstop.
® Key Manager manages the encryption method.

® DataStore describes where the virtual volume images are stored.

® \olume Groups sets volume attributes, such as maximum volume size, volume type, and matching Nonstop
catalog and pool.

DOMAIN

A domain is an operational environment for tape applications. It is a set of one or more Nonstop systems connected to one or
more VTCs. The domain is defined by a catalog of virtual tape volumes and a set of configurations for the VTCs, the storage, and
the tape.

NSK NODES AND NSK PROFILES

The NSK nodes make up the system where the VTC(s) presents the tape drives. The VTC(s) presents their tape drives to the NSK
node systems.

The NSK profile configuration includes operational details, such as timeouts on the EMS Extractor running on each node.

The actual values are stored in NSK profiles. Usually, the NSK profile created by default does not need adjustment and can be
shared by all NSK nodes of the domain.

VTCs AND VIRTUAL DEVICES

The VTC configuration defines the VTC servers and associates some or all of the available iSCSI/FC connections to virtual tape
drives on the Nonstop systems.

Each available physical iSCSI/FC connection to the VTC is presented as a port in the VTC configuration page.

Configuring several virtual devices on the same port:

®  Allows more tape applications to run concurrently.
®  Maximizes the usage of the available bandwidth.



With the virtual Nonstop, the iSCSI port is a virtual device that establishes connections between the VTC and the virtual Nonstop.
There is a total of 12 iSCSI ports allowed per network adapter connection.

DATASTORES

A datastoreis adatarepository for aset of volume groups.

To configure a data store in a domain you must define an area of storage and the routes to the storage. The routes establish
through which VTCs a given storage area can be reached. The data storage area must be available to all routes of the data store.
For a Window disk Data Store all paths configured in the disk pool must be reachable by all VTCs defined as routes.

VOLUME GROUPS

A volume group is a group of volumes that share the same set of attributes:

® Datastore name.
®  Tape maximum size.
®  BackBox compression.

® (atalog typeand name.

Once a volume group has been created, its name cannot be changed.

Maximum volumesize, class, compression and encryption will take effect only on volumes loaded for
L% | output.

SPECIAL CONSIDERATIONS - INSTALLATION
o SPECIFICATIONS FOR MOUNT REQUEST MESSAGES IN EMS

The mount request message issued by $ZSVR in EMS must specify the volume label, in order for BackBox to automatically mount
the requested volume on a tape drive.

Tape catalogs like DSM/TCand TMF identify the volume to mount in the request.
Third party tape catalogs must be configured to generate mount requests that include the tape label.

OBEY files for uncataloged tape operation must not specify VOLUME SCRATCH in the TAPE DEFINE, but rather specify a volume
label.

e RECOMMENDATIONS FOR TAPE DEFINE
The TAPE or TAPECATALOG DEFINE should not specify any tape drive. This will allow BackBox to choose a tape drive, providing:

®  Fail-safeprocessingwhen someresources, such asaVTCserverare down, but others aresstill up.
® Load balancing on the available resources.

BackBox will choose the appropriate drive if there is a mix of media types or if a VLE drive isrequired for tape Encryption.

e OPTIONS FOR BACKUP, BRCOM AND TMF

These options should be reviewed, given the differences between physical and virtual media. Some options apply to real media,
but not necessarily to virtual media.

Always use the maximum BLOCKSIZE supported.
Use 52K in BACKUP and TMFCOM DUMP FILES commands.
The block size of TMF Audit dump must be configured by TMFCOM

With Backup/restore 2 BRCOM uses the maximum 56 K (by default). For Backup it is important to specify the BLOCKSIZE
because the default value is only 4K.



®  Avoid using NOUNLOAD.

VIRTUAL VOLUMES

VIRTUAL VOLUME SIZE

The maximum size of virtual volumes is configured by Volume Group. Note that the allocated size of avirtual volume is limited
to the size effectively used for the data after compression (if applicable), in both Windows files and IBM Spectrum Protect (TSM)
Data Stores.

This size should be consistent with the media capacity expected by the software (such as DSM/TC and TMF). For example, a very
small size such as 5 MB should be generally avoided. For more info, see section Number of Virtual Volumes.

If virtual volumes are to be exported to physical media, the amount of uncompressed data must fit on a single physical media.
Similarly, physical media content must fit in a single virtual volume when imported.

The maximum volume size must be supported by the Data Store.
In Windows files Data Stores, the maximum volume size plus 10% must fit on a single disk.

In IBM Spectrum Protect (TSM) Data Stores, the Volume Group configuration allows the split of a single virtual volume into several
IBM Spectrum Protect (TSM) objects, allowing a very large virtual volume size. See details in the Volume Group section.

Note: Smaller volumes can reduce the time for a partial restore in a multi- volume backup, when BACKUP was executed with the
CATALOGFILES option, or when the user keeps the backup output report and chooses the required volumes in this report for the
partial restore. The benefit is especially import- ant if the Data Store is Windows files with archive scripting, and if the Windows files
must berestored on Windows disks before the virtual volume load can be completed.

Because each volume load introduces a delay, very small virtual volumes will significantly increase the time to complete a multi-
volumes restore operation.

The maximum volume size is usually set from 10 to 50 GB.

NUMBER OF VIRTUAL VOLUMES

Smaller catalogs are easier to manage. Therefore, it is recommended to avoid defining more volumes than needed. In some
environments expired storage freeing is not possible, either because the tape catalog is not supported by BackBox or because it
was not possible to write a delete script to remove the volume copy from the enterprise backup storage.

In such environments, the only way to limit the storage occupied by volumes is to speed up volume re- use by keeping the
number of media as close as possible to the actual number needed.

VIRTUAL VOLUME MEDIA TYPE

Media types, such as LTO3 or LTO4, are not associated with each volume in the BackBox catalog. Each volume is considered being
of the type currently defined in its volume group.

Consider the following when define virtual volumes:
® Each tape drive reportsa media type to Nonstop host queries.

® DSM/TC (but not TMF) associates a media type with each cataloged volume. When a DSM/TC volume is
requested, it will load only on media compatible tape drives.

® Some features are available only on specific tape drive types. For example, when the volume encryption is
implemented through HP VLE, only LTO4 tape drives are supported.

BackBox VTCcan emulate these mediatypes:

® (CART3480 (for migration)
® LT02 (for migration)

e LT03

e |TO4

® LT06

e |TO7



e |LTO8

® V0505 for virtualized BackBox on the Virtualized Nonstop
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For BackBox TCP/IP, the firewall must have the correct ports opened to allow the connection to be established in the direction
shown in the diagram.

Domain

NONSTOP NODES PER BACKBOX DOMAIN

A domain is defined by:

1. A main node that hosts the Domain Manager and a catalog of virtual volumes. This node runs the daily cleanup job
0BB017.

2. Optional peripheral nodes that host only the EMS Extractor.
The Ul requires a distinct login to each domain. Ul instance shows only the configuration and operation of one domain at a time.

A multi-nodes domain consolidates the configuration and the operation of multiple systems, but it creates dependencies. The
Domain Manager needs to be available to mount a tape on any of these systems.

There is no limit to the number of nodesin a domain, but the response time might become an issue with more than six nodes.

It is possible to concurrently operate several BackBox domains on the same Nonstop node, but each domain must have its own
separate:
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®  DomainManager (distinct TCP/IP port).

®  Domain installation sub-volume (programs, catalog and configuration).

®  EMS Extractors (BBEXT processes).

®  Data Stores (Disk for Windows data store, storage pool for IBM Spectrum Protect TSM Data
Store).

VTCS PER DOMAIN

For fault tolerance reasons we recommend that two or more VTCs be attached to each Nonstop node(s). Several BackBox
Domains can shareasingle VT Controller.

Although it is possible to share a device between domains, the load balancing across VTCs and virtual devices may not be
optimum.

Network Configuration

All the control commands between the BackBox components (including Guardian BackBox components) are carried over TCP/IP
sockets.

When there are several NSKnodes in the same BackBox domain, the Domain Manager accesses Guardian services on remote nodes
through Guardian IPC over Expand. TMFSERVE and MEDIASRV processes are started in a remote node to access the tape catalogs.

Beside the requirement for Expand connectivity, the security settings must allow remote queries and catalog update commands
to DSM/TC and TMF.

For furtherinformation on security, referto Nonstop Access Authorizations.

When the DSM/TC or TMF catalogs are not on the same node as the Domain Manager, the security parameters for remote access
must be reviewed.

Assign to each VTCapermanent TCP/IP address.

Checkall TCP/IP traffic for local network routing and firewalls. For default port configurations, see TCP/IP Traffic Port
Configurations in table below.

X If the Ul isseparately installed on another instance than the VTCMC, go to Ul > Preferences and set up the SSL protocol
N manually to match the VTC MC settings. For more info see SSL Setup.

. The SSL Protocols selection field isdisabled if the Ul and the VTCareinstalled on the same server. In this case, SSL
F i\ should be enabled through the VTC management console. For more info see section Settings>Security in the VTC
Management Console.

TCP/IP TRAFFIC PORT CONFIGURATIONS

Client Server (Inbound Rule) Standard Port Protocol Protection

Product Mandatory Firewall Rules

Workstation (Ul Client) Nonstop ( Domain Manager) 4561 TCP TLS
Note1l Note 2
Workstation (Windows Desktop VTC(Windows Remote Desktop 3389 TCP (RDP) SYSTEM
Client) Server) Note 7
Note 3
Nonstop (Domain Manager) VTC (FC Emulator Services)- 8764 TCP TLS
Mandatory only if fiber virtual
A . Note 2
tape devices are defined.
Nonstop (Domain Manager) VTC (Administrative Services) 8766 TCP TLS
Note 2
Nonstop (Domain Manager) VTC (iSCSI Emulator Services) - 8767 TCP TLS
Mandatory only if virtual iSCSI.
Note 2
Only if Windows Disk Data Store with IBM Spectrum Protect (TSM) scripts is used:
VTC(Windows scripts fetching IBM Spectrum Protect TSM Server, 1501 TCP TLS
the IBM Spectrum Protect TSM Data Service
. . Note 5
client command line)
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SSL in the VTC.htm

VTC (Script Manager Service) IBM Spectrum Protect TSM Server, 1580 TCP TLS
Administrative Service
Note 5
Only if Windows Disk Data Store is used
VTC (Emulator and Administrative VTC (Network Share) 445 TCP SYSTEM
Services) (CIFS/SMB)
Note 4
Only if QoreStor Data Store is used
Workstation (Web Browser) QoreStor Log-in 80 TCP SYSTEM
Note 6
Workstation (Web Browser) Cloud Tier 5233 TCP AES 256
VTC (QS Source Replication) VTC (QS Target Replication) 9904 TCP AES 256
VTC (QS Source Replication VTC (QS Target Replication 9911 TCP AES 256
VTC (QS Source Replication) VTC (QS Target Replication) 9915 TCP AES 256
VTC (QS Source Replication) VTC (QS Target Replication) 9916 TCP AES 256
VTC (Emulator and Administrative VTC (QS Network Share) 445 TCP SYSTEM
Services) (CIFS/SMB)
Note 4
VTC (Emulator and Administrative VTC(QS Secure Connect?) 9443 TCP TLS
Services using RapidCIFS)
Only if TSM API Data Store is used
VTC (Emulator and Administrative IBM Spectrum Protect TSM 1501 TCP TLS
Services) Server ( Data Service)
Note 5
Workstation (Web Browser) IBM Spectrum Protect TSM 1580 TCP TLS
Server ( Administrative
. Note 5
Service)
Onlyif iSCSI connectivity is used
Nonstop Storage CLIM (iSCSlInitiator) VTC (iSCSI Target ) 3260 TCP SYSTEM
Note 4

Note Description

NOTE 1—> Default BackBox application port or assigned port number.

NOTE 2—> TLS needs to be enforced in the BackBox configuration. See BackBox product documentation BackBox SSL Setup for
more information.

NOTE 3—> Portprotections depend on the Windows serverand/or Active Directory Remote Desktop security policies.
NOTE 4—> Itis recommended to use point-to-point Network connection for data path protection.

NOTE 5— TLS needs to be enforced in the Spectrum Protect configuration. See IBM Spectrum Protect documentation on how
to enable TLS communication.

NOTE 6— Portprotection depend on certificate and browser policies.
NOTE 7—> RDP port needs to be open if Remote Desktop application will be used to manage the server remotely.

Tape Catalogs in the Nonstop System

Atape catalog simplifies many operations and the user doesn't have to manage each volume separately.

BackBox works with any tape catalog. BackBox is fully integrated with DSM/TC and TMF and partially with QTOS. Special
processing is also associated with CA catalogs. Other catalogs and not-cataloged volumes must be associated with the No catalog
processing in the Volume Group.



Installation with DSM/TC, TMF

When virtual volumes are cataloged in DSM/TC, TMF or QTOS, BackBox knows whether a volume is set as SCRATCH or not, and
consequently optimizes storage occupancy and operation. A SCRATCH volume does not contain valuable data, and if the Volume
Group is configured for Autoscratch, SCRATCH Volumes are removed from storage. They are artificially regenerated as empty
volumes, when requested again by a tape application.

If the BackBox Data Store contains Windows files and these files are archived (on IBM Tivoli Storage Manager, for example), and
then deleted, the index file of each volume (.IND ) along with .DAT file, should be deleted as well.

CA verifies the tape header HDR1 of each loaded volume to check that it matches the information recorded in its catalog. To allow
auto-scratch, BackBox stores the HDR1 image in its catalog and uses it when autoscratch must be executed.

For the auto-scratch feature with the CA catalog, BackBox VTC recreates an assigned but empty volume with the tape headers
expected by CA.

NONSTOP ACCESS AUTHORIZATIONS

This section describes the default and recommended setup that controls the access to Nonstop resources.

® |n aNonstop system, there is no interaction between tape applications (BACKUP, RESTORE, TMFDR, FUP)
and the BackBox processes. The user ID running the tape applications has no impact on the BackBox
processes and files.

® QOperator actions on the Nonstop tape system (TMFCOM, MEDIACOM or SCF) require a user ID in the SUPER
group, to add, for example, a TAPEVOLUME in DSM/TC or to reject a MOUNT REQUEST. These actions are
frequent in BackBox, therefore all BackBox processes must run in the SUPER group.

At installation:

® An account in the SUPER group (ex: SUPER.BACKBOX represents the installation user), but not SUPER.SUPER, is
used to install the BackBox sub-volume.

® Thisuser ID will own all filesand, therefore, the Domain Manager BBSV will be PROGID.
® The installation INSTALL macro allows the SUPER group to get access to all the files.

How Actions Are Initiated

Except for statisticsand reports, all BackBox actions are executed by the Domain Manager, which isan instance of the
BBSV program started by the Nonstop TCP/IP LISTNER.

Because BBSVs PROGID file attribute is set, BBSV does not run under SUPER.SUPER, but under the user ID that has
installed the package.

Introduction

With 4.09 version, original BackBox access control from Ul has been replaced by a more granular and explicit access control
feature managed by the new User Management tab.

For versions 4.09 and above only specific users have access to the Ul. SUPER.BACKBOX and SUPER.SUPER users are automatically
defined for initial configuration.

4.09 version and later doesn't allow any longer full Nonstop log-on (impersonalization). BBSVs run always under the security of
SUPER.BACKBOX user and simply authenticate the user/password (and PIN if multi-factor authentication is used) during the Ul
Sign-on. Once signed in, the user has permission-based access only to certain Ul functions. Therefore, the domain option Run
interactive processes under the Nonstop user ID affects the Nonstop actions.

The new BackBox user management feature gives all users (including existing customers using security with safeguard ACL and
all other Nonstop users) access to Ul functions based on permissions. When a user without the right permission tries to perform a
certain action without permission to it, the action will fail, being blocked by Safeguard ACL.

The legacy paradigm is the equivalent of 4.09 security with user *.* with a profile set to Administrator and with reintroduction of
the domain option Run interactive processes under the Nonstop user ID (BBSV impersonalization).



User Name Profile

Administrator

Since version 4.10 the following have been reintroduced:

- BBSVsimpersonalization
- user profile with *.* as administrator (to have the same behavior as pre-4.09 version) for customers

preferring control based only on Nonstop Safeguard.

However, domain option Run interactive processes under the Nonstop user ID gives the user access to certain
functions based on the user's permissions.

If you upgrade from version 4.09 and want to keep your current User Management configuration,
- — uncheck the Run interactive processes under the Nonstop user ID box on the Configuration Domain
page. SUPER.SUPER user may be required to update the configuration.

Version 4.10 also introduces a hybrid access feature that combines the User Management Ul functionalities profile control within
the access rules reinforced by Nonstop Safeguard ACL.

4.10 specific security modes:

1. Legacy security mode : *.* as administrator, BBSVs use impersonalization to control access using Safeguard

2. Security controlled only by BackBox manager: with the possibility to use MFA for Ul sign-on (and no BBSVs
impersonalization) .

3. Security controlled by BackBox manager and reinforced by Safeguard ACL: without the possibility to use
MFA.

Security Controlled only by BackBox Manager (with no impersonalization)

When the connection comes from the Ul, the Ul sign-on authenticates the user/password. Once signed in, the user has access only
to the Ul functions defined under the user's profile. BBSVs will run under SUPER.BACKBOX and allow access to users with
permissions to certain features (assigned under their profile).

The new User Management page is designed to define access levels and permissions in such a way that non-Super User has
access to all available functions (even to the functions usually restricted to super-group).

Two-factor Authentication method with third-party products, such as XYGATE, is also supported. The two factor authentication
method requires that users authenticate with username, password AND PIN number through BackBox Ul Client. The access
control is now defined using the User Management section.

Hybrid Mode

Only defined Nonstop users have access rights to the Ul functions.

Based on assigned permissions, users have access to certain Ul functions defined under their profile. However, if a new user has
been granted permission(s) to functions usually restricted to super-group, a non-Super User will NOT have access to those
functions. The same applies to a user who doesn't have access to the Nonstop configuration file: that specific user cannot modify
the configuration file even if their profile grants them the permission to do so.

Ul sign-on Multi-Factor-Authentication (PIN) is not supported.
Legacy Security Mode with Longer Full NonStop Log-on (Impersonalization)

Any Nonstop user has access to all Ul functions, given that they belong to the super-group with access permissions usually
restricted to other super-groups.

The user needs to have write access to modify configuration files. Ul sign-on Multi-Factor-Authentication (PIN) is not supported.

When upgrading from a pre-4.09 version to 4.10 version the legacy security mode is the default mode, keeping the user
permissions the same as in the pre-4.09 version.



When upgrading from 4.09 version to 4.10 version, the security is controlled only by BackBox manager mode. Users permissions
will be kept as in the 4.09 version.

x Access to the Ul ca be denied even with a valid Nonstop User ID/password if the
F 1Y user ID/password are not defined in the User Management page.

When the connection comes from a VTC server or from another Nonstop process (such as the EMS Extractor or a TACL BackBox
macro), the BBSV continues to run under SUPER.BACKBOX. In this case, only the actions pre-defined in the configuration are

executed.

Examples of predefined actions:
®  (leanup of expired storage initiated by BBO17_FREE_EXPIRED macro.
®  |Log message coming from aVTCserverforwarded to EMS.

Access to the NSK Files in the BackBox Installation Sub-Volume

The basic Guardian security (set by the INSTALL configuration macro) allows remote access and updates the SUPER group.

File

BBSVCFG

Content

Domain Configuration

Access

All BBSV processes (Ul and AUTOMATION) need to read it. The update
might be reserved to specific users .

VOLUME Catalog of Virtual All BBSV processes must be allowed to modify it. Local and remote
and VOLUMEO Volumes EMS Extractors BBEXT must be allowed to read it.
STATE Automatically Renewed AlL BBSV processes must be allowed to read and modify it.
IBMSpectrum Protect
(TSM) Passwords
OPER Operational States All BBSV processes must be allowed to modify it. Local and remote
EMS Extractors BBEXT must be allowed to read and modify it.
All other files AlL BBSV processes must be allowed to read and modify them. All
users executing a TACL BackBox macro or OBEY file must be
authorized to read and execute.
MEDIASRV, Guardian Utilities AlL BBSV processes need to run these programs. They are started by
TMFSERVE, BBSV in peripheral nodes included in the BackBox domain.
MEDIACOM
SCF, TACL, Guardian Utilities BBSV processes for Ul need to run these programs during the tape
CLIMCMD drives configuration of the VTCs in the domain.

Access to the NSK Utilities

BackBox starts SPI processes with MEDIASRV, TMFSERVE and MEDIACOMto access the Guardian tape system and catalogs during
configuration and during normal operations. The MEDIASRV & TMFSERVE action commands are reserved for the SUPER

group.

During the configuration through the BackBox Ul, the programs TACL, CLIMCMD, SCF are also run.

BackBox® E5.01 User Guide | 90




In a domain that covers several NSK nodes, these programs are started on the peripheral nodes by BBSV running in the main
node. The BBSV PROGID isimportant for non-interactive activities not requiring a login.

SUPER Group Not Available to Operators

For some systems, the Guardian security pattern for the tape system is not directly applicable; especially when operators cannot
be given a Guardian user ID in the SUPER group. In these cases, the PROGID attribute given to BBSV by the installation can be
bypassed.

By default, the result of the PROGID attribute on interactive processes running for the Ul will be over- written by the
logon initiated by the Ul.

If the PROGID attribute must be applied to these interactive processes, a special item must be reset in the BackBox domain
configuration in order to still verify the Guardian's user ID/password at Ul login; it will not execute the full Guardian sign on
procedure.

1. Logon to the BackBox Ul with SUPER.SUPER or with the owner of the BBSV file.

2. Modify the configuration at the domain page: uncheck Run interactive processes under the Nonstop
user ID

To limit this wide-ranging access, the page updating the domain configuration executes a real full logon before applying any
modification. As a consequence, the user ID that modifies the configuration must be authorized in the Nonstop operating system
to update all data files: BBSVCFG, BBSVCFGO, VOLUME*, OPER, STATE.

Even though the modifications made outside the Ul are not recommended, they are effective. The special setting Run
interactive processes under the Nonstop user ID isdisabled and full log-on is executed for any new Ul session.

The following message is also issued: W3391 BBSV was running SUPER.SUPER.

Full sign-on for user <login user-id> is executed even if Run interactive processes under Nonstop user ID is unchecked.

DATASTORES
Data Stores - Windows Files

Avirtual volumeisimplemented in two disk files stored on a Windows compatible file system. Supported storage technologies: any

SAN, EMC Data Domain, HPE StoreOnce.

Hardware Requirements

Write/read virtual tapeimages on aremote file server requires high performance network.

It is recommended to use gigabit Ethernet and dedicated network.
NAS Deduplication vs. Backup Compression

For normal configuration with a deduplication appliance, such as StoreOnce or Data Domain, the BackBox internal compression
should be deactivated for the associated volume groups, except for the TMF AUDIT dumps (where local compression is
suggested).

X The optional BackBox tape encryption avoids deduplication. As the encryption is enabled per BackBox
- volume group, the encryption can be enabled only for a dedicated volume group and associated DSM/TC
pool.

Disk File-System Usage
The complete image of a tape volume is stored in two files:

- Anindex file containing META-DATA information. The file name hasthe form:
LB<volume name>.IND for labeled virtual volumes

NL<volume-name>.IND for non-labeled virtual volumes



- Avariable length data file containing the Nonstop tape application output. The file name has the form:

LB<volume name>.DAT for labeled virtual volumes
NL<volume-name>.DAT for non-labeled virtual volumes.

These files will be created in one of the paths defined in the data store pool(s):

- Storage Pool
- Spare Pool

Copy Pool

A path is a fully qualified directory that can be specified in two formats: the UNC format based on share name (\
\SERVER\SHARE\DIR\) or the legacy DOS format based on drive letter (d:\DIR\SUBDIR\). The path gives access to a local or a
remote storage disk.

Paths on different disks can be added in a pool to increase storage space and to optimize parallel operations. If needed, multiple
paths can point to the same disk in the same pool.

The DOS syntax based on a drive letter prohibits the sharing of virtual volumes by several VTCs. To allow several
A VTCs to access the same virtual volumes for fail-over and scalability purposes, all paths must be specified in the
UNC format.

Eveniif it's in UNC format or not, a path is considered local for a VTC when the underlying disk is configured as a local
disk in the host Windows system. The same path is considered remote by other VTCs sharing the same data store.
Any path pointing to a storage man-aged by an external file server (or a NAS), is considered remote by all VTCs.

File Access Authorizations

For all file operations in the Data Store, the VTC does a non-interactive Windows log-in with the user account and password
configured at the data store level.

This account can be a local user present in each VTC, but it should preferably be an account managed by a Windows Active
Directory. The account should be a non-interactive account with the password set to never expire.

For Active Directory - in case of user password change, each VTC server has to be manually updated with the respective
password.

For Work Group - in case of system password change, it's not necessary to update the VTC server password.
Full access authorization must be given to the configured Windows account for all paths of the data store.

Without a configured Windows account, the files areaccessed through the Local System account.

Data Store Pool Change

The DataStore path(s) configuration can be dynamically modified. When a path is removed from the pool:

® TheVTCsoftware will stop accessing this path and any valid files in this path must be moved to a path still present in
the pool.
" The last known files location in this path is still preserved in the BackBox catalog.

®  This location will be used in script to access a virtual media copy on an enterprise backup manager in order to
restore the copy to a path still configured in the pool.

To manually move all files from an obsolete path to a newly defined path:
®  Stop the Guardian tape activity.

®  Movethefilesto avalid path in the disk pool.

®  Make surethe moved files allow full access to the account specified in the data store configuration.

When a path isadded to the pool:

® This path isimmediately active and is considered as a candidate for the next file creation, as well for any
move/restore operation.



File Distribution Among Pool Paths

When a file is re- created to satisfy a mount for output (for example, when executing a Nonstop backup), a selection algorithm is
applied to choose one path from the Data Store pool(s) as follows:

1. Paths from the storage pool are always selected over paths from the spare pool. A path in a spare pool can be
selected only if no paths in the storage pool are available or can satisfy the volume space requirement.

2. Under the same pool, all paths are considered part of the same group and selection criteria are applied among them.

Exception: Spare pools under Storage Optimization for StoreOnce NAS consider all paths of the pool as an individual group and
select the first path available in the order they have been configured.
3. Under the same group of paths, the following selection criteria are applied, in order:

® Betweentwo disks, alocal diskis always preferred overaremote disk.

® Between two disks, the disk with the less writing activity is always the preferred disk.

® Betweentwo disks, the disk with more free space is always the preferred disk.

® Between two paths of the same disk, the path with the less writing activity is always the preferred path.

® Between two paths of the same disk, the path with the lesser number of DAT files on it is always the preferred path
(or the path with the lower DAT file size, when the Storage Optimization is for StoreOnce NAS.)

It is possible to change the behavior of some criteriaby configuration:

® When the Force local path is checked in the data store advanced properties, only the path pointing to the local disk
will be considered as a candidate. If the local path enforcement is activated, the load request may be rejected if
there is not enough space on any local disk, even if there is enough space on a remote one.

Data Stores - IBM Spectrum Protect (TSM)

This chapter assumes that at least the following requirements are met:

u TheIBMSpectrum Protect (TSM) client has been installed in each VTC.

u The API run-time is present.

u The command-line backup client is installed.

u The Ul backup client is installed.

- The connectivity between the VTCand the IBM Spectrum Protect (TSM) environment has been tested using:

1. AIBMSpectrum Protect (TSM) backup client
2. ThelBMSpectrum Protect (TSM) client node ID / password that will be used by the VTC.

®  The IBM Spectrum Protect (TSM) management class to be used by the VTC meets the BackBox requirements.

IBM Spectrum Protect (TSM) Server Configuration

For a typical IBM Spectrum Protect (TSM) configuration, three objects should be defined on the IBM Spectrum Protect (TSM)
server:

®  Storage Pool

®  Management Class
®  (Client Node

Storage Pool

Disk Storage Pools are strongly recommended for BackBox.

When tape media is required, it is recommended to back up to a disk pool and to let IBM Spectrum Protect (TSM)
migration move the data to tape.



It is also recommended to carefully plan restore operations, especially when the execution of several concurrent restore jobs
may be expected. IBM Spectrum Protect (TSM) may consolidate several virtual Nonstop volumes on the same physical media,
limiting its ability to run several concurrent Nonstop RESTORE operations.

The number of concurrent Nonstop backup tasks is limited to the number of physical tape drives available to the BackBox client
(mount points).

An emulated Nonstop tape drive has response time limitations that are more sensitive to long delays and which are more likely to
occur when a physical media must be loaded inside IBM Spectrum Protect (TSM).

Refer to the IBM Spectrum Protect documentation to configure storage pools for the VTCs.

Management Class

The VT Controller stores only Archive objects. One or more management classes in the archive copy group must be defined
specifically for BackBox.

A Management Class defines the backup dataretention and the names of the Storage Pool.

The expiration of the tape volumes is managed by the Guardian tape catalogs. The storage corresponding to expired
volumes is explicitly released by the BBO17_FREE_EXPIRED macro.

The IBM Spectrum Protect (TSM) server should keep the BackBox archives forever and the
L. | Archive Copy Group must be set accordingly.

When defining an Archive Copy Group for the VT Controller, set the following parameters: DESTINATION = storage-pool
RETVER = NOLIMIT

RETINIT = CREATION (default value)

Other parametersusually do not apply to BackBox.

The IBM Spectrum Protect (TSM) Management Class for BackBox virtual volume can be specified in the BackBox Configuration >
Volume Group.

IBMSpectrum Protect (TSM) provides a default Management Class for each IBM Spectrum Protect (TSM) Client node.

IBM Spectrum Protect (TSM) Client Node

IBM Spectrum Protect (TSM) API client nodes must be explicitly registered in the IBM Spectrum Protect (TSM) server by using a IBM
Spectrum Protect (TSM) administrative client. To access a given IBM Spectrum Protect (TSM) Data Store, all VTCs of the domain
log on to the IBM Spectrum Protect (TSM) server using the same IBM Spectrum Protect (TSM) node and password.

Alternatively, each VTC logs in with a different node name; the data is owned by a single target node. The access to the target
node's data is authorized by the IBM Spectrum Protect (TSM) administrator. This setup is mandatory in a LAN- free configuration.
For more info see NODENAME and PASSWORD in LAN-free Configuration.

The VTC supports the IBM Spectrum Protect (TSM) automatic renewal of the node password. Different data stores directed to the
same IBM Spectrum Protect (TSM) server will be set with different node names.

The Client Node must be authorized to delete archives.

The IBM Spectrum Protect (TSM) Client Node for a BackBox virtual volume can be specified in the Back- Box configuration on the
Data Store page or in the DSM.OPT file of each VTC. For more info see IBM Spectrum Protect (TSM) Client configuration.

IBM Spectrum Protect (TSM) Configuration

A DSM.OPT file must be prepared for each VTC.

DSM.OPT is a text file that must contain at least the IBM Spectrum Protect (TSM) server address. It can be located anywhere on the
local disk.

To create a DSM.OPT file, either use the sample DSM.OPT with recommended options provided or copy the one used by the IBM
Spectrum Protect (TSM) Ul Backup client.



Creating the DSM.OPT with the IBM Spectrum Protect (TSM) Backup Ul:

1
2
3.
4
5

Start the IBM Spectrum Protect (TSM) Ul backup-restore client application.

Edit > Preference > General > Node Name: specify the node name registered for the VTC.

Edit > Preference > General > Authorization > Password Access: choose Password prompt.

Edit > Preference > Communication: specify TCP/IP method and IBM Spectrum Protect (TSM) server address.

On the IBM Spectrum Protect (TSM) Backup Ul, click on File > select Connect or Logon to logon to the server and
then make an archive.

Foreach VTC:

Create a folder with the same name as the VTC name and include the DSM.OPT file for the VTC.
Copy the DSM.OPT created by the Ul or by the BackBox installer to the directory created for the VT Controller:
(C\Program Files\tivoli\tsmbaclient) or

(C:\ProgramFil es\ETINET\ Virtual Tape Controll er\ Confi g\ Sanpl es\ dsm opt)
Use any text editor to finalize DSM.OPT. Verify the value of these keywords:
COVMVETHOD TCP/ I P (TCP/ 1P is the default val ue)

TCPSer ver address i p address

Tcpport 1500 (1500 is the

default val ue)
TCPBUFFSI ZE 32 TCPW NDOWSI ZE 63

TCPNODELAY YES

PASSWORDACCESS PROVPT

Remove the following keywords:

NODENAME

PASSVORD

NODENAME and PASSWORD in LAN-free Configuration

This setting must be used when there are several VTCsaccessing the same IBM Spectrum Protect (TSM) data
storage in a LAN-free configuration.

Each VTC must connect by using a distinct NODENAME/PASSWORD and must share access to the virtual volume data
by specifying a distinct target node (ASNODENAME) that owns the IBM Spectrum Protect (TSM) data .

Each VTC must specify a different NODENAME in its DSM.OPT file. The ASNODENAME must be the same in all VTC
attached to the same domain.

PASSWORD can be specified in the DSM.OPT file or set in the Windows registry by using PASSWORD
ACCESS GENERATE (Refer to IBM Spectrum Protect TSM documentation for details).

Only PASSWORD ACCESS GENERATE allows the TSM API (IBM Spectrum Protect)to manage the automatic TSM
password renewal when NODENAME/PASSWORD is specified in DSM.OPT file.

In the configuration of the IBM Spectrum Protect (TSM) data store, the TSM user ID and password must be omitted
when NODENAME/PASSWORD is specified in DSM.OPT.



Compression / Encryption
Compression and Encryption by the IBM Spectrum Protect (TSM) API are supported. However, the performance may be degraded
if backup encounters a bad disk sector and must issue a back-space.

PARTIAL-RETRIEVE is a functionality that allows IBM Spectrum Protect (TSM) to position a media on the object being requested. It
is however, not supported when using compression or Encryption.

If the performance is preferred, the TSM partial retrieve can be enabled in the VTC. Add the line below in the text file C:\Program
Files\Etinet\Virtual Tape Controller\BBSL.OPT:

PARTIAL_OBJECT_RETRIEVE=1

BackBox is distributed with PARTIAL_OBJECT_RETRIEVE=0

PARTIAL_OBJECT_RETRIEVE=0isrequired to restore from atapeimage created with PARTIAL_OBJECT_RETRIEVE=0

TSM Client Configuration Overview

TSM Setting TSM Client Configuration

Location of DSM.OPT filein the VTC VTCDomain configuration, Data Store route. Field
TSM Client Option File.

Server Address and Port DSM.OPT file. Keywords COMMMethod ,
TCPServeraddress, TCPPort

Other IBM Spectrum Protect TSM DSM.OPT file. Keywords PASSWORDAccess ,
Client Options TCPBuffsize, TCPWindowsize

Client Node and Password
VTCDomain configuration, Data Store. Fields Node,

Password.
Or (LAN-free case):
DSM.OPT file.

Keywords PASSWORDAccess , NODEName, ASNODEName,
PASSWord

Maximum Object Size VTC Domain configuration, Volume Group. Fields
Max Object Size.

Management Classes VTC Domain configuration, Volume Group. Field
Management Class.

File Space Names VTCDomain configuration, Data Store. Fields File Space.

EMS EXTRACTORS

Each Guardian node where a BackBox virtual device is operating must run the EMS Extractor program BBEXT as a permanent
process.

BBEXT reads tape mount messages from EMS events and forwards them to the Domain Manager. It also retries pending mount
requests according to parameters specified in the domain configuration NSK Node profile.
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A default profile is automatically created and associated with all nodes of the domain, with default values that fit most system
installations.

BBEXT regularly checks the MEDIACOM list of pending mounts to detect any new mount that may have been missed if
BBEXT was not running. This periodic check is executed every failsafe-retry-interval .

When BBEXT receives a device busy reply (or a similar error requiring quick retry), it retries the load every busycheck-retry-
interval seconds. The load is also attempted when an unload EMS event is received.

When the max-busycheck-retries value is reached, the retries are executed only at the failsafe timer. When BBEXT receives a
severe error, it retries the load every failsafe-retry-interval seconds.

The retries are executed at the failsafe timer stop when max-failsafe-retries is reached. A new load attempt can only be executed
manually through the BackBox user interface. When restarting BBEXT, reset the retry loop for all pending mounts.

BBEXT Start-up samples:

®  BBEXT must run under a Guardian user-ID in the SUPER group.
B Thefile OEXT to startBBEXT is available in the BackBox installation sub-volume.

RUN BBEXT / NOWAIT, NAME $BBEXT/
Start BBEXT Automatically

BBEXT can be started automatically by the Guardian system at each system boot. A sample SCF input file SCFIN1 is available.

ADD PROCESS $ZZKRN. #BBOXEXT,
&

PROGRAM $DATAO5. BBOX. BBEXT,
&

NAME $BBEXT, &
AUTORESTART 3,

&

CPU FIRST, &
HOVETERM

$ZHOME, &

STARTMODE APPLI CATI ON,
&

USERI D SUPER. OPER

START PROCESS $ZZKRN. #BBOXEXT

PROCEDURES FOR RECOVERY

This section describes backup procedures for the BackBox environment. The recovery procedures are detailed in the Operations
section.

When planning for recovery of the BackBox environment in the event of a site disaster or a simple file loss, three groups of
BackBox data must be considered:
1. The metadata on Nonstop server(s): the BackBox Domain Manager configuration, its catalog and one or more EMS
Extractor configurations.
2. Theconfiguration datakept in the BackBox VTC(s).
3. Theimages of virtual tape volumes keptin Data Store(s).

This related data must also be considered:

1. Thetape catalog, such as DSM/TC.
2. The configuration of the storage for the Data Stores, such as NAS with deduplication and replication.

3. The security settings for accessing the storage which could reside outside the storage appliance (in a Windows
Active Directory, for example).

In aBackBox multi-domain environment, the dataand metadata of each domain must be recovered separately. The BackBox
Catalog Sync option handles the replication of the volumes metadata for the Back- Box catalog (VOLUME* files) and the DSM/TC
catalog. Please refer to the BackBox Catalog Sync Option manual.

With the Catalog Sync Option, the purpose of catalog recovery is to replicate that part of the catalog corresponding to a specific
Data Store. The replication is an on- going replication of new/modified entries operated in a data store. The unit of recovery is not
necessarily a BackBox domain.



Without the Catalog Sync Option, the BackBox VOLUME & VOLUMEO can only be backed up and restored globally using tools
such as BACKUP/RESTORE or generic file replication tools.

It is not possible to recover information for only a volume group or a data store. Therefore, Backup/Restore
L 4| functions work as a recovery tool only with a full BackBox.




SSL SETUP

This section describes the SSL enabling procedure on the BackBox control path, i.e. on the TCP/IP connections between the
BackBox components.

Depending on the BackBox component, the provider of the SSL library is different.

Platform BackBox component SSL
product
Nonstop Domain manager, EMS Extractor, BBCMD & BB053 utilities OpenSSL
MS-Windows Ul, High-level services Schannel
MS-Windows VTClow-level services such as the tape emulator Schannel

Schannel Security Service Provider (SSP) is a part of Windows Server components that implements the Secure
L% | Sockets Layer (SSL) and Transport Layer Security (TLS) Internet standard authentication protocols.

Although the SSL configuration to each BackBox component is done in part through the BackBox interface, each SSL provider
supplies its own documentation and configuration tools.

https://learn.microsoft.com/en-us/windows/win32/com/schannel Managing Microsoft

Certificate Services and SSL

ENABLING SSL

BackBox can run with or without SSL.

The default configuration is no SSL. SSL must be either enabled in all components, or disabled in all components:
"  of aBackBox domain
= of aVTC(that can beshared by several domains)

SSLis best enabled as the final step of establishing the BackBox management layer:

1. After all components have been successfully installed and made sure that they communicate through TCP/IP, i.e.
when the BackBox Ul is able to report the internal configuration of all VTCs (Ul tab Configuration > VT Controller).

2. Before or after the tape emulation has been configured. It is recommended to first configure the BackBox tape
emulation.

SSL CONFIGURATION

Any SSL configuration in BackBox depends on the Certificate Authority, on how the servers and client certificates are produced
and transferred, on the chosen encryption algorithms, and on other security options.

1 The certificates provided with BackBox initial installation should be replaced with the customer's own certificates,
Fa.y based on the security guidelines and polices in place. For more details, see Certificate Store and Certificates
Upgrade on Nonstop.

This manual includes a section that document how SSL can be enabled for each BackBox component. It also identifies the tools
to configure the local SSL library.
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There are two complementary tools to configure SSL:

®  Thelocal BackBox component, which accepts the essential parameters.

®  Thelocal SSL library, which provides its own specific configuration tool.

ENABLE/DISABLE SSL

All permanent processes on all BackBox domain components must be stopped to allow this change to take effect. There must be
no tape activity.

To stop the permanent BackBox processes perform the following actionsin order:

1. Stop the BackBox activity.

2. Stop thevirtual tapesin SCF.

3. Stop the Windows servicesin VTCs.
4

Stop the Nonstop BackBox processes.

SSL IN THE UI

SSL must be enabled in all installations of the BackBox Ul. To enable the SSL:

1. GotoPreference>Session.
&= BackBox Ul Client
Menu | Preference

=7 Sign |$ Session |

.ﬁ Internet Options
BackBox - DataStoreAdminDetal...

2. Modify the session timeout value (in minutes, the maximum value is 525600) or use the default value.

FIL Preference = O *

Session Timeout | TN minutes (1-525600)

Please note that you need to sign out in order to make
the modfication take effect

SS5L Protocols HEST2

Cancel

If the Ul and the VTCare installed on the same server enable the SSL through the VTC Management Console. For
more info see the section SSL in the VTC.

L

If the Ul isseparately installed on another instance than the VTCMC, go to Ul > Preferences
£5% and set up the SSL protocol manually to match the VTC MC settings.

If users have their own certificates (not the default ones in BackBox installation packages), they need to add their CA certificate in
Trust Root Certificates Authorities store. To do so go to Preference > Internet Options > Content > Certificates > Trust
Root Certificates Authorities or using MMC (See Adding Certificates into Trust Root Certification Authorities in the Appendix A).

3. Click OK.



SSL IN THE NONSTOP

To install SSL, the user should:

1. Generate and transfer certificates to the Nonstop, if you don't want to use the ones included in the installation
package.

2. Stop all BackBox programs.

Stop all BackBox Programs

If you are running the EMS Extractor program BBEXT as a permanent process, you need to stop it first in SCF.
F 3 Example: TACL> SCF ABORT PROCESS $ZZKRN. #BBOXEXT

Use the macro BB0O54_SHUTDOWN to stop all BackBox programs of a given domain before enabling SSL:
VOLUME <BackBox- donai n-instal |l ati on-sub-vol ume> LOAD /KEEP 1/ MACRCS BBSETUP
BB054_SHUTDOMWN

BB054_SHUTDOWN ispreferably used over TACL STOP, as it stops the programs by sending an IPCmessage to the processes,
rather than by executing TACL STOP.

It will also stop the EMS Extractor program BBEXT, if EMS Extractor program BBEXT is not a permanent process.

Alternatively, when BBO54_SHUTDOWN does not work:
VOLUME <BackBox-domai n-i nstal |l ati on-sub-vol une> STATUS
*  PROG *

And after verification:
STATUS *, PROG *, STOP

Enabling /Disabling SSL

Enabled SSL in SSLCFG - file content (TLSv1.2 enabled):

servkeypass test

servkey <backBox-domai n-install ation-sub-vol une>. NSKDER servcert <backBox-domai n-

i nstal | ati on-sub-vol unme>. NSKCRT cacerts <backBox-donai n-install ati on-sub-vol unme>. VTCCRT
RANDOVDELAY 1

M NVERSI ON TLSv1. 2
USESSL 1
TRACELEVEL 0

If TRACELEVEL needs to be set to 1,, go to BackBox Ul and set the Domain Trace to GENERAL: Configuration >
Fdi ) Domain > Switch to Edit Mode > Trace Level

Utilities Log

Trace Level

Trace Sub Volume
VT Controller Timeout™

Stats File Name [ \INSIDX.SETINET.HS00UPX. STAT 6 YY:26MM

Setting the Domain Tr ace Level to GENERAL will trigger the SSL Trace Level "1".

Disabled SSL in SSLCFG - file content:

servkeypass test
servkey <backBox-domai n-install ation-sub-vol une>. NSKDER servcert <backBox-domai n-

install ati on-sub-vol une>. NSKCRT cacerts <backBox-domai n-i nstall ati on-sub-vol une>. VTCCRT
RANDOVDELAY 1

M NVERSI ON TLSv1. 2
USESSL 0
TRACELEVEL 0



When SSL option is reset (ON to OFF, or OFF to ON), stop all progress files and the EMS Extractor in SSLCFG file.
L % | > status *, prog bbsv, stop.

> stop Extractor

Restart the EMS Extractor after SSL set up has finished.

For <BackBox- donmi n-i nst al | ati on- sub- vol une> use your own installation file location. There is no need to

configure SSL in the peripheral nodes; just enable the SSL.

To encrypt the SERVKEYPASS run the program BBpscode to make sure that the keypass is not displayed and visible.
TACL command to run for the keypass encryption:

run BBpsCode <ServKeyPass to be encrypted for the Nonstop SSL certificate>

Once the program has been run and the keypass successfully encrypted, you will be prompted with the message:

Successful ly updated the Encrypted ServerkeyPass

Restarting the EMS Extractor BBEXT

Use the startup OBEY file OEXT in the BackBox- domain-installation- sub-volume or the SCF START PROCESS command.

Example: TACL> SCF START PROCESS $ZZKRN. #BBOXEXT

Troubleshooting

If the domain manager is set for SSL, but received a non-SSL connection, the following sample message will be displayed in
EMS:

Error 0x1408F10B in EMS

2024- 07- 22 15:17:07 \ETINI UM $XODN ETI NET. 100. 100 3479 GCE401EA- E3479 SSL library
error
336130315 (= 0x1408F10B) on socket 7 with Server role -.

If the above message and tape mount need to be manually executed, it means that an old non-SSL process of the
L % | EMS Extractor BBEXT might be still running.
Restart the EMS Extractor BBEXT using the OBEY file or via SCF ABORT/START PROCESS command.

SSL IN THE VTC

SSL must be enabled or disabled in all installations of the VTCServer.

SSL server mode for VTC Server components is implemented using Windows Schannel (Microsoft Secure Channel)..

Enabling /Disabling SSL

To enable or disable SSL, start an instance of VTCManagement Console and access each VTCServer locally or remotely.

On the system where the VTC Management Console interface is installed, open the Search dialog and type VTC Management
Console.



By Management Consale - o x

TECHWRITER\Administrator (Administrator) € Reload Disconnect

- Jrecianen N
- g® Services
) VTC Admin
€ VTC Emulator (FC) Computer Name
) VTC Emulator (1SCSI) Workgroup ¥
@ VTC Asynclog
) VTC Script Controller
=48 Settings Server Model
£ License Server Serial Number 2
A~ Scipting
4 VTC Admin
4% VTC Emulator (FC)
4 VTC Emulator (1SCS)
@ Securty
= 23 Domains
HS01LIC
(2] YINES00
YINESO1
(=) YINH500
G FC Copy To Flle...
-G 15CSI
=4 192.168.20.110
BBTER000
(=) 8BTEROOT

Connect to the target VTC Server if not currently the server requiring management and provide appropriate credentials. To
connect to a new VTC Server, you need to right-click on the server node and select the Connect action.

ows Server 2022 Standard

rporation Virtual Machine

L] (!) Restart Server

o VTC Emulator (FC)

2= Connect To - O X
Host Name |ASTERIX w
Credentials
Cument user [
Username ASTERIX\Administrator
Password
Connect Cancel

Expand the Settings node and select the Security one. A Security Information panel will allow you to enter appropriate
TLS/SSL information. When finish, click on the Save button.
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Byic Management Console

User
TECHWRITER \Administrator

&) TECHWRITER

2° Senvices
€@ VIC Admin
€ VTC Emulator (FC)
€& VTC Emulator (1SCS)
€& VTC Asynclog
€ VTC Script Controller

8} Settings

Configuration

(Administrator)

~| Securty nfonation

SSL Protocol

Reload

TLS1.2 v

Cerfficate Information

Cerificate

VTC (N/A) - 4/14/2033 9:19:12 PM

Disconnect

£ License
-~ Scriting

Friendly Name: Not Available

4% VTC Admin
4~ VIC Emulator (FC) — VIC
4% VTC Emulator (1SCSI)

L J Vald From
%) Domains
(2] H501LIC Vakid To
(=) YINES00

417/2023 9:19:12PM

4/14/20339:13:12 PM

(=) YINES01
(=] YINH500

G e
=G 1SCSI

5@ 19216820110
{&) 8BTER0D

[®) 8BTEROT

BOX.|

SSL Protocols: To indicate to VTC Server components what kind of TLS/SSL channel communication should be used.

available protocols are shown in the drop-down list: NONE, TLS1.0, TLS1.1, TLS1.2.

The

Go to the Nonstop to set up the SSL parameters in such a way that the SSL settings are accordingly applied to
a5 correctly communicate with the VTC MC. Moreover, if you need to encrypt the servery key pass code, you have to
run an encryption program: BBpsCode. For more details, see section Sign In/Out in the User Guide for more
information on enabling /disabling SSL.
Certificate Information panel displays details about the installed certificate:

® Subject: Name of the certificate

® |ssued By: Certificate issuer

® Valid From: Beginning date of the supported certificate
® Valid To: Certificate expiry date

In case of self-signed certificate, add server certificateinto the Trust Root Certification Authorities Store. See Add Certificates into
Trust Root Certification Authorities in the Appendix A.

Self-signed certificates distributed with the BackBox application are for test purposes only. ETI-NET is not
responsible for the certificate generation and maintenance in BackBox operational environments.

After enabling or disabling SSL protocols in the VTC Server configuration, all VTC services need to be restarted for the changes to
take effect. You can restart all service by right-clicking on the Services node and selecting the Restart action. The action will be
applied to all services at once.

=-F) VBACKBOX-2C

£ VTC Admin
°
) VTC Emulator (15CSI)
) VTC Asynclog

) VTC Script Cortroller

Troubleshooting

Errors are reported in the VTC Server Virtual Tape Controller Event Viewer log and connections activities are logged into
XXTCP/IPSession_n files in the VTC Log Files folder.

To browse the SSL log files:

Thesefiles are Ctext files that can be browsed in TACL by the BackBox macros:
LI STT <fil e- nane-pattern>
VI EWF <fil e- name>



DATA ON THE NONSTOP SERVERS

OPERATIONAL FILES

Operational file Description

BBSVCFG Domain Configuration

BBSETUP TACL parameters

OPER Cachefor temporary status information (no need to protect)
STATE IBM Spectrum Protect (TSM) API passwords (not used for WINDISK / StoreOnce)

VOLUME Catalog of virtual volumes

VOLUMEO Index for the previous file

BACKBOX CONFIGURATION

The BackBox configuration is stored on the Nonstop server in the BackBox Domain Manager installation sub-volume. The
configuration file name is BBSVCFG.

A supplementary configuration file, BBSETUP, is also kept in the installation sub-volume.

CATALOG OF VIRTUAL VOLUMES

The BackBox virtual tape catalog is stored in two ENSCRIBE files: VOLUME and its alternate index VOLUMEO.

For the automatic replication of the catalog, refer to themanual BackBox Catalog Sync Option.

A BackBox virtual tape must be registered in the catalog in order to be identified and used by the Domain Manager.
After the last tape load for output, VOLUME and VOLUMEO must be recovered at their last consistent state.

The catalog is updated each time a virtual tape is created, deleted, or loaded. Each time a

volume is loaded for output, the following information is updated:

®  The volume timestamp.

®  The Last load for output time. It is used at load time to check the virtual volume image version found in the Data
Store. It is also used to select a file among several occurrences that might be present if a disk path went down and
virtual volumes continue to be written on other disk paths. If the failed path is later recovered, a duplicate virtual
tape might be found.

This data is also saved in the metadata part of the data store.

® Thevolume owner andaccess authorizations.
®  For a Windows Data Store, the volumes Last Update Index Path.

This path is only used to retrieve Windows files from the enterprise backup software as the fully qualified original file name in the
restore command.

The last time the volume was re-written by a Nonstop tape application, but, at restore time, this location was not used to retrieve
the virtual image in the disk pool(s). Instead, volumes last update index path was used.

The host name of the VTC is provided as script parameter BBOX_BACKUP_HOST (V31.0 and up). This parameter can be used as
client original identifier to recognize the backup that has to be to restored from an enterprise backup server in case the files are
restored by a VTC other than the original one.
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Each timeavolumeis loaded for input or output, different statistics are saved in the catalog files.

BASIC PROTECTION FOR THE BACKBOX FILES

The files STATE, VOLUME and VOLUMEQO are distributed with the AUDIT attribute. It is suggested to protect them with TMF.
The other data files, including OPER, cannot be audited by TMF.

— Each time the BackBox Domain configuration is changed:

®  BACKUP the whole BackBox Domain Nonstop sub-volume to a specific volume (labeled non-cataloged), to be able to
restore it without the help of DSMTC and TMF.

Alternatively, save this sub-volume to a PAK file.

®  Also save the configuration BBSVCFG text file separately.

®  Keep the copy of BBSVCFG and the PAK file (created above) in a safeplace.

® Plan for the license key that is included in the BBSVCFG file. The production license keys specify
node names, system numbers and VTC IP address or host name.

— If the BackBox Catalog Sync Option is not available, each time the list of virtual volumes is changed:

BACKUP the whole BackBox Domain Nonstop sub-volume to a specific volume (labeled non-cataloged), to
be able to restore it without the help of DSMTC and TMF.

Alternatively, save this sub-volumein a PAK file.

—> Enable TMF protection on the VOLUME* files. Execute a TMF DUMP once per day.

BASIC PROTECTION OF NONSTOP DSM/TC CATALOGS

®  This applies when the BackBox Catalog Sync Option isnot available.

Refer to the HPE documentation, such as:
Disaster/Recovery of DSMTC Catalogs (Id: gcsc10456)
How to move a VOLCAT or FILECAT to another system (Id:1.0.1593289.2189680)

How to recover/restore the DSM/TC database to the original node using TMF ((Id: 100.0.40060491.3470204))

Some of these HPE documents include the following restriction: " This solution only applies to single node DSM/TC
L % | configuration without third party tape processing integration .

This restriction does not apply to BackBox since it is not "integrated" with the HPE tape systems, but it rather communicates with
this system through standard and public interfaces.

Protection with the BackBox Catalog Sync Option

® Configure and operate the BackBox catalog exports to save the new/updated BackBox and DSM/TC catalog entries
each time a volume is created or re-written for a new backup. Refer to the BackBox Catalog Sync Option manual.

® Protecting the configuration files (documented in Basic protection for the Back- Box files) is still required. TMF is still
useful for VOLUME* files.

CONFIGURATION DATA ON EACH VTC CONTROLLER

VTC is built to be easily replaced in case of a failure or of an update. VTC configuration is minimal and it must be done using the
VTCMC.

If the VTC needs to be replaced, enter the Nonstop Domain address and the configuration before the replacement/update will be
applied to the new VTC or to the updated version. The configuration has to be redone only for the tape drive whose FC card has
been changed.



IMAGES OF VIRTUAL VOLUMES IN DATASTORE(S)
e IBM SPECTRUM PROTECT (TSM) DATA STORES

AIBM Spectrum Protect (TSM) server provides high-end data protection features. Refer to the Tivoli Storage Manager

documentation for securing the data.

X Backup Sets are not usable with the IBM Spectrum Protect (TSM) API client.

o WINDOWS FILE DATA STORES

Protection tools for the Windows file system (such as the disk replication) are used independently of the BackBox software.

The BackBox VTCscripting integrates in the enterprise backup infrastructure.
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OPERATIONS

Basic BackBox operational procedures are presented below:

VTC STARTUP

1. Stop thevirtual tape devices emulated by the VTCwith the Guardian SCF command:

TACL> SCF STOP TAPE $vt nane
2. Power the VTCMC.

If the VTC has an embedded QoreStor VM, the VM should start automatically.

The QoreStor may take several minutes before becoming fully operational. Messages from VTC and from its
- = embedded QoreStor are forwarded to Nonstop EMS sub-system. Prompting messages will display when
QoreStor Repository Service and the CIFS server are started.

Once the services are started, the QoreStor is ready.

930000 QCH409-BB0X2019-2-I30000 345-Windows Active Directory client module started. Event time:2021-01-11 09:35:48
030000 QCH409-BB0X2019-2-130000 346—Windows Server module started. Event time:2021-01-11 09:35:49

030000 QCH409-BB0X2019-2-13000@0 347-Configuration Service started. Event time:2021-01-11 09:35:49

030000 QCH409-BB0OX2019-2-130000 348-QoreStor Repository Service started. Event time:2021-01-11 09:35:49

930000 QCH409-BB0X2019-2-I30000 349-RDA server initialized successfully. Event time:2021-81-11 09:35:52

030000 QCH409-BB0X2019-2-130000 350-Optimization initialized on container "CryplLocal". Event time:2021-01-11 @9:35:52

230000 QCH409-BBOX2019-2-130000 351-Optimization initialized on container yp2 cate". Event time:2021-01-11 09:35:52
030000 QCH409-BB0X2019-2-130000 352-Optimization initialized on container 11", Event time:2021-01-11 09:35:53
930000 QCH409-BB0X2019-2-130000 353-Optimization initialized on container icate". Event time:2021-01-11 09:35:53
030000 QCH409-BBOX2019-2-130000 354-RDA server started successfully. Event time:2021-01-11 @9:37:23

930000 QCH409-BB0X2019-2-I3000@ 355-NFS server started successfully. Event time:2021-01-11 09:37:23

030000 QCH409-BB0X2019-2-130000 356-CIFS server started successfully. Event time:2021-01-11 09:37:23

3. Wait for the following two EMS messages to be displayed on the Guardian node where the Domain Manager
is installed:

BBOX-1103 Service started (VTC Admin)
BBOX-1103 Service started (VTCVirtual Tape Devices)

4. Startthevirtual tape devices with the Guardian SCF command:
TACL> SCF START TAPE $vt nane

VTC SHUT DOWN

1. Stop thevirtual tape deviceswith the Guardian SCF command:

TACL> SCF STOP TAPE $vt nane
2. Shutdown the VTC.

If the VTC has an embedded QoreStor VM, the VM should stop automatically.

030000 QCH409-BB0X2019-2-130000 334-Appliance Health Monitor Service is being shut down. Event time:2021-01-11 09:13:44
230000 QCH409-BB0X2019-2-130000 335-Appliance Health Monitor Service normal termination. Event time:2021-01-11 09:13:44
030000 QCH409-BB0X2019-2-130000 336-Appliance Health Monitor Service version 01.02.18-67188. Event time:2021-01-11 @9:14:20
030000 QCH409-BB0X2019-2-130000 338-Appliance Health Monitor Service is running. Event time:2021-01-11 09:14:21

030000 QCH409-BB0X2019-2-130000 339-Appliance Health Monitor Service is stable. Event time:2021-01-11 ©9:14:51
030000 QCH409-BB0X2019-2-130000 340-Appliance Health Monitor Service is being shut down. Event time:2021-01-11 09:15:44
030000 QCH409-BB0X2019-2-130000 341-Appliance Health Monitor Service normal termination. Event time:2021-01-11 09:15:44

DISABLING THE VOLUME AUTOMATIC MOUNT

When the EMS Extractor process is stopped, volumes will stop being mounted automatically. The mount requests will stay
pending until a manual load is done or BBEXT is restarted.

If the EMS Extractor is not registered in the Kernel subsystem, simply stop the process:

TACL> STOP $BBEXT

If the EMS Extractor isregistered in the Kernel subsystem, stop it through SCF. If #BBOXEXT was the registered name:
TACL> SCF ABORT PROCESS $ZZKRN. #BBOXEXT

ENABLING THE VOLUME AUTOMATIC MOUNT

When the EMS Extractor is restarted, it will process firstly the pending mount requests before listening for new ones.
If the EMS Extractor isnot registered in the Kernel subsystem, use the provided OBEY fileto startit:



TACL> OBEY OEXT
If the EMS Extractor is registered in the Kernel subsystem, restart through SCF. If #BBOXEXT was the registered name:
TACL> SCF START PROCESS $ZZKRN. #BBOXEXT

MANUAL LOAD AND UNLOAD

The processing of a manual load requiring the Domain Manager be running. Stand
| Alone loads do not require a Domain Manager and should be reserved to restore operations (for emergency
L5 cases). For further information, see Stand Alone Load section in this manual.

Unless operational needs require the pre-mount of a tape volume, the preferred method of operation consists of:
Loading labeled volumes:

Start the tape application.

Wait for the EMS tape mount request to appear on the Status page, in the Ul.

Locate the Load button associated with the pending mount request.

Click Load. The configured devices are presented for manual device selection.

A page showing the configured Guardian nodes and virtual devices is presented to the user to choose the mount
point. The virtual device can be left unspecified to enable auto-assign processing.

agrwpE

Loading unlabeled volumes:

Start the application using a specific tape device.

Select a volume from the Volume List page.

Click the Load button to choose the specific tape device waiting for the volume.

Select the tape mode fro IN (Read only) or OUT (Read/Write), depending on the tape application usage and click
Load to finalize the operation.

PoNPE

Unloading volumes:

1. Locate the drive on the Status page of the BackBox user interface.
2. Navigate to the Unload button associated with the drive.
3. Click Unload to unload the tape volume.

X The unload will cancel any current operation on the tape device. If there is a Nonstop
&5 | tape application writing or reading to/from the tape device, this application will fail, giving an 10 error.

UNLABELED TAPES

The BackBox environment supports unlabeled tapes. This allows the VT Controller to support existing tape software that expects
unlabeled tapes.

It is not possible to automate the mount of unlabeled virtual volumes. All loads must be done manually.

In the BackBox environment, the user must identify each unlabeled volume by a pseudo-label. This pseudo-label is then
used by the BackBox software to catalog and locate the image of the unlabeled volume.

Creating Unlabeled Volumes

1. Createthevirtual volumes with thelabel type Unlabeled.
2. Assign asix-characterlabel, along with a descriptive comment, to each unlabeled volume.
3. Click Add. The unlabeled volume is created.

The labels assigned to unlabeled volumes are usually different from those of labeled volumes in manual operations. Technically,
it is possible to have an unlabeled volume and labeled volume share the same label; the label type allows the software to
distinguish between the two volumes.

At volume load, the user can browse the catalog of unlabeled virtual volumes and correctly identify the required volume.



DAILY CLEANUP (0BB017)

Cleanup tasksare collected in the 0BBO17 OBEY file.
BB017_ FREE_ EXP| RED: Freethe storage allocated to newly expired TMF, DSM/TC or QTOS volumes.

BB023_DEL_BACKEDUP: Delete old Windows files tape images (Windows file Data Stores only) that have been backed up to a
third party enterprise backup manager according to the Volume Group set- tings.

BB022_CHECK_SPACE: Verify the available disk space for Windows Data Stores.
SCHEDULING

It is recommended to run 0BB017 daily. Each individual task can also be submitted independently. Execution may be slow if
scheduled during a time of high tape activity. When virtual volumes are cataloged in DSM/TC, BB017_FREE_EXPI RED should
be run after the DSM/TC AUTOEXPIRE process to reflect the catalog status more accurately. The Ul Volume Detail page is always
up-to-date because DSM/TC,

TMF and QTOS catalogs are always accessed before the display.

For aDaily Cleanup (OBB017) sample see 0BB017 List in Appendix A - Guardian Tool Samples.

As an additional safety measure, volumes cannot be deleted when not expired in accordance with their original retention
specification, as stored in the HDR1 tape header.

X If this safety validation needs to be bypassed, the 0BB017 file has to be modified by
N changing the value of the parameter BB017IGNORECHECKHDRT1 into " 1". The default value of this parameter is
"0". With this value set to "1", the HDR1 check will be bypassed.

BB017_FREE_EXPIRED

The BBO17_FREE_EXPIRED command will free space for the volumes that have become SCRATCH since the last execution:

® By deleting the virtual volume imagefilesin the Data Store.

® By running the Delete script in the enterprise backup server storage (if this script is configured in the Data Store)

The command will free storage space for the virtual tape volumes that:

® have a Volume Group configured with Auto-scratch.

® are configured as SCRATCH according the DSM/TC, TMF or QTOS catalog specified in their Volume Group.

® arenotinuse.

® arein aPRIMARY DataStore.

® have a data size larger than the parameter MIN_SIZE, according to the "Write bytes count” kept in the domain

catalog.

This macro will also unload tape volumes that were abnormally left in LOAD state after the tape application using it ended. If the
volume was actually already unloaded by the tape system, the LOAD state is simply reset in the BackBox catalog.

When the Copy Pool Sync is configured, the VTC will also delete all instances in the Copy pool.

Syntax:

BB017_FREE_EXPI RED [ SCRI PT_TI MEQUT mi nut es] [, PROCESS
NEW | ALL],

[, M N_SI ZE si ze]

[, QUT fil enane]

Parameters Description
[ SCRI PT_TI MEQUT Maximum number of minutes allowed for the VTC to process the script deletion. Delete
m nut es] Default script is a process that cleans up the backup copy on the server.

value: 5 minutes.

A If Delete Script is not configured on the Data Store, the VTC will not run
£ the script deletion, therefore it will not clean up the backup copy on the
server.
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[ PROCESS NEW | NEW checks up the status of any NEWscratch volumes inside the BackBox catalog since the
ALL] Defaultvalue: NEW last clean-up process, regardless of the volume type (not cleaned up and/or containing
data).

ALL: checks up the status (scratch/sync) of all volumes inside BackBox catalog, regardless
of the type and then sends a message for each and every volume inside that catalog
(covering all volumes) to the VTC to run the

clean-up for ALL tapes.

[ M N_SI ZE si ze] Set up volume size (in KB) to be ignored and therefore not cleaned up during BB017
process.

Default value: 0

[QUT fil enane] Filename destination of the clean-up report. Default filename is BBO17 spooler.

Default filename:
BB017 spooler
($S.#BBOX.BB017)

Delete script is a process that cleans up the backup copy on the server.

If Delete Script option is not enabled on the Data Store, the [SCRIPT_TIMEOUT minutes] process will not delete the
Fa script, therefore it will not clean up the backup copy on the server.

DataStore w/o delete- Timeout

script

DataStorenot configured with reasonable timeout = VT controller timeout for DataStore with no delete-script

delete-script

DataStore configured with reasonable timeout = VT controller and SCRIPT_TIMEOUT
delete-script for DataStore with delete-script

Nonstop error 40 - on socket

When running a delete script process, Nonstop might issue an error 40 due to lack of response from VTC.
a5 If no response within a reasonable timeout (SCRIPT_TIMEOUT value plus 1 minute), check the VTC log. If no error is
found in the log, address the issue with ETI-NET Support team.

For asample report see BBO17_FREE_EXPIRED in the Appendix A - Guardian Tools Samples.
BB023_DEL_BACKEDUP

The BB023_DEL_BACKEDUP command will initiate a Windows process that will scan all configured paths in PRIMARY Data Stores
and, according to the Volume Group configuration associated with each volume, will delete the Windows files that have been
saved to the enterprise backup server.

Afile is considered archived if its archive bit is set. The special processing for StoreOnce to test if a file is backed up by restoring it,
depends on a distinct configuration flag "Archive bit supported" (Data Store Configuration in the Ul).

Deletion is possible only if the the Volume Group configuration associated with each volume allows the process. Additional
criteria for the deletion may be specified in the Volume Group configuration.

® Number of days (number of full 24 hour periods) since the last modification of the .DAT file before deletion.

® Number of days (number of full 24 hour periods) since the last access of the .DAT file.

® A minimum file size.

The .IND file of a volume is never deleted when the Volume Group is not associated with a Nonstop tape catalog. The
Fay .IND file contains a copy of the tape headers. When there is no Nonstop tape catalog, the tape headers in the .IND file
are used to tell if the volume has expired. The presence of .IND files on Windows disks allows for the Autoscratch
procedure without having to read the data file.

When the Copy Pool Sync is configured, only files in the Storage and Spare Pools are tested. If a file is to be deleted, all other
instances with the same or older timestamp are deleted in the Copy pool.

Syntax:

BB023_DEL_BACKEDUP STOREID {stored-id | ALL} [,
STOREID ALIAS {0 | 1| 2}]
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[, START_TIME HH: MN,
[, END_TI ME HH: MN|
[, MAX_DURATI ON mi nut es]

Parameters:

Parameters Description

STCREI D Specify a Store Id or ALL, for all Data Stores.

{stored-id | ALL}

[ STOREID_ ALI AS Interpretation of the STOREID

{0 1 value 1: replace '_' characters by space

| 2}] value 2: replace '+' characters by space.
Default value is 0.

[ START_TI ME Specific to StoreOnce. See after the Sample regular report. Minimum start time in

HH: MN] the day. If the macro is run before, nothing will be executed. From 00:00 to 23:59.
Default value is 00:00.

START_TI ME Must be both specified or both omitted.

and END_TI ME

[ END_TI ME HH MN| Specific to StoreOnce. See after the Sample regular report. The macro will not
execute anything if run after this time. If the job is still processing at this time, the
VTC will complete the current volume and stop processing. From 00:00 to 23:59.
Default value is 23:59.

START_TI ME Must be both specified or both omitted.

and END_TI ME

[ MAX_DURATI ON Specific to StoreOnce. See after the Sample regular report. Elapsed time after

HH: MN] which the VTC will complete the current volume and stop processing. From 00:00
to 99:59. Default value has no limitation.

Sample Regular Report:

When a Data Store is not configured for StoreOnce, the macro waits for the result and displays a control report showing the
deleted volumes.

LSD3- BB023 Del ete backed up Wndows files 2022-08-21 10: 38: 36

Store id to clean up: ALL

Data Store: WNL

Label Last Update Last Accsss Size (M)

Pat h: \\208.180. 1. 87\ LSAL_on_D\ LSD3\ W N1

LMAM 04 2022-07-30 16:45:07 2022-07-30 16:44:59 31
Pat h: \\BB1\LS E\LSD3\ W N1

LMA0O3 2022-08-21 10:32:49 2022-07-30 16:31:33 31
LMAL11 2022-08-21 10:37:16 2022-08-21 10:37:03 31
Pat h: \\ happy\lsal\lsd3\w nl

LMAM 06 2022-08-01 14:03:56 2022-07-30 17:08:15 31
LMALO7 2022-08-07 18:20:48 2022-08-07 18:20:39 31
LMAL12 2022-08-21 10:33:51 2022-08-21 10:33:40 31
Data Store total

6 volunes for which Wndows files have been del eted
12 Wndows files del eted

185 MB del et ed

LSD3- BB023 Del et e backed up Wndows files 2022-08-21 10: 38: 36
Data Store: W N2

Label Last Update Last Accsss Size (M)

Pat h: D:\ LSAL\ LSD3\ W N2

This path is not available Data

Store total

0 volunes for which Wndows files have been del eted
0 Wndows files deleted

0 MB del et ed

Grand total

6 volunes for which Wndows files have been del eted
12 Wndows files del eted

185 MB del et ed

LSD3- BB023 ends at 2022-08-21 10: 38

13224 BB023: 12 backed up Wndows files have been deleted.
Del eted size: 194,559, 102 bytes.
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START_TI ME, END_TI ME and MAX_DURATI ON parameters for StoreOnce.

These parameters apply only to Data Stores configured for StoreOnce NAS.

The VTC cannot tell if a file located in a StoreOnce NAS is backed up or not according to its Archive Bit. Therefore, the VTC actually
restores the files that would be candidates for deletion to temporary files. Then it checks the restored file against the original one
before deleting both the original file and its restored copy. This process can be very long and can compete with regular Nonstop
backups for net- work and storage resources.

® The first precaution is to consider scheduling 0BB017 outside of the backup windows, which may result in possibly
splitting 0BB017 into several jobs.

® The second possible precaution is to use these parameters to limit the duration of the processing and to limit the
execution according to the time of the day.

Data Stores associated with StoreOnce NAS are processed in the background and the report produced by the macro indicates:
Submitted as a long-run background process for StoreOnce. The report is empty and processed volumes will be logged
in EMS.

All Data Stores associated with StoreOnce NAS in the domain are processed in parallel and one volume at a time per Data Store.

For a sample report for StoreOnce see BB023_DEL_BACKEDUP in the Appendix A - Guardian Tool Samples.
BB022_CHECK_SPACE

The BB022_CHECK_SPACE produces two reports sorted by Data Store ID. BB022-A Check disk space in Windows Data Stores.
BB022-B Volume Groups per BackBox Data Store.
® BB022-A shows the summary per disk path and checks the actual free disk space in Windows Data Stores for each
disk path.

® BB022-B shows the summary per Volume Group for all Data Store types, including IBM Spectrum Protect (TSM) Data
Stores.

Checks on space are done during execution. A warning message may be issued to EMS and may be included in the report.

® W3217 LSD3-W3217 nn% of Windows disk space used in store store. Store has reached warning level of nn%. nnnn
MB are used. nnnn MB are free.

® W3219 Free space (nn MB) in store is not enough for writing a full volume (nnnn MB) in Volume Group group.W3218
Disk path \\server\share\folder:\LSAL\LSD3\WIN2 in Store store is not accessible.

® W3313 Only 30% of SCRATCH Volumes available in Volume Group DSMTC_???. Volume Group has reached the
warning level of nn%. n volumes are SCRATCH out of nn volumes in the Volume Group.

® E2611 Socket error nn when connecting to address nnn.nnn.nnn.nnn port 8766. (Cannot reach a VT().
® E3034 No available route to Data Store store.

Depending on the requirements of a particular installation, the macro BB022_CHECK_SPACE might be scheduled in NetBatch
more than once a day and software monitoring EMS events can be configured to generate alarms when message W3217 or
W3313is issued.

Syntax:

BB022_CHECK_SPACE [OQUT fil e-nane]

Parameters:
[OUT filename] destination of the control report. Default value is the current home term. For a sample report see BB022 CHECK

SPACE in the Appendix A - Guardian Tools Samples

BATCH SUBMISSION OF BACKUP SCRIPTS BY BB036_BACKUP_STORE
The backup script can be submitted for all non-backed up files of a WINDISK Data Store through the Ul Storage Admin page,
Backup all non-backed-up files. This can also be accomplished by the TACL macro BB036_BACKUP_STORE.

Macro syntax:

LOAD / KEEP 1/ BBOX. BBSETUP BBOX. MACROS



BB036_BACKUP_STORE STOREI D data-store-id [,
ROUTE vtc-id ]

STOREDID specifies the identifier of a WINDISK Data Store.

ROUTE specifies the identifier of a VTCthat will execute all backup scripts. This overrides the default distribution of script
submissions.

BATCH DEVICE RESERVATION BY BB020_RESERVE

Device reservation can be modified dynamically by the macro BBO20_RESERVE, where the device requirements change
regularly. This allows scheduling changes in NetBatch.

Macro syntax:

LOAD / KEEP 1/ BBOX. BBSETUP BBOX. MACROS
BB020_RESERVE [DRIVE [\node.]$nanme-pattern, [,
CLASS nane | (nanme, nanme...) | NONE] [,
LI ST ]
LIST showsall current reservations.
To modify reservations, the keywords DRIVE and CLASS must be entered.

The modified reservations are always listed.

DRIVE specifies which drive whose reservation will be altered. Only a single specification is allowed, but wild-cards can be used in
the device name. The current node is the default.

CLASS specifiesthe volume class reserved forthe DRIVE. Specify NONE to removereservation. LIST generates the list of all
reservations in the domain.

The macro ignores the drives of disabled VTCs.

WINDOWS DATA STORE: RECOVERING A DISK PATH

If one of the paths defined in a Data Store becomes unavailable, it can be recovered by modifying the path's settings in the
Domain Configuration.

To recover a Disk Path, perform one of the following:

® |oad virtual volumesstored in other available paths.

® [oad a volume located in the lost path (not SCRATCH according to DSM/TC or TMF). The load will succeed if the
volume timestamp check is enabled and a Restore script is configured and executed correctly, otherwise, the load
will fail.

® |oad a SCRATCH volume for output will be successful if at least one path remains available and the Volume Group
is configured for auto-scratch.

Each timethe path in errorisaccessed, an error message will be logged to EMS.

To recover the files if there is no scripting, the user must restore the backups of these volumes in other paths
L | of the Data Store.

It is recommended to modify the Data Store Disk Pool configuration to remove a path in error and add new paths as necessary.
Virtual volume files must be manually moved to the new path as necessary.

RECOVER THE BACKBOX CATALOG

Forthereplication provided by BackBox, refer to the manual BackBox Catalog Sync Option.

To recover the VOLUME* files, the Domain Manager should not be running. The EMS Extractor process BBEXT
L % | must be stopped.

To recover aversion of VOLUME* from TMF dumps:

® Run TMF RECOVER. If the dumps have been saved on virtual tapes, use the Stand Alone Load panelin the user
interface to mount the volume requested by TMF.



1. Torestore a backup done with the PAK utility, simply UNPAK VOLUME and VOLUMEO and DSM/TC or TMF
catalogs.

VOLUMEQO is an alternate index and the option MAP NAMES should be used in the UNPAK command as follows:
L% | UNPAK pak-file, $SYSTEM.BBOX.VOLUME*, MAP NAMES $*.*.* TO $SYSTEM.BBOX2.VOLUME*, AUDITED, MYID,
OPEN

2. Torestorefrom abackup on virtual tape:

RESTORE =tapedef1, $SYSTEM.BBOX.VOLUME*, MAP NAMES $*.** TO $SYSTEM.BBOX2.VOLUME*, AUDITED, MYID, OPEN

Manually load the volume using the Ul page to initiate the load and check the restore completion of the
L | restorein EMS. If an EMS message states that the unload cannot be registered, go to the Volume tab, display
the detail of the volume, click the Edit button, reset the current operation and click Update.

If it is impossible to load the volume manually, use the Stand Alone Load panel in the BackBox user interface. A typical case
would be to cold-load the system from an SIT tape on a virtual volume.

After therecovery of a catalog on another system, the restore jobs may fail because the access to the virtual volumes was
controlled by the Domain Manager. The volumes security settings may not have been done correctly for disaster recovery;
therefore, the read access may be denied.

Use BackBox User Interface to edit volume settings that were written since the BackBox catalog was backed-up and which may
need to be restored/fixed due to volume load issues:

1. Modifythevolume ownerand security settings, if necessary.
2. Disable the Check Volume Timestamp at volume level or Data Store level.

When the timestamp check is disabled and the Windows INDEX file is present in several Disk Pool paths,
£25 the load will fail and the user will have to delete the obsolete versions.

To recover the catalog when there is no available catalog backup, but the actual data is available in the Data Store, the catalog
has to be entered manually. To do so, perform the following steps:

1. Use configuration backups and notesto rebuild the configuration of a new domain.

2. In the Domain Configuration, modify the Data Store's domain access to RESTRICTED.

3. InWindows file Data Stores, restore all *.IND files, if they have been deleted after archive/backup to a back-end
enterprise backup server.

4. Using the Create Volume page of the user interface, re-create all virtual volumes in the BackBox catalog. This
does not access the actual Data Store.

5. If possible, modify the security settings at the volume level, asrequired.

6. Change the Data Store back to PRIMARY and, using your record, set the configuration back to its former
state.

7. Until the volume is rewritten in the new environment, its access will be authorized according the access
authorization set at backup time.

RECOVER THEBACKBOXNONSTOP  ENVIRONMENT
To recover the BackBox Nonstop environment, four items must be re-installed:

1. TheBackBox software.

2. The static BackBox Domain Configuration (BBSVCFG, STATE and BBSETUP files.)

BBSVCFG includes a license key that is valid only for specific Nonstop node(s).

3. The catalog of virtual volumes (VOLUME & VOLUMEQO files).
4. TheOBEY files, such asOBB017, that were customized by the user.

A virtual volume must be recognized by the Domain Manager to be automatically loaded by BackBox. An
Y up-to-date catalog is required to make all BackBox features available.

TMF and DSM/TC catalogs are not required to run restores from virtual volumes.
These Nonstop catalogs must be restored according to the procedure recommended by HPE.



RECOVERY FROM BACKUPSONA NEW NONSTOP SYSTEM

If the backup was set for recovery when it wasinstalled:

1. Unpack the PAK file containing the BackBox installation sub-volume including the VOLUME* files.

2. Check that the BackBox environment is operational and has access to Data Stores containing the images of TMF
and BACKUP virtual volumes.

3. RESTORE the VOLUME* files from the most recent installation sub-volume backup.

The BackBox environment is now ready to process all mount requests. If the DSM/TC catalogs must be restored, it should be done
at this time.

If the backup was set for recovery when it wasinstalled:

® |nstall the BackBox software from an ETI-NET distribution package.

® |nitialize the BackBox configuration by replacing the default BBSVCFG file with the one previously saved or
according to the notes taken.

® Enter the list of virtual volumesin RESTRICTED Data Stores.
® Recoverthe DSM/TC catalog.

RECOVERY ON A PREPARED DR SYSTEM

Requirements for arecovery on aprepared DR system:

® TheDRsystem already has a working BackBox environment.
® Backups or replications recommended in the Setup for recovery section of the Installation chapter are
available.

To make the recovery:

1. Check that the whole BackBox environment is operational and has access to Data Stores containing the images
of TMF and BACKUP virtual volumes.

2. If VOLUME* files were not replicated, RESTORE them from the latest backup of the BackBox installation sub-
volume.

3. Recover the TMF and DSMTC catalogs using the procedures documented by HPE. Eventually, use the BackBox
Catalog Sync option for the DSM/TC catalog.

The BackBox environment is now ready to process all mount requests.

RECOVERY HINTS

If tape load requests are rejected because TMF is not yet operational, change the BackBox audited VOLUME* files to NO
AUDIT until the Nonstop system is fully operational.

If load requests are rejected because the timestamps in the BackBox catalog and those in the volume timestamps do not match,
use the Ul to:

® Disablethetimestamp checking on the volumesthat cannot be loaded.
® Disablethe timestamp checking at the Data Storelevel, if you have more volumes.

If the BackBox catalog does not contain entries for volumes requested by RESTORE or RECOVER and no backup of the catalog is
available, do the following:

® (Configure a RESTRICTED Data Store and a corresponding Volume Group. Use BackBox Ul to create all the required
virtual volumes in that Data Store.
® |fonly a few virtual tape volumes are involved, use Stand Alone Load.



TOOLS

GUARDIAN TOOLS

The following TACL and OBEY file programs are provided as support tools for various reports, virtual drives performance
testing and trace tracking.
Areset procedure for the Nonstop tape subsystem is documented in the BackBox Messages Manual and Troubleshooting.

BBREST — RESTORE FILES THROUGH MEDIACOM

BBREST isa TACL macro that helps users (not familiar with MEDIACOM) execute simple restores with pre- defined options.

BBREST prompts for parameters to generate the MEDIACOM commands INFO DISKFILE and RECOVER DISKFILE. Only backups
executed with the CATALOGFILES option can be restored by BBREST.

The macro accepts a single file name or file name pattern, and asks for optional additional selection criteria to produce a list of
tape files (i.e. backup executions) and a list of matching disk files.

This list of disk files can be browsed in Detail Report or in Summary Report. The Summary Report shows only the backup
executions containing matching files.

Both the Detailed Report and Summary Report allow the selection of a backup execution for submitting a restore. The user can
loop between the browsing of Summary and Detail Reports before submitting a restore.

When a restore is to be submitted, the macro asks for the target location of restore and initiates the RECOVER DISKFILE command.
When the RECOVER DISKFILE command is executed, MEDIACOM asks for confirmation and issues a mount request in EMS. The
request will be answered by the BackBox EMS Extractor.

® When a disk file pattern is entered, different subsets of disk files might be present in different tape files (different
backups), but the RECOVER DISKFILE will execute only from a single tape file.

® Predefined standard restore options are set in the macro. It is possible to change them by editing BBREST. Search
for:

#SET restore”opt LISTALL, OPEN, TAPEDATE, AUDI TED and
#SET outfile $S.#DSMIC. RESTORE

Syntax:

LOAD / KEEP 1/ MACROS BBSETUP
RUN BBREST

For scenarios using the detailed report see the BBREST Scenariosin the Appendix A - Guardian Tool Samples.

TMFC2 — EXTENSIONS TO TMFCOM COMMANDS ON MEDIA

TMFC2 is a TACL macro (not specially attached to virtual tapes) that simply provides two extensions to the TMFCOM commands on
media: INFO, ALTER and DELETE:

® Agenericlabel pattern can be entered as a medianame, ex: TMFC2 INFO MEDIA P*100?

® An optional keyword SELECTSTATUS is added to these commands to select the media object of the action according
to their status in TMF, ex: TMFC2 ALTER MEDIA *, SELECTSTATUS RELEASE, STATUS SCRATCH

TMFC2:

® Receives the TMFCOM command asa TMFC2 command parameter.

® Browses the TMF catalog.

® Selects media according to the pattern and the SELECSTATUS parameter.
® Generates (in a temporary file) a command for each selected media.

® Runs TMFCOM giving the generated file as an input file.

® Deletesthetemporary file.

® Requires running in the BackBox environment asit uses BackBox macro and programs.
Syntax:

LOAD / KEEP 1/ MACROS BBSETUP
TMFC2 [PEEK | NOPEEK,] [FILE file-name,] TMFCOM conmand



Parameters:

[PEEK | NOPEEK,] allows preview of the commands to execute. Default value is NOPEEK. NOPEEK: TMFCOM is
executed with the generated input file
PEEK: the generated input file is displayed only. [FILE file-name,] Name the TMFCOM input file to save it. TMFCOM-

command

TMFCOM command syntax on TAPEMEDIA. The clause [SELECTSTATUS status,] can be added, with status being
SCRATCH, ASSIGNED, RELEASED or BAD.
The media-name can be a media-name pattern.

For TMFCOM samples see TMFC2 Samplesin the Appendix A - Guardian Tool Samples.

BBOOO_COLLECT — GATHER INFORMATION FOR SUPPORT

BBOOO_COLLECT is a TACL macro that produces a file documenting a BackBox environment. It is used when issues arise and
support needs the latest information.

The collected information, such as logs and configuration files, documents only the Nonstop system where the macro is executed.
The same macro must be executed in peripheral Nonstop nodes and a Windows specific procedure must be executed in the VTCs.

BBOOO_COLLECT requires a working sub-volume (TARGET parameter) where intermediate files and two consolidated final files will
be created. When completed, these two file names are displayed and avail- able to product support.

Syntax
VOLUME <BackBox-i nstal |l ati on-subvol >
LOAD / KEEP 1/ MACROS BBSETUP
BBOOO_COLLECT TARGET <t arget - subvol >
[, TIME <yyyy-mmdd [ hh: m[:ss]]>]
[, COLLECTOR $process]
[, LISTALL yes| no]

Parameters:

TARGET subvol

Required the sub-volume where the files will be created. It is recommended to specify the BackBox trace for the
sub-volume configured in the BackBox domain

[TIME <yyyy-mm-dd [hh:mn[:ss]]>]

Optional time of incident that will be used as base to extract EMS messages.

The extracted messages will be those produced from 24 hours before this time and up to one hour after.

The current time isused as the default value.

00:00:00 is the default when a date is specified without the time of day.

[COLLECTOR process]

Optional EMS collector process name from which the messages will be extracted. “$0” is used as the default value.
[LISTALL yeslIno]

LISTALL YES produces the list of the PAK content (i.e. sends the LISTALL parameter to the BACKUP
program). No is used as the default value.

ForaBB00O0_collect sample see BBOOO_COLLECT samplein the Appendix A - Guardian Tool Samples.

BB0O10 - EXTRACTS VIRTUAL VOLUME RECORDS

BBO010 extracts virtual volumes recordsto the VOLEXT file for further reporting by BBO11 or BB0O12.

Syntax:
RUN BB010 | abel -pattern [ REPORT]
[REPORT] will generate a simple report of volumes that match label-pattern.
The VOLEXT file will be created if missing and its content will be overwritten if it already exists. BBO10 must be run
in the sub-volume where the Domain Manager is installed.
Example:

$DATA15 BFERHG19 43> run bb010 AA* report

BB010- Extraction of the BackBox catalog to file VOLEXT 2020/10/28 16:50
Sel ection of volunes matching the | abel pattern: AA*

Label : AA0001 BACKUP



Max volune size : 5 MB

Aut omatic nount : Y

Creation tine : 2020/10/06 17:42 Last load tine : 2020/10/06 17:43 Owmer : \LEOM RA
255,100

Vol une Group : FERNDSK

Store id : WN1L

Store type : WNDI SK

Index path : D:\ FERN\ W N1 Nunber
records read : 24 Nunber records
extracted : 1

BBO17 - FREE EXPIRED VOLUMES

BBO017 is a cleanup task macro recommended to be run daily. BB017 frees the storage allocated to newly expired TMF, DSM/TC or
QTOS volumes. Additional parameters have to be set up based on the data store(s) configuration.

For more details on the process, see Operations. Refer to Appendix A - Guardian Tool Samples for 0BB017 sample.

Syntax:
BB017_FREE_EXPI RED [ SCRI PT_TI MEQUT mi nut es]

[, PROCESS NEW | ALL],
[, MN_SIZE size] [,QUT fil enane]

Parameters:

[ SCRI PT_ TI MEQUT minutes] maximum number of minutes allowed to the Delete script . Default value is 30
minutes.

If Data Store does not have the Delete Script, the [SCRIPT_TIMEOUT minutes] parameter has no effect.

[ PROCESS NEW | ALL] NEW process only the new SCRATCH Volumes / ALL : process all SCRATCH Volumes or
backup software. Default value is NEW.

[M N_SI ZE size] minimum number of KB of data in the tape volume, to allow the free up executed. Default value
is 0.

[QUT fil ename] destination of the control report. Default value is the current home term.

[ BBO171 GNORECHECKHDR1] parameter that allows users to instruct BackBox to ignore checking "BackUp header 1" during
the cleanup.

Values: 0 (No), 1 (yes).
[ VOLUME- SYNC- ONLY] parameter that allows bypassing cleaning volumes in Data Store.

Values: 0 (No), 1 (yes). Default value 0 (No).

BB022 - VERIFIES THE AVAILABLE DISK SPACE

The BB022_CHECK_SPACE produces two reports sorted by Data Store ID. BB022-A Check disk space in Windows Data Stores.
BB022-B Volume Groups per BackBox Data Store.
® BB022-A shows the summary per disk path and checks the actual free disk space in Windows Data Stores for
each disk path.
® BB022-B shows the summary per Volume Group for all Data Store types, including IBM Spectrum Protect™ (TSM)

DataStores.
For moreinformation on the macro, see BB022_CHECK_SPACE in Operations.

Depending on the requirements of a particular installation, the macro BB022_CHECK_SPACE might be scheduled in NetBatch
more than once a day and software monitoring EMS events can be configured to generate alarms when message W3217 or
W3313is issued.

Syntax:
BB022_CHECK _SPACE [QUT fil e-nane]

Parameters:



[OUT filename] destination of the control report. Default value is the current home term. For a sample see BB022 CHECK SPACE in

the Appendix A - Guardian Tool Samples.

BBOZ23 - DELETE OLD FILES TAPE IMAGES

The BB023_DEL_BACKEDUP command will initiate a Windows process that will scan all configured paths in PRIMARY Data Stores
and, according to the Volume Group configuration associated with each volume, will delete the files that have been saved to the
enterprise backup server.

For more information on the macro, see BB023_DEL_BACKEDUP in Operations.

Deletion is possible only if the the Volume Group configuration associated with each volume allows the process. Additional
criteria for the deletion are specified in the Volume Group configuration.

For amacro sample, see BB023_DEL_BACKEDUP in the Appendix A - Guardian Tool Samples.

BB044 —SERIES OF TAPE LABEL REPORTS

BB044 shows a summary of the tapes known in the Nonstop system, listing them by a series of consecutive tape labels.

BB044 must run in a BackBox domain. It searches for tape labels registered in:

® The BackBox domain (i.e. the virtual tape volumes).
® AllDSM/TCvolume catalogsin the local Nonstop system.
® The local TMF catalog

® The remote DSM/TC and TMF catalogs referred by Volume groups configured in the BackBox domain.

® TheQTOS catalogs referred by Volume groups configured in the BackBox domain.

Syntax:
RUN BB044 [BPAK_REPORT {yIn}] [, CATALOG_REPORT {yIn}] [, MERGED_REPORT {yIn}]
Parameters:

BPAK_REPORT {y| n} IfY or Yes, the report BB044-1 will be produced. This report lists the virtual volumes of
BackBox and their Volume Group name. Default value is No.

CATALOG_REPCRT {y| n} IfY or Yes, the report BB044-2 will be produced. This report lists the volumes found
in the tape catalogs and their location (DSM/TC VOLCAT and pool names). Default value is No.

MERGED_REPORT {y|n} If Y or Yes, the report BB044-3 will be produced. This report lists all volumes,
matching the BackBox volumes and the volumes found in tape catalogs. Default value is Yes.

For BB044 samplesee BB044 Tape Label Report in the Appendix A - Guardian Tool Samples.

OBBO11 - LIST OF VOLUMES IN WINDOWS FILES DATA STORES

0BBO011: Liststhe virtual volumes stored in Data Stores of Windows files, sorted by Windows disk path. Syntax:

RUN OBBO11l | abel -pattern
Label-pattern will select volumes whose label matches the pattern.
0BBO11 must run in the sub-volume where the Domain Manager isinstalled.

For a sample of 0BB011 - List of Volumes in Windows Files Data Stores see 0BB011 - List of Volumes in Windows Files Data Stores
in the Appendix A - Guardian Tool Samples.

OBBO12 - LIST OF VIRTUAL VOLUMES

0BBO012: Lists the virtual volumes registered in the BackBox catalog. Syntax:

RUN OBB012 | abel -pattern
Label-pattern will select volumes whose label matches the pattern.
0BBO012 must run in the sub-volume where the Domain Manager isinstalled.

For asample of 0BB012 see 0BB012 - List of Virtual Volumes in the Appendix A - Guardian Tool Samples.




OBB0O18 - STATISTICS REPORT

0BB018 liststhe VTC activity-related info: datasize and throughput per volume loaded.

This report shows the activity of scripts started by the VTC emulator, but does not list the activity of scripts started by the Script
Controller. See 0BB019 - Statistics Report — Script Controller for the report on scripts initiated by the VTC Script Controller.

Rates printed in BB018 exclude the initial wait time. This report excludes all starting activity timestamps until the tape application
begins to write or read data blocks.

Syntax:

OBEY (BB018

For asample of the 0BB018 content see 0BB018 Statistics Report in the Appendix A - Guardian Tool Samples.

Report output:

$DATAO05 BPAK 14> OBEY OBB018

BPAK- BBO30 - Extraction of statistics files 2020-04-07 16:12
Stats file nanes : $DATAO05. BPAK. STAT%/Y%R4Mo

Extract file : STATEXT

Sel ection from 2020-04-06 17:00:00 to: 2020-04-07 17:00:00
Exi sting statistics files Records read Records extracted

\ MONT. $DATAO05. BPAK. STAT1102 5526 0

\ MONT. $DATA05. BPAK. STAT1103 3712 0

\ MONT. $DATAO05. BPAK. STAT1104 766 4

Total records witten: 4

BAPK - BB018 BackBox activity by Data Store page 1

From 2018-04-06 17:00:00 to: 2020-04-07 17:00: 00

Data Store: WN1

Start End R Volune Data size Rate Set tinme tine Oper. Wlabel MB MB/s ve VIC

Start date: 2020-04-07
14:38:20 14:38:25 LOAD WOBCD0O9 2 1.0 | MILBBLAB1
14:38:25 14:38:35 BACKUP W OBCD09 2 0.2 | MILBBLAB1
14:55: 03 14:55:22 LOAD R OBCD09 2 0.5 | MILBBLABL
14:55:04 14:55:16 RESTORE R OBCD09 2 0.2 | MILBBLAB1
BackBox activity summary for WN1L
2 vol unes accessed
5 MB of transferred data

Report elements:

Start date/time: Time when the load request was accepted by the BackBox Domain Manager.
End time: Time when the volume was unloaded by the VTC.

Volume label: Virtual volume label.

Oper: BackBox operation.

LOAD - Virtual volume loaded in a NSK tape drive.

BACKUP - Backup Windows script.

RESTORE - Restore Windows script.

MOVE - Move the volume from a storage location to another.

EXPORT - Export to physical media.

IMPORT - Import from a physical media.

R/W: Read or Write (USE parameter of the tape define).

Data size: Data size written or read by the NSK tape application.

Rate: Transfer rate computed from the time the 1st data block is written/read (excluding tape headers
processing) to the unload time.

Severity: | - information, normal emulation.

W —warning, error occurred during execution or the volume was manually unloaded.

E —severeerror.

VTC: VT Controller identification.

OBB0O19 - STATISTICS REPORT — SCRIPT CONTROLLER

0BBO019 lists script activities related to Script Controller: datasize and throughput per script execution.



By using Script Controllers you can serialize backups, restore script operations, optimize access to resources, and minimize
delays.

The statistics file name is specified through the BackBox user interface on the Domain Configuration page.

Synt
ax:

OBEY (0BB019

For asample of the 0BB019 content see 0BB019 - Statistics Report — Script Controller in the Appendix A - Guardian Tool Samples.

Sample of a 0BB019 - Statistics Report — Script Controller:

$DATAL5 LSBBOX 14> OBEY 0OBB019

BPAK-BB030 - Extraction of statistics files 2020-03-16 13:12
Stats file nanmes : $DATA05. BPAK. STAT%YY%R4/MWb

Extract file : STATEXT

Sel ection from 2020-03-15 14:00: 00 to: 2020-03-16 14:00: 00
Exi sting statistic files Records read Records extracted

\ MONT. $DATA21. LSBBOX. STAT0912 5526 0

\ MONT. $DATA21. LSBBOX. STAT1001 3712 0

\ MONT. $DATA21. LSBBOX. STAT1003 766 313

Total records witten: 313

BPAK -BB019 Scripts submitted by script controllers page 3 From 2020-03-15
14:00: 00 to: 2020-03-16 14:00:00

Start Start End Data size Rate Se

VTC date tine tine Qper. MB MBs ve

AUSTNSBUPC101 2020-03-15 16:56: 13 16:56: 19
AUSTNSBUPC101 16:56: 15 16: 56: 22 BACK- BATCH
AUSTNSBUPC101 16: 56: 29 16: 56: 35 BACK- BATCH
AUSTNSBUPC101 16:56: 31 16: 56: 38 BACK- BATCH
AUSTNSBUPC101 16:56:50 16: 56: 55 BACK- BATCH
AUSTNSBUPC101 16:56: 53 16: 56: 59 BACK- BATCH
AUSTNSBUPC101 16:57:11 16:57:17 BACK- BATCH
AUSTNSBUPC101 16:57:17 BACK-BATCH 0 0.0 |
AUSTNSBUPC101 16:57:29 16:57: 36 BACK- BATCH
AUSTNSBUPC101 16:57: 30 16:57: 36 BACK- BATCH
AUSTNSBUPC101 16:57:47 16:57:52 BACK- BATCH
AUSTNSBUPC101 16:57:52 16:57: 58 BACK- BATCH
AUSTNSBUPC101 16:58: 09 16:58: 15 BACK- BATCH
AUSTNSBUPC101 16:58:11 16:58: 18 BACK- BATCH
AUSTNSBUPC101 16:59: 09 16:59: 15 BACK- BATCH
*** BB019 end of report

ACK- BATCH 0 0.0 |

PORRPRORTE
Coo000
NONROPR

ORrORORO
Cooo0000
ORrONONO

Report elements:

VTC: VT Controller identification.

Start date/time: Script start time according to the VTC system time.

End time: Script end time according to the VTC system time.

Data size: Data size written or read by tape application.

Rate: Transfer rate computed from the time the 1st data block is written/read (excluding tape headers) to unload
time.

Severity:

| - information, regular execution.
W —warning, some error occurred for one or all the files processed by the script.
E —severe error occurred for one or all the files processed by the script.

OBB021 — EMULATION STATISTICS REPORT

0BBO021 lists the tape emulation activity only (data size and throughput per volume loaded). Throughput calculations exclude the
initial wait time.
Syntax:

OBEY 0BB021



For acontent sample of 0BB021 see 0BB021 - Emulation Report in the Appendix A - Guardian Tool Samples.

Report output sample:

$DATAO05 BPAK 14> OBEY OBB021

BPAK- BB030 - Extraction of statistic files 2020-04-07 16:17 Stats file nanes :
$DATAO05. BPAK. STAT%YY%84MPo

Extract file : STATEXT

Selection from 2020-04-06 17:00:00 to: 2020-04-07 17:00:00

Existing statistics files Records read Records extracted

\ MONT. $DATAO5. BPAK. STAT1102 5526 0

\ MONT. $DATAO5. BPAK. STAT1103 3712 0

\ MONT. $DATAO5. BPAK. STAT1104 766 4

Total records witten: 4

LSBBE - BB021 BackBox emul ation activity by Data Store page 1
From 2020-04-06 16:00: 00 to: 2020-04-07 16:00: 00

Data Store: WNL

Start End R Vol unme Data size Rate Conmpr En- Se

time tine Wlabel MB MB/s ratio cryp ve VIC

Start date: 2020-04-07

14:38:20 14:38:25 WOBCD09 2 1.0 2.36 | MILBBLAB1
14:55:03 14:55:22 R OBCD09 2 0.5 2.36 | MILBBLABL
Virtual tape enmulation summary for WN1L

2 vol unes | oaded

5 MB of transferred data

Report elements:

Start date/time: Time when the load request was accepted by the BackBox Domain Manager.
End time: Time when the volume was unloaded by the BackBox.

R/W: Read or Write (USE parameter of the tape define).

Volume label: Virtual volume label.

Data size: Data size written or read by the NSK tape application.

Rate: Transfer rate computed from the time the 1st data block is written/read (excluding tape headers
processing), up to the unload time.

Compr. Ratio: Compression ratio = user data size / storage size.
Encryp: Encryption indication = space or “Encr”.
Severity:
| - information, regular emulation.
W —warning, error occurred in the emulation, or the volume was manually unloaded.
E —severeerror.
VTC: VT Controller identification.

OBB038 — LIST OF ENCRYPTED VOLUMES

0BBO038 liststhe Encrypted volumeswhose label matchesan entered volume label pattern. Syntax:

RUN OBB038 | abel -pattern

Where label-pattern is a specific label orasimple pattern ending by *. Samples:

RUN OBBO038
* RUN
0BB038 PR*

For asample of 0BB038 content see OBB038 List of Encrypted Volumes in the Appendix A - Guardian Tool Samples.

Report sample:

BB038 Encrypted volumes with | abel matching * 2020-10-24 11:24
Last DSMIC

Volume wite or TMF

| abel date status Encryption Key ID

Key manager id : KM ESKM

Cient type : 1-VIC O\NLY

VE1001 2020/ 10/ 27 ASSI GNED BBOX_ 21F5BD27VE1001D68095D44B400008_
111027202410



VE1015 2020/ 10/ 27 ASSI GNED BBOX_ 767FE574VE1015D5C6642F4B230008_
111024144520

2 printed volunmes for Key nanager KM ESKM
End of report BB038
Report elements:

Volume label: Label of the virtual tape volume.

Last write date: Last date the volume was written by a tape application.
DSM/TC — TMF: Volume status in DSM/TC or TMF.

Status: (when applicable).

Encryption Key ID: Encryption Key name instance.

0BB039 -—LIST OF VIRTUALIZATIONS / MATERIALIZATIONS

0BBO039 lists the virtualizations, i.e. copies of physical volumes to BackBox virtual volumes and materializations, i.e. the copy of
virtual volumes to physical volumes.

Syntax:

OBBEY (OBB039

Foracontent sample of 0BB039 see 0BB039 - List of Virtualizations/Materializations in the Appendix A - Guardian Tool Samples.

Report output sample:

QC314EA -BB039 BackBox virtualizations / materializations page 1
From 2020-08-01 18:00: 00 to: 2020-08-02 18:00: 00

Operation: MATERI ALI ZE

Volune Start Start Data size Rate Conpr En- Se

| abel date tine MB MB/s ratio cryp ve VIC

EVTSO01 2020-08-02 10:38:35 0 0.0 0.99 Decr W TANK
EVTS01 2020-08-02 10:40:26 0 0.0 0.99 W TANK
EVTSO01 2020-08-02 11:02:44 135 7.9 0.99 | TANK
EVTS02 2020-08-02 13:40:33 4,832 4.4 0.99 | TANK
EVTSN1 2020-08-02 14:15:53 135 11.3 0.99 | TANK
EVTSN2 2020-08-02 14:42:46 4,832 4.4 0.99 | TANK
Summary for MATERI ALI ZE

6 vol unes

9,936 MB of transferred data

Report elements:
Volume label: Label of the tape volume.
Start date: Starting date of the operation.

Start time: Starting time of the operation.
Data size: Data size written or read by the NSK tape application.

Rate: Transfer rate computed from the time the 1st data block is written/read, up to the unload time.
Compr. Ratio: Compression ratio = user data size / storage size in the BackBox Data Store.

Encryp: Encryption indication = space, “Decr” or “Encr”.
Severity:
| - information, regular emulation
W — warning, error occurred in the emulation, or the volume was manually unloaded

E —severe error
VTC: VT Controller identification

Extracting Statistics for Workstation Reporting Tools

The statistics files used to produce ENFORM reports 0BB018, 0BB019 and OBB025 are comma-delimited files that can be imported
into MS-Excel, MS-Access or other similar database tools. These statistics files contain detailed information and a record per
operation. MS-Access or other database tool must be used to produce summaries.

To get statisticsin a workstation tool table to import comma-delimited files:

® A Nonstop file isprepared by the macro BBO30_EXTRACT_STATS.

®  The prepared file is downloaded to the workstation.



®  APCtoolisused toimport the downloaded file as acomma-delimited file.

BBO30_EXTRACT_STATS USAGE

When extracting either from multiple statistics files or from a single file containing a chosen activity period, the same macro
BBO30_EXTRACT_STATS (used to prepare ENFORM reports) must be run.

In order to extract statistical data, the user must ensure that BackBox macros are loaded during the TACL session. Macros are
located in the domain sub-volume.

Belowis asample of TACL commands that are subsequently divided in threeline groups:

VOLUME domai n- subvol
LOAD / KEEP 1/ BBSETUP MACRCS

The period to extract must be set by TACL PARAMs:

PARAM CUTOFF- TI ME hh: m: ss
PARAM FROM DATE yyyy- m dd
PARAM TO DATE yyyy- mm dd
This will select activity from FROM-DATE & CUTOFF-TIME (included) to TO-DATE & CUTOFF-TIME (excluded).

Ashortcut to set these three PARAMs to the latest 24h period is to run the macro:
BB018_ DEFAULTS

The extraction is triggered by amacro whose parameters set name and format of the extracted file:

BB030_ EXTRACT_ STATS EXTRACT _ FILE file- name [,FIELD_
NAVES YES| NO

EXTRACT_FILE specifies the name of the Nonstop file that will be re-created.
FIELD_NAMES YES will generatean extra first line with the name of the record fields (as the workstation import tools can use them).

A control report is generated by the macro sampled in the BBO30_EXTRACT_STATS Usage in the Appendix A - Guardian
Tool Samples.

The name of all statistics files matching the file name pattern configured in the domain is printed, with the total number of reads
and writes executed.

The written Nonstop file isan Enscribe Entry Sequenced file that must be downloaded as atext file.

ftp Nonstopl
quote site nocrlf on
get $data2l.tenp.nystat stats.csv
bye
USAGE IN THE WORKSTATION TOOL

Specify the file as comma-delimited, declared containing field names in 1st line (if extracted with the FIELD_NAMES YES
parameter).

In MICROSOFT Access, in addition to checking First Row Contains Field Names, change two values in the default
Import specifications window, by clicking the Advanced button:

Date order must be set to YMD
Date Delimiter must be set to “-*
There is a statistics line per volume of operation; this detail depends on the Operation_cat and Operation fields.

® A regular tape usage (for example a BACKUP process writing a volume) is reported by a line with Operation_cat =
EMUL and Operation = LOAD. Distinction between backup and restore is given by Read/Write field.

EXPORT and IMPORT Operations arerelated to the VTCattached physical tapedrives.

® A line with Operation_cat SCRIPT reports the execution of a Windows script. The Operation field ports the type of
script BACKUP, RESTORE, DELETE.

If the Script Controller is enabled in scripts, there will be additional SCRIPT records: one record with
Operation = BACK-BATCH or REST BATCH per execution of asub-script.

Notes applicable in case of Script Controller:

The operation described by a BACKUP operation has no duration, as this execution is only a request for batch



processing.

The operation described by a RESTORE operation contains the waiting of an available batch queue and the
execution of the whole restore batch sub-script.

The throughput of actual backup or restore of the Windows files can be computed from records with Operation =
BACK-BATCH or REST BATCH.

These records are not associated with a specific tape volume, as sub-scripts are submitted for a set of volumes.
Several columnsremain blank.

* Operation_cat LIBR is for tape library specific Operations: MOVE-IN/-OUT is mediamoved from/to thel/0 slots.
INVENTORY-IN/-OUT arechanges detected in the inventory regular BackLib operations.

LABEL is for labeling new media. All elapsed times are specifiedin seconds.

Fields have value only for labeled tape volumes used through a TACL TAPE DEFINE.

Report Fields

Field Name o Sample Value for Sample Value for
Description
EMULLOAD SCRIPTBACKUP
Load_time Load time 10-Jul-22 2022-07-09 14:33:06
17:36:22
Start_time Operation starting time 10-Jul-22 2022-07-09 14:35:18
17:36:22
End_time Operation ending time 10-Jul-22 2022-07-09 14:35:18
17:36:37
Operation_ cat EMUL or SCRIPT EMUL SCRIPT
Operation LOAD DELETE
EMUL:LOAD, EXPORT,
IMPORT SCRIPT: BACKUP,
RESTORE, DELETE
STORAGE ADMIN: MOVE
SCRIPT
(Script Controller): BACK-
BATCH, REST-BATCH LIBR
(libraries): LABEL, LOAD,
MOVE-IN, MOVE- OUT,
INVENTORY-IN, INVENTORY-
OUT, EXPORT, IMPORT.
Severity |
| when there is no error.
W, E and F are possible.
Domain Domain name BPAK BPAK
Label_pre- fix LB (labeled volume), or NL LB LB
(unlabeled)
Label Volume label 000264 000321
Label_type BACKUP,TMF,ANSI,IBM or NL BACKUP BACKUP
Exec_time Total elapsed time 0000015 000000132
Pre-load_time Unused 0000000 000000000
Loading_ time Elapsed timein VTCto load 0000001 000000000
the volume
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Init_time Elapsed time - from the time 0000013 000000000
VTCisready to report the tape
drive ONLINE, - to the time
VTCdetects the 1st data block
(i.e. after the processing of
tape labels).

Data_time Elapsed time of data blocks 0000001 000000132
transferred. This is the base of
throughput computation in
0BBO018.

Post_ unload_ time Elapsedtimein VTCafter the 0000000 000000000
unload

Read_ byte_ Number of bytes read by the 320

count Nonstop host (including tape
headers

Write_ byte_ Number of bytes written by 52052 000000000000000150

count the Nonstop host (including
tape headers)

Read_write READ or WRITE on thevirtual WRITE WRITE
volume

Pre_load Y if the volume was pre-
loaded in the restoreofa
multi-volume backup

Sequence Sequence number of a multi- 1 000
volume backup

Store DataStorelD in the Domain WIN3 WIN2
Configuration

Store_type Data Store type (WINDISK or WINDISK WINDISK
IBM Spectrum Protect TSM)

Volume class Volume class as defined in the BACKUPS
Volume Group

VTC VTCID in the Domain Con- VTC85 VTC31
figuration

NSK_node Nonstop node where the tape \MONT
device is attached

NSK_ Nonstop tape device $VT8501

device

NSK_ Nonstop node running the \MONT

access_ node tape application

NSK_dui Nonstop User ID running the 255.100

tape application

Appl_process

Nonstop CPU, pin and

\ETINIUM.1.168

creation time of the tape 2022-07-15
application process 17:29:43
Volume_ group Volume Group ID in the ARCHIVES MONT_BACKUPS
Domain Configuration
Data_size Nonstop data in bytes 52052 52052
Storage_ size Size of Windows file / or total 25124 25124
size of [IBM Spectrum
Protect TSMobjects
Compr_algo Compression algorithm: 3
0 -none
1-ZLIB
21-IBMSpectrum Protect
TSMAPI
Encrypt_ algo Encryption method: 0
0 -none
1- NSK CLIM VLE
Media_ type DSM/TC media type: LTO3
CART3480, LT03, LTO4 etc.
Compr_ algo Compression NONE

algorithm: NONE
ZLIB




IBMSpectrum Protect TSM

OBBO55 — Low Level Tape to Tape Copy

TACL OBEY command creates a clone copy of a physical tape or of any non-BackBox virtual tape to a BackBox virtual tape. After
completion, a clone of the physical tape is created in BackBox with the same label in such a way that no catalog update is needed.
This OBEY file runs the program BB055 that copies any data block and any file-mark from the input

tapeto the output tape, without any interpretation or validation. Set the tape drives used in input and output to BLPCHECK OFF.

MEDIACOM ALTER TAPEDRIVE $tape, BLPCHECK OFF

If the previous technology, be it a physical drive or otherwise, has the capacity to automatically process a mount request, once a
tape has been processed by BackBox, a mount request may load the same label twice in two drives. It is possible to disable the
automatic load in the specific BackBox Volume group that will receive migrated volumes by setting Migration to BackBox to Being
prepared in the Volume group configuration.
Create a volume group for each DSM/TC pool from which volumes will be migrated.
Updatethe OBEY file before submitting.
Syntax:

TED T

OBB055

OBEY OBBO055

For a content sample of 0BB055 see 0BB055 —Low Level Tape to Tape Copy in the Appendix A - Guardian Tool Samples.

Parameters:

BO55TRIGGER When the value is VOLUMELIST, an exhaustive list of volumes to clone needs to be provided in a file.
The PARAM VOLUMELIST becomes mandatory and contains the file name where that list is. BB055 will sequentially
generate mount requests for each tape on that list.

When the value is OPERATORLOAD, the Operator needsto load each tape to clone, manually.

VOLUMELIST Filename. The file “filename” contains a list of volume labels (one per line) to be copied. The format
is: label, type. Where valid types are BACKUP,AINSI,IBM,0OMITTED or NL. GROUPID name The name of the Volume
Group where virtualized copies should be added.

If the string *search* is used as groupid, for each tape loaded, BBO55 will look in the DSM/TC catalog to find its tape
pools and then it will find the BackBox Volume Group associated with that pool.

For non-cataloged volumes, a valid Volume Group name is mandatory.

INDEVICE Device name for reading.

OUTDEVICE Device name for writing.

IDLEWAIT n In minutes value. Time waiting for volume mounts. Default is 15. Valid values are between 0 and
86400.

TIMEOUT n In seconds value. Time waiting for 1/0 including rewind. Default is 60. Valid values are between 30 to
600.
MAXNOWAIT n Number of blocksin memory. Default is 5. Valid values are between 5 and 30.

For an execution Sample, TACL Output see BBO55 - Execution Sample in the Appendix A - Guardian Tool Samples.

For an execution Sample, EMS Log see OBB055 - Execution Sample, EMS Login the Appendix A - Guardian Tool Samples.

® The errors Sense Key Blank check and DSM/TC REPLY ERROR: 100 have no impact on the processing.

h ® With operational errors, the target tape is deleted if already created, and the next tape is loaded. With
severe errors, the process stops immediately.

OEMSZ2 - EMS MESSAGES DISPLAY

TACL OBEY file displays BackBox and tape related EMS events. It is recommended when the number of EMS events is very high,
especially during BackBox installation.

Syntax:
RUN CEMS2

For acontent sample of 0OEMS2 see OEMS?2 - EMS Message Display in the Appendix A - Guardian Tool Samples.




OEMS - EMS MESSAGE EXTRACTION

TACL OBEY file extracts EMS eventsrelated to tapes and BackBox. Update this OBEY file before submitting.

Syntax:

Fora content sample of OEMS see OEMS - EMS Message Extractionin the Appendix A - Guardian Tool Samples.

TAPEWR - PERFORMANCE  TEST

TAPEWR generates and writes blocks of data to the specified TAPE DEFINE with FORMAT U and LABEL ANSI.

TAPEWR does not support multi-volumes output. The data size to write must be 1 MB less than the configured maximum volume
size.

For meaningful results, theamount of data to write should be at least a few gigabytes.

Syntax:
[ PARAM UNLOAD ON | OFF] [ PARAM MAXNOMWAI T 5 | nunber] [ PARAM BUFFERMODE ON |
OFF] [ PARAM BACKBOXVOL ON | OFF]
RUN TAPEWR =t apeDef bl ocksi ze SizeToWitelnMB &
m nRecor dLenl nByt es naxRecor dLenl nByt es
Where

=t apedef Specifiesthe TAPE DEFINE to write to

Bl ockl en Specifies the length of data blocks to write. Same value as the BLOCKLEN parameter in the tape DEFINE.
Si zeToW i t el nMB Number of MB to write.
m nRecor dLenl nByt es Minimum record length. maxRecor dLenl nByt es Maximum record length.

Optional PARAMs below should not be used without consulting ETI-NET support.

PARAM UNLOAD ONIOFF OFF: avoid the volume unload at the end

PARAM MAXNOWAIT number Maximum number of pending 10’s

PARAM BUFFERMODE ON|OFF OFF: avoid the execution of SETMODE 99

PARAM BACKBOXVOL ON|OFF ON: verify ‘SizeToWritelnMB’ against the BackBox configuration and possibly
reduce it to limit the size to a single volume. OFF: skip ‘SizeToWriteInMB< verification.

For asample of the TAPEWR- Performance Test see TAPEWR - Performance Test in the Appendix A - Guardian Tool Samples.

TAPERD - PERFORMANCE  TEST

TAPERD reads atape volume created by TAPEWR.

Syntax:

RUN TAPERD =t apedef bl ockl en
=tapedef Specifies the TAPE DEFINE to read from.
Blocklen Specifies the length of data blocks to read.

For asample of TAPERD - Performance Test see TAPERD - Performance Test in the Appendix A - Guardian Tool Samples.

TRACE MACROS

The domain traces can be enabled or disabled. The location of the trace files is specified by modifying the Domain Configuration
page of the Ul. Various files are created at each operation when the trace is on. It is important, therefore, to turn the option off
when not needed.

Syntax:

LOAD BBSETUP MACROS
LI STT fil e-nanme-pattern (list the trace files) VIEWN file-nane (visualize a



trace file)

Foratrace macro samplesee Trace Macros in the Appendix A - Guardian Tool Samples.

MICROSOFT WINDOWS TOOLS

Specific VTC tools can be accessed from the Start/Apps Menu screen or from the Windows Start button. Other Windows tools
are provided for Windows scripts and documented in Appendix | - VTC Scripting Options .

WINDOWS VTC TOOLS

In remote sessions, access VTC Tools via the Windows Search bar, click on Start and type BackBox. All software elements are
prefixed by BackBox. The Search dialog window will appear and allow you to choose BackBox version you want to use.

Best match

BackBox E05.01 Ul Client
= App

Apps
= BackBox E05.01 VTC Management Console
¥ BackBox H05.01 Ul Client
= BackBox E04.13 Ul Client
BackBox Collecting Ticket Information

W Windows Server Backup

Settings (7+)

BackBox Collecting Ticket Information gathers the current VTC logs and configuration information in a zip file. See more in
BackBox Messages Manual and Troubleshooting.

BackBox Default Folder(Local Disk(C:)\ProgramData\ETINET) points to the root of the VTC specific data folders, including the
VTCinternal configuration files that are set by the field service engineer.

During asupport call, a customer might be asked to browse some of these files.

| & 0 = | ETINET - o x

' Home Share View e
« v 1 > This PC > Local Disk (C:) > ProgramData > ETINET ~ (] Search ETINE

~ Name Date modified Type Size

# Quick access
[ Desktop
¥ Downloads

ul /2024 9:44 AM File folder

VTC 5/. 1:44 PM File folder

= Documents



| 4 = |vIC - o x

Home Share View 0

— v ot » ThisPC > Local Disk (C:) > ProgramData > ETINET > VTC v O Search VTC pel
~ Name Date modified Type Size
7 Quick access

12/ .44 P F
B9 Desktop - Cert 5/2/2025 1:44 PM e folder
Config 5/2/2025 1:44 PM File folder

¥ Downloads » -
) Job 5/2/2025 1:44 PM File folder
3 Documents s Log 5/2/2025 1:44 PM File folder
= Pictures * Samples 5/2/2025 1:44 PM File folder
" etifps01.etinetlocal » Temp 5/2/2025 1:44 PM File folder

Emergency VTC-License Generator

BackBox Ul Client is a sub-menu containing the user interface shortcut (Ul).

BackBox VTC Management Console starts the console that manages and configures the VTC. See VTC Management Console
section.

BackBox Scripts Folder is a customer created folder that contain different script files necessary for various procedures, such as
upgrade and/or copysync on the cloud. For more details and examples, see section Offline CopySync with S3 Cloud as Targetin
APPENDIX | - VTC SCRIPTING OPTIONS.

| M 5 | Scality S3
Home Share View
« v N > This PC > Desktop > Scality S3 >
m Desktop bl Name Date modified Type
+ Downloads * aws 4/22/202410:09 A...  File folder
3 Documents * tarTool 4/22/2024 10:37 A...  File folder
= Pictures g i aws.zip 4/5/2024 5:11 PM Compressed (zipp...
aws | aws_config 4/6/2024 4:07 PM File
DS_QS_S3 ﬁ AWSCLIV2.msi 3/27/2024 6:08 PM  Windows Installer ..
DS_QS_S3.2VTC =] CopySyncWith$30fflineCopy.cmd 4/8/2024 9:34 AM Windows Comma...
5 W IsArchiveBitReset.exe 4/5/2024 9:44 PM Application
Scality S3
W IsExpired.exe 4/5/2024 6:55 PM Application
v ®This PC - S3 Config Readme.docx 4/20/2024 11:33 A...  Office Open XML ...
m Desktop 7] scalitycabundle.pem 3/26/2024 11:34 A..  PEM File
- Documents | tarTool.zip 4/5/2024 4:49 PM Compressed (zipp...

+ Downloads

BackBox® E5.01 User Guide | 131



VTC SOFTWARE COMPONENTS

VTC Server Services

On theVTCserver, the following services areinstalled to provide BackBox functionalities:

VTC Admin

VTC Admin is a service that performs administrative tasks that don't require the FC/SCSI tape emulation connectivity:
- Creates/Deletes Virtual Media.

- Virtualizes/Materializes Physical Media.

- Performs DataStore query status.

- Performs Data Store access for maintenance (Cleanup, Move from Spare Pool to Storage Pool, backup script re-
submit).

VTC Emulator (FC)

VTCEmulator (FC) isa service that emulates virtual tape devices over a Fiber Channel connection:
- Emulates Manage tape connectivity.

- Emulates Response device status.
- Handlestape session with the Nonstop.
- Handles tape migration with VTS.

VTC Emulator (ISCSI)

VTCEmulator (ISCSI)is a service that emulates virtual tape devices over an iSCSI connection:
- Works only with virtual Nonstop with Clim L19-03 or later (which supports iSCSI).

- Emulates Manage tape connectivity.
- Emulates Response device status.
- Handles tape session with the Nonstop.

VTC Asynclog

VTC Asynclog provides asynchronous communication services with the BackBox Domain Server located on the HPE Nonstop
Server:
- Provides EMS message notification.

- Provides end operation on Virtual Media notification (load, virtualization, materialization, move).
VTC Script Controller
VTCScript Controller provides Windows scripts batching packages for the Enterprise Software Backup.
VTC Management Service

VTCManagement Service provides management services to VTCManagement Console Ul.

VTC Configuration

This folder contains internal VTC configuration files. Other than the port emulation configuration file (BBFcEmulPortCfg.xml),
these files should not be changed before communicating with ETI-NET support.

QoreStoreCfg.XML is a QoreStor-specific file that contains basic QoreStor configuration for VTC MC. If there is no QoreStor system
set up for the domain, the file will not be part of the VTC configuration file.

The security configuration folder allows file reading by any user, but restricts changes to Local Administrator group users.

The following file descriptions are given for documentation purposes only and it does not need to be changed. The list of Edit
tools are:

® VTCMC - the user interface VTC Management Console.

® BPUI - the user interface BackBox Ul.



File Description

Parameters common for VTCAdmin and VTC Emulator (FC) services.

CommonsServicesCfg.xml Changes are used only when the service is restarted.
. Parameters for the service VTCAdmin. Changes are used only when the
BBAdminAppCfg.xml service is restarted.

Application parameters for the service VTC Emulator (FC). Changes are used
BBFcEmulAppCfg.xml only when the service is restarted. The service must be restarted only
when the Nonstop tape devices are stopped.

Emulation parameters for the service VTC Emulator (FC), such as changing
the emulated device type LTO3 to LTO. Changes are used onlywhen the
serviceisrestarted. Theservicemust be restarted only when the Nonstop
tape devices are stopped.

BBFcEmulPortCfg.xml

Application parametersfor the service VTC Emulator (ISCSI). Changes are used
only when the service is restarted. The service must be restarted only when
the virtual Nonstop tape devices are stopped.

. Emulation parameters for the service VTC Emulator (ISCSI), such as
BBIscsiEmulPortCfg.xml changing the emulated device type. Changes are used only when the
serviceisrestarted. Theservice must berestarted only when the virtual
Nonstop tape devices are stopped. Supported tape format LTO6.

BBIscsiEmulAppCfg.xml

DataStore parameters for the service VTC Virtual Tape Devices. Changes are
used for the next tape load.
Supported tape format LTO6 or V505 (emulation used by vNonstop)

BBSL.opt

Domain Address list and TLS/SSL parameters.
Profile2.xml

BBSL.OPT File Content

Keyword Description Default

0to9
COMPRESSION_ LEVEL Parameter for STRONG compression 6
0 = disable compression
1 =best speed

9 = best compression

0 or 1 Redirect trace files on the console.
CONSOLE 1

Number of IBM Spectrum Protect (TSM) objects. Used only for
MAX_OBJECT_ COUNT IBM Spectrum Protect (TSM) API Data Stores 10 000
Maximum number of IBM Spectrum Protect (TSM) objects for a
virtual volume.

Number of seconds.
MAX_KEEP_ Used only for IBM Spectrum Protect (TSM) API Data Stores. 45

ALIVE_WAIT_  SEC Time between two keep-alive procedures.

1 - enabled; 0 - disabled.

PARTIAL_ Used only for IBM Spectrum Protect (TSM) API Data Stores Disabled
OBJECT_ Must be disabled to enable the IBM Spectrum Pro-
RETRIEVE tect (TSM) compression or IBM Spectrum Protect TSM

Encryption by the IBM Spectrum Protect (TSM) API library.
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Number of buffers for asynchronous processing of input SCSI .
SYNC_DEPTH commands. 50 (if SCSI)

100 (if
FO)

Value DISABLED, GENERAL, DETAILS, DEBUG
TRACING When active, it will create afile for each Virtual Volume loaded. DISABLED
The volume name will be used as a file name. No trace will be
activated in the FcLog.log file. All trace Levels are cumulative
and are similar to verbose functionality.

Level Description

DISABLED Trace management activity does not
produce any trace at each block of data
GENERAL Minimal data per data block+data block
description
DETAILS GENERAL + function call and call
context description

DEBUG All of the above + debugging values

Processing when adatafileis detected truncated:

WARNONLY_ TRUNCATE_] 0= the load request isrejected 1
DATAFILE 1=theload requestisaccepted and datafile reading is
attempted

VTC Performance Monitor

TheVTCServer softwareintegrates the standard Windows Performance Monitor. Counters can be measured per Virtual Tape
device, per Port, or per VTC.

VTC Performance Counters

Counter Name Description

Number of data bytes read per second by ahost.
Host Bytes Read/sec

i Number of databytes written per second by ahost.
Host Bytes Write/sec

Number of reads per second by a host.
Host Read/sec

. Number of writes per second by ahost.
Host Write/sec

The average number of data bytes per read by a host.
Host Avg. Bytes/Read

. The average number of data bytes per write by a host.
Host Avg. Bytes/Write

. Number of file marks written per second by ahost.
Host WriteMark/sec

Number of SCSI commands per second that are not Read, Written or

Host Other CMD/sec WriteMarked by a host.
Number of synchronization orders received to flush buffered data into
Host Sync CMD/sec the virtual media.

. Number of Writes and WriteMarks currently in process.
DeviceBuffered Queue Length

) Indicates if the deviceis ready (a virtual mediais loaded).
Device Ready

. Theaverage time passed to answer host /0 per second.
Host Avg. Time 1/0/sec

Theaverage time processing host I/0 to be ready to perform Storage 1/0.

Device Avg. Time 1/0/sec
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Storage Avg. Time
1/0/sec

Percentage of time waiting for a Storage I/0 to be completed.

Storage Bytes Trans- fer/sec

Number of data bytes transferred per second.

Storage 1/0/sec

Number of storage I/0 per second.

Storage Avg. Bytes Transfer/l/0

Theaverage number of databytes transferred per I/0.

Storage Queue Length

Number of 1/0 pending to storage.

Device Avg. Bytes Compression

Theaverage bytes compression ratio.




USER INTERFACE

Each page of the user interface contains the following elements:

Windows Title: contains the BackBox Domain ID.

Windows Menu: provides access to the main menu items.

Window Button Bar: provides access to a subset of the main menu items.

Tabs: provide accessto sub-functions of the selected menu item

Current Tab: the current page has a standard banner in the upper left corner and provides access to the current
functionalities.

User: super.etinet

Administration Domain: YINESO1
9/19/2025 1:35 PM
Sign out

Status. Summary

Storage Admin
Volume | Mount Requests | VTC/Library | Devices
Node N.
e Mame | Pending [ Assigned [ In Error | Name | Devices In Use Free | Inoperative
] [ 0 | [] GEN9SRVO4 2 0 0 2

AINSIDX

Refresh
Jobs Manager
Copyright ETI-NET, 2003-2025

An instance of the BackBox interface can connect to asingle Domain at any time.
The domain ID, user ID, and the connecting time are displayed in the page title.

Windows Menus

E BackBox Ul Client

Sign On

Stand-alone Load

=) Print Ctrl+P
& Print Preview Ctrl+Shift+P
Exit Alt+F4

& BackBaox Ul Client
Menu | Preference |
=/ Sign &  Session
lt Internet Options
| BackBox - Summary (YINESOT) &3

BACK 1)’

BackBox E05.01 UT Client Buikd 14

The menus above are used during the BackBox Ul installation, but they can be accessed anytime to modify session preferences,
Internet options, to sign on as another user, to modify the Domain Address Configuration, or to set up a Stand Alone
Load.

Buttons Row

ﬁ? Sign In %Domam Address Configuration <) Stand-zlone Load o Back I©J ﬁ = u}

The three first buttons are BackBox specific; the remaining buttons are standard Windows buttons (Back, Forward,
Stop, Home, Print, Print Preview).

The Sign On, Domain Address Configuration and Stand-alone Load pagesaredocumented below.

Banner

- : User:  super.etinet
Administration Domain: YINESO1
9/19/2025 1:35 PM
Sig

SR =T
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The Banner is located at the top of each page and displays the BackBox logo and information about the current session.
Below the BackBox Logo: the Ul release and build number.
On the right-hand side: user ID, Domain name, computer time, and Sign Out link for exiting the session.

Navigation Bar

The navigation bar is located on the left-hand side of the page. It allows access to the main functions of the user interface. The
selected tab is highlighted.

BackBox E05.01 UT Chient Basikd 14

Status
Configuration
Storage Admin

Volume

Tabbed Pages

When a page has more than one section, tabs across the top of the main page provide easy navigation between subsections. Each
tab is highlighted when selected.

Domain NSK Nodes VT Controller Key Manager Data Store Volume Group
Data Grids

In configuration mode, information is displayed in data grids (except theDomain page).

VT Controller ID Status Physical Location TCP/IP Address Comment
GEN8SRV04 Enabled Vv 192.168.21.42 Advanced
OBELIX Enabled Vv 152.168.20.87 Advanced

The grids allow the user to view, edit, delete any row of data, or to access additional information pages (such as Volume Group
Information or Advanced information).

To edit a value:

1. Click Switch to Edit Mode button.
2. Click on the node, controller, library, data store or volume group to open the values menu, type the new value or
choose an option from the drop-down list.

\ETINIUM DEFAULT Delete
\INSIDX DEFAULT Delete

NSK Node Name*: \ETINIUM Vv

Profile*: DEFAULT VvV l New Profile ” Delete Profile

Profile Name™*: |DEFAJLT |

Tape IOP CPU Affinity:

BBEXT Configuration

10 Timeout: | 600|seconds

EMS Filter: |EMSFILT1 |

Trace: D

Retry Control for Volume Load Failures

Error category - S .be f. - Delay between retries (seconds)

No available tape device 1 120
(busy condition)
Other failures or Busy condition retries exhausted -1 900

3. Click Save to accept the changes or Cancel if you wish to cancel.
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Sign In

A successful sign in to the Domain Manager is required before accessing the BackBox functionalities. To sign in, the user must
identify the BackBox Domain and must enter the credentials (user ID and password) for Nonstop Guardian.
1. For single sign-in, the user needs to authenticate with Guardian User ID and password to the selected domain.
2. For two-factor authentication, the user logs in with User ID, password AND a PIN number (that is provided by the
third-party).

If you need to reset the PIN number send a query to the third-party provider. The provider will generate a
new PIN number for you.

1Y

:7.{d 4BOX. Administration

BackBox E05.01 UT Client Build 14

Please Sign In *Mandatory Fields

Copyright ETI-NET, 2003-2025

A successful log in will display the main Status page. The behavior and the layout of the Ul are the same regardless of the user's
permissions.

If the Extractor is restarted while a Ul session is in progress, any operation performed through the Ul will be
prompted with the error message "Invalid Session Token" (example: E3525 Invalid Session Token:
497cae41d0f16a1b25a0487d62006910b326821d received from WEBUI for user:). The user should log
back in.

1Y

Domain: The Domain Name selected for the session. Domain addresses are managed using the Domain Address
Configuration page.

Guardian user ID: A Guardian user name (group.user) who is configured for the domain.

Guardian Password: The Guardian password associated with the user ID.

) Password is limited to 80 characters. If longer than 80 characters, the application will prompt an error
5 message.

PIN: PIN number is provided by third- party authentication server. It may be required for two- factor authentication when
two-factor authentication method is chosen. If no PIN provided, the field should be left empty.

Sign Out

Click the Sign Out link located on the upper right-hand corner of the user interface page.

Session Timeout

Ul sessions are, by default, timed out after 20 minutes of inactivity. Attempts to access the user inter- face after timeout require a
new log-in session. To set a different timeout value (in minutes), use the Menu Preferences session.

Session SSL

SSL must be enabled/disabled through the Ul (Preference>Session), along with the other BackBox components. For more info
refer to the SSL Setup section.



Domain Address Configuration

Domain Address Configuration option is available only when BackBox Ul is installed on a workstation.

A

Adomain addressidentifies aBackBox Domain Manager.
Several domains can be identified and their corresponding addresses stored in a local file. On a workstation, these addresses are

bookmarked to ease the access to the domains.

Domain address configuration is available for BackBox Ul if the VTC is not installed on the same server as the Ul.

Domain Address List

Edit Delete REGE412 True 4863
Eait Delete UPE411 True 4864
Edit

Delete YINH412 True 4853

Add Domain '

- When installed on a workstation, in the Domain Address Configuration page click Add Domain to add a new
domain, Edit to edit or Delete to delete a domain address.

Domain Definition

Domain Name* YINES00
Guardian IP Port™ 4892
.'J.ch VT Controller messages on this Domain

IP Address List

Guardian IP Addresses™ 192.168.20.63 x Add

Edit | Delete 192.168.20.63

L Update J | Cancel

- When BackBox Ul is installed directly on the VTC, the domain configuration is done through the VTC
Management Console. See VTC Management Console section for details.

Status Page

Once logged into BackBox Ul, the application opens with the Status Summary page. This page displays the list of Nonstop nodes
and a summary of current operations.
This Status Summary is an overview of all operations in all nodes included in the domain.

®  (lick on each device and/or mount for a specific node on the Status for Nonstop Node page to see

device/mount details.
®  The detailed reports can be generated for both Nonstop MEDIASRV process and VT Controller(s).
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STATUS SUMMARY

This page displays:
" the list of Nonstop nodes with their virtual tape devices
® information related to monitoring current operations
®  warnings if the EMS Extractor isnot running.
®  link to the Job Manager page

User:  super.etinet

Administration Domain: ESOINEW
9/19/2025 2:23 PM
ign o

Status Summary
Configuration

Storage Admin 5
Mount Requests VTC/Library | Devices

Pending Assigned In Error Name [ Devices In Use Free Inoperative

AETINIUM 1 [ 2 0 1 1

2

Node Name

Volume

0
AINSIDX | 0 0 | 0 0
0

Jobs M ger
Copyright ETI-NET, 2003-2025

The Status Summary gathers information from the OPER file that is updated at each load processing. This
-_3 has very little impact on response time when a VTC is down. However, if the EMS Extractor is not running,
MEDIASRV will still be accessed and all VTCs will be contacted with potentially long response time, if there is
a TCP/IP timeout caused by a non-responsive VTC.

Nonstop Node Status

This page shows the detailed operational status for a Nonstop node, both from the Nonstop and the VTC point-of-view. This
page opens up in a separate dedicated tab.

aaaaaaa

Status for NonStop Node \ETINIUM ottty
BACK : P flode D

Refresh Close 9/19/2025 2:24 PM
BackBox E05.01 UI Client Build 13 [ autorefresh for every seconds

Mount Requests

NonStop View BackBox View

Mount 1D ‘ Device Volume ‘ Label Tape Load Attempts
Type Use

BACKUP ouT Labeled BACKUP. Tape

VTC Tape Devices

NonStop View VT Controller View
Device Device Label vTC TID Device sk Throughput Encryption

Device N e Volume Tyve e Port | or Volume fompric Load Time (Tsvﬂn:) (MBJs) Write Bytes Read Bytes Decryption Action

| LTO3 BBOX2019-1 FC-21 0 FREE 0 0.00 Unloas

LT03 B8BOX2015-1 FC21 1 FREE ) 0.00 Unloa
LT06 BB0X2015-1 FC21 2 INACTIVE ) 0.00 Unioad
LT04 BBOX2015-1 FC-21 3 INACTIVE ) 0.00 Unload
LTO4 BBOX2019-1 FC-21 4 INACTIVE 0 0.00 Unload

|l LTO3 TOUTATIS FC-21 0 FREE o 0.00 Unloa:
LTO3 TOUTATIS FC-21 1 INACTIVE o 0.00 Unload
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Mount Requests appear only if there are pending mounts in $ZSVR or if there are any BackBox generated pre-loads on
pending.

All pending mount requests are displayed, including requests for tape volumes (such as physical tape media) that are unknown
in BackBox.

® Nonstop View - The left part of the table showsthe attributes of the mount request as seen by MEDIACOM.

Mount ID: Tape mount ID as reported by MEDIACOM.

Device: Guardian tape device specifically requested to load the volume.

Volume: Volume label to be mounted or SCRATCH if the Nonstop application requests a SCRATCH
volume.

Label Type: Requested volume label type. Values are ANSI, BACKUP, IBM, TMF and Unlabeled.

Tape Use: Mount request tape use, IN or OUT.

Message: Volume mount message.

® BackBox View - The right part of the display shows the attributes of a mount request managed by the BackBox Domain
Manager.
Volume in Domain: Whether the volume is known by the domain or not.
Request Type: $ZSVR for regular mount requests seen in MEDIACOM, PRELOAD for requests generated internally
by BackBox.
PRELOADis a special BackBox feature for optimizing multi-volumerestores. Itis rarely used.
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Load attempts: Number of attempted loads.
Mount Status: Request internal status:

PENDING - Waiting for load completion

NO RESOURCE - a resource (drive, disk space) is not available FAILED - last attempt failed for reason other
than no resource LOADED - load internally completed

LOADING - load being processed, ex: arestore scriptis running

NO MORE RETRY - maximum number of retries set for the NSK Node in the Domain
configuration.

Assigned device: Tape device assigned by BackBox for a loaded or loading request.
Details: Open a mount request detail window.

VTC Tape Devices - list contains all devices that are configured on the current domain.

® Nonstop View - The left part of the table showsthe attributes of the device as reported by MEDIACOM.

Device: Nonstop device name.

Device type: Device type recognized by the Nonstop tape system: CART3480, LT03, LTO4, LTO6, LTO7 and
LTO8

Device status: Device status as reported by MEDIACOM, i.e. FREE, IN-USE, DOWN
Volume: Volume label recognized by $ZSVR.
Label type: Label type processing.

® VT Controller View - The right part of the table shows the attributes of the device as managed by the VTC.

VTC Name: Name of the Virtual Tape Controller

Port: Port type and port number (ex: SCSI-2, FC-0).

TID/Lun: For SCSI or BRIDGE port: Target ID Device. For iSCSI Target ID: iSCSI-1. For FC port: Lun.
Volume: Virtual volume ID, equal to the volume label for labeled volumes.

Device State: Internal device state set by the VTC.

NOT CONFIGURED - not configured on the VTC.
ACTIVATED - initial communication received from the Nonstop, but SCF START TAPE not received.

INACTIVE - not polled by the host for three minutes FREE

- operational and free

LOADED - internal load completed, reply READY to host polling LOADING - the load is being processed (a
restore script is running) UNLOADING - volume unload is being processed

LICENSE LIMIT - the port exceeds the license key limitations

NO REPLY - the VTC did not reply to the status request DOWN -

the physical port is down

Load time: Load request timestamp.
Init Time (sec): Initialization time up to the first data block transfer in seconds. This interval includes:
®  thetime spent internally to load the volume

®  thetime spent by the Nonstop tape system to detect the READY state and recognize the label
®  thedelay between the completed tape OPEN and the first tape I/0 on auser datablock.

Throughput (MB/s): Data throughput since the first user data block. Initial time is excluded from
computation.

Write Bytes: Quantity of data written since the volume was loaded. Includes tape labels.

Read Bytes: Quantity of data read since the volume was loaded. Includes tape labels.

Encryption / Decryption: When the Encryption isin effect. This is shown only when Encryption is licensed.
Action: Unload will immediately unload any virtual volume loaded on the device.

If atape application is using the device, thisaction is equivalent to a cancel.

Click on the Details link in the Mount Requests table (last column in the table).



Status for NonStop Node \ETINIUM
Back T3 .

BackBox E05.01 UI Client Build 14 Autorefresh for every[15 /| seconds
Mount Requests

NonStop View | BackBox View

ount evice olume Label Tape s
Mount 1D D: Vol "

sage Load Attempts
Type se | Demsatn Type

VTC Tape Devices

NonStop View | VT Controller View

Write Bytes Read Bytes ERETVREIEN Action

Vol
S — Decryption

vice . - Throughput
s Load Time Time 5o

FREE 0 0.00 I Unloa:
Unload

Unload
Unload
0 | Unloa;

FREE 0 0.00 | Unloa:
INACTIVE 0 0 load
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The pop-up page shows mount request details from both the Nonstop and BackBox point of view.

BackBox MessageBox - YINES00 -- Webpage Dialog X

Box Mount Request Details Jper.etinet
. ] _ster | e | Qome

Reject ad

BackBox EOS. ent Build
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NonStop View BackBox View

Reject - MEDIACOMREJECT command isissued. The tape application will fail.

Alter - MEDIACOMALTER command isissued. DSM/TCor TMF will search for another SCRATCH volume.
Load - The load of the volume will be immediately attempted in BackBox.

Close - The window is closed without any action.

Nonstop View
The left part of the display shows the attributes of the mount request seen by MEDIACOM.

Mount ID: Tape mount ID as reported by MEDIACOM.

Device: Guardian tape device specifically requested to load the volume.

Volume Label: Volume label to be mounted or SCRATCH if the Nonstop application requests a SCRATCH volume.
Label Type: Requested volume label type. Values are ANSI, BACKUP, IBM, TMF and Unlabeled.

Tape Use: Tape usage in the Mount request, IN or OUT.

Mount Message: Volume mount message.

Process Name: Name of the tape application process.

User ID: User ID running the tape application process.

DSM/TC VOLCAT: VOLCAT assigned by the TAPECATALOG DEFINE.

DSM/TC POOL: POOL assigned by the TAPECATALOG DEFINE.

BackBox View

The right part of the display shows the attributes of a mount request managed by the BackBox Domain Manager.

Request Type: $ZSVR for regular mount requests seen in MEDIACOM,
PRELOAD for requests generated internally by BackBox (for multi-volumes restored with Pre-load option is
enabled).

PRELOADis a special BackBox feature for optimizing multi-volume restores. Itisrarely used.
Load Attempts: Already executed load attempts.

BackBox Mount Status: Internal status of the request.
Assigned Device: Device assigned by load processing.

Request Time: Time when the request is known by BackBox.

In addition, the page displays the latest messageissued by the latest load processing.



Job Manager

Job Manager link displays a list with all the job details currently available for each data store.
The available jobs to be performed are:

®  Migration - when aspare pool defined on data domain has to be migrated. Migration job can be run either with
conversion (Migrate & Convert) or without (Migrate As Is).

®  Move Files from Spare Pool - when the main storage is not available, the file system moves temporarily the files
into a spare storage. Once the main storage becomes available, Move Files From Spare Pool job transfers the
files to the main storage.

®  Copy Sync Uncopied Files - if the files in the storage pool do not match the files of the copy pool (ex. some files are
missing from the copy pool), then start the copy sync uncopied files job

On the Job Manager page, the table lists all the jobs (ended, failed, running or suspended), along with the respective job types
(COPYSYNC, MIGRATION, SPAREMOVE) under theAction column.

- . User: super.etinet
Administration Domain: ESOINEW

9/19/2025 2:25 PM
ign o

it

Summary

Show| 10 [V]| entries

Total to Process Successful VTC Executor Failure Reason

[(refresh |

Summary
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Refresh
Refresh button - used at any time during or after the process - will update in real time and show the number of
successfully processed files for all types of jobs (Migration/Copy Pool Sync/Spare Pool Move).

If no job details are available, the job summary page will display the following message.

-_'EI- Summary
There are no jobs to display at the moment.
Summary

You can use the Job Manager page to see specific information related to jobs, such as:

® Data Store Name
®  Action Type of job that is being executed on the Data Store

X Copy Uncopied Files process cannot be started while other processes, such as Migration or Spare Move, are
L] still running.

®  Start Time Time stamp (in the format: yyyy-mm-dd hh:mm:ss) of the job started. The jobs are displayed starting
with the most recent ones.

®  Status Job status (Failed/ Ended/Running/Suspended).
®  Total to Process - number of files to be processed
®  Successful - number of successfully processed files
®  VTC Executorperforming the job related to the data store

" % Progress - percentage of the job completion while the job is running. If job is completed, it will be shown as
Ended with 100% progress rate. If the job is Stopped/Canceled, the job progress will be shown as completed
(100%). If the job is Paused, the progress will remain to the current percentage until the job is restarted.When the
job finished running, the progress indicated will always be 100%. If Failed, it shows the percentage of the total
processed files with percentage rounded value.
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®  Details about the job
" Failure Reason, ifanyjob failure

Select the number of entries per page if you want to display 10/25/50/100 job entries.

Summary

entries

DS-WIN-

Ea11 COPYSYNC

Configuration

The Configuration tabs allow navigation through the configuration pages. Any configuration change can be updated and then
saved, if in edit mode.

Status Domain NSK Nodes VT Controller Key Manager Data Store Volume Group

E T T T T o crove

Configuration

Save Select, Delete or Create Volume Group

Cancel Create Volume Group

Storage Admin

Volume
| Volume Group Data Store ID Domain Access Description
VG-DS-QS DS-QS PRIMARY Advanced Delete
VG-DS-QS-MIG DS-QS-MIG PRIMARY Advanced Delete
VG-DS-W-E411 DS-W-E411 PRIMARY Advanced Delete
VT-TEST DS-W-E411 PRIMARY Advanced Delete

Domain: Configuration of the Domain entity (global parameters).
NSK Nodes: Use to add NSK Node and to assign a configuration profile.
VT Controller: Configuration of VTCs and virtual devices.

Data Store: Configuration of the storage of virtual volumes.
Volume Group: Configuration of how virtual volumes are created.

Domain

The Domain page allows making changes to the Domain Manager and tracing configuration.
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Administration

Domain

Configuration

Save

Cancel
L—————— | DomainID* ESO1NEW
Storage Admin
Location \INSIDX.$ETINET.ESO1INEW
Volume
EDIT MODE ACTIVE Version: E05.01
You have to dick the Save  Release Date: 01SEP2025
button to commit your
changes to the Domain EMS Collector® $0 Alerts Setup
Man. A
EMS Verbose [V
Utilities Log §NULL
Trace Level | Disabled ~
Trace Sub Volume |
VT Controller Timeout® 30
Stats File Name INSIDX.SETINET.ES01NEW.STAT%YY%%MM% |
Stats Retention 60 months
Mount Delay Threshold 60 | minutes

Ftun interactive processes under NonStop user ID

PRODUCTION LICENSE KEY number: 250537, created 2025/09/05 for BackBox E04.09 and up
License To : ES0565900
Site name + Laval

Expiry Date : 2025-11-26
License Update
R License Class  : Advanced

License Key™
License Details

Update

Domain ID*: Unique name of the domain. It must match the Domain name entered in the VT Controller Manager through the
Domain Address tab.

Location: Read-only field showing the Nonstop installation sub-volume.

Version: Read-only field showing the BackBox Nonstop component version.

Release Date: Read-only field showing the release date of the BackBox Nonstop component.

EMS Collector*: Guardian process name for the destination of the EMS log messages. If the process name is not qualified by an
NSK node name:

® The Collector process must run on all NSK nodes that have a virtual device configured.

® When an eventis related to a specificNSK node, the Domain Manager will send EMS messages only to the NSK node
involved.
® General messagesaresent to the NSK node running the Domain Manager.

® |f the EMS collector is qualified by an NSK node name (i.e. \NODE1.$0); all messages will be sent to this node.

EMS Verbose: When checked, more EMS messages are issued. This should be checked when virtual tape drives are installed or
configured. If the EMS verbose check box is checked, the page displays additional information on the processing of pre-load.
Utilities Log: Destination by the Domain Manager (mainly CLIMCMD), for output to the

Nonstop utilities. The default value is $NULL; the $NULL process is assumed to be started on each Nonstop system. For
troubleshooting, the output can be momentarily redirected to any valid collector. If not qualified, the process is used on the node
where the query is performed.

Trace Level: The trace may be requested by ETI-NET support for troubleshoot purposes; to set the trace level, use "DISABLED"
for no trace (off), "GENERAL" to activate the trace on the Domain Manager for minimal data per data block (with description),
"DETAILS" to have GENERAL level of trace with function call and context description and "DEBUG" for all the trace types above with
debugging values.

X This is reserved for ETI-NET use. The trace creates a significant number of NSK files, which may cause
Fiy system performance degradation.

Trace Sub Volume: Valid Guardian Disk and Sub Volume where the trace files and some temporary files are created. (Be sure to
dedicate a sub volume for traces and temporary files, see Trace Level above).

VT Controller Timeout: Maximum waiting time (in seconds). The Domain Manager waits for aresponse from a VTC before a
timeout.

Stats File Name: Guardian name of the BackBox statistics file. If required, the file will be created. The following wild-cards can be
used to change the file name according to the start of the data collection.

%DD% will be replaced by the day number

%MM% will be replaced by the month number
%YY% will be replaced by theyear (two digits)
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%YYYY% will be replaced by the year (four digits)

The statisticsfile can be formatted by the 0BB018 0BB021 OBEY files.

The default file name at installation isSTAT%YY%%MM% in the installation sub-volume.

Stats Retention: Number of months the statistics are kept. The old statistics files are automatically deleted according to their
name, if all included activity is older than the configured retention.

Mount Delay Threshold: Delay in minutes, after which the warning message #3373 Volume still not loaded after %d
minutes is issued to EMS. This warning is issued by the BBEXT program, whatever the cause of delay. This warning is a good
candidate to be set as an Alert. See Alerts Setup section.

Run Interactive Processes Under Nonstop User ID: Controls the user ID accessing the Guardian processes executing the Ul
commands. If the setting is Enabled a full Guardian sign-on is executed with the credentials entered in the BackBox sign-on
page.

The process owner of BBSV on NSK should be the same user as the logon user (owner of the PROGID program BBSV). When Run
Interactive Processes Under Nonstop User ID is enabled, MFA (Multi Factor Authentication users - requiring a PIN along with
the regular log on credentials) sign-on is not supported.

In order to enable the sign-on with MFA, the installer user (the owner of the domain) needs to log in and
L % | disable Run Interactive Processes Under Nonstop User ID.Only when this feature is disabled, any MFA
user can log in.

This default setting is Disabled : the Nonstop user limitations are consistent with the Ul user permissions. It doesn't allow the
execution of Ul commands under the user owning the BBSV program - which must be PROGID. Only SUPER.SUPER and the BBSV
owner can change this setting.

License Key*: License key number, along with creation date and the product name, as listed in the license file sent by ETI-NET.
License Options: Link to show available licensed options of the BackBox Domain.

License Details: Detailed information regarding the Site name, Expiry Date and License Class.

The options under License Class are either Advanced or Essentials, depending on the product licensed
L % | with your purchase.

Click on License Details to access the details page of your domain license.

BackBox MessageBox - ESOTNEW -- Webpage Dialog x
BOX aenaine: £50TNEW
= Domain: ESO1NEW
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When in Edit Mode, the license can be updated (if a newer/other license is available).
To update a license:

1. Close the License Details dialog web page and go at the bottom of the license main page to update the license.

. - DEMO LICENSE KEY number: 000000, created 2025/04/29 for BackBox H04.09 and up
License Key . .
. . License To: E5056200
License Details . )
Site name : Emergency

. Expiry Date : 2025-05-13
@ License Class : Advanced




Load License

2. Inthe dialog box, click Load License .

= BackBox MessageBox - ESOTNEW -- Webpage Dialog s

User: super.etinet
Domain: ES01NEW
9/29/2025 10:56 AM

3. Choose the license file sent by your ETI-NET representative (from the folder containing the license file) and click

Confirm
L to load the file.

Updat:
4. Click the Update button to save the new license.
Update

License Loaded Successfully! Please update and save configuration.

To load a license:

1. Switch to edit mode and click on Load License button at the bottom of the Domain

Configuration page.

2. Load the file sent by your ETI-NET representative.

» ThisPC » Desktop » Licenses v | O 2 Search Licenses

(o) MName Date modified Type Size

\j Req-PH-20210027-license.txt 2021-10-20 11:17 AM Text Document 3KB

Updat
3. Click Update and then Save configuration.

License Loaded Successfully! Please update and save configuration.

To modify the Domain:

Click the Domain tab.

Switch to Edit Mode to change data to specific fields.

In Domain ID and in other fields, type the changes.

Click Update to display the new data. In case of invalid data, red error messages are displayed next to the field.
Click Save to activate changes.

agrwNE

Alerts Setup

To make the monitoring of critical events easier, some EMS messages generated by BackBox can be highlighted and duplicated
by an Alert message tagged with a unique event number.
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Alerts Setup

On the Domain License page, click link, on the EMS Collector line, to set up various parameters for the
alerts.
| BackBox MessageBox - ESOTNEW -- Webpage Dialog b4

BOXv Alerts Setup
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Alerts can be enabled for some pre-defined events or event sets. They can also be enabled for users entering EMS event
numbers. For example, if time waiting for a tape mount is critical, the message W3373 (which is just a warning) can be defined to
appear highlighted and followed by a Special Alert message: W3373 Mount-id \MONT.2243. Volume VRT15 is still not loaded after
60 minutes. This message will be highlighted in the Viewpoint console. The message will be followed by this Additional message:
W3171 Alert triggered by message W3373 Mount- id \MONT.2243. Volume VRT15 is still not loaded after 60 minutes.

If amonitoring tool isbeing used, it is necessary to configure the special EMS message 3171. Thissingle generic message has to be
forwarded to all messages in order to be specified by Alert Setup.

By default, all alerts are checked. If you uncheck some of them, click Confirm to save the changes. If you click Close, the Alerts
Setup page will not save the changes.

Mount Delay Threshold: Generates an Alert if a MEDIACOM mount request is not satisfied within the delay configured in
the Domain page above (event 3373).

Windisk Space Threshold: Generates an Alert during the production of a report on disk space for a Data Store, if the Data
Store is having less free disk space than the configured threshold (event 3217).

DSM/TC Catalog Checks Required: (event3207).

Script Error: Generates an Alert if error is reported for Windows script execution (events 5025, 5026, 5027, 5028, 5030, 5073,
5105, 5129, 11004, 11014).

License Expiration: Generates an Alert if the BackBox license is going to expire in the next 7 days (event 3162).

Scratch Number Threshold: Generates an Alert if, during the production of a Volume Group summary report, a Volume Group
has less SCRATCH Volumes than the configured threshold (event 3313).

VTC Critical: Critical messages from the VTC (events 116, 5104, 5106, 5114, 6008, 6009, 6015, 6016).

Message ID #1 to #4: Generates an Alert if one of the above listed message event numbers is logged.

NSK Nodes

The NSK Nodes page contains a list of all known NSK Nodes and their assigned configuration profiles. By default, only the node
where the domain is installed is automatically added. It is therefore important to (manually) add all the required peripheral
nodes.



m NSK Nodes VT Controller Key Manager Data Store Volume Group

\ETINIUM DEFAULT

MINSIDX DEFAULT

Since version 4.09 each peripheral node is controlled and managed by its own peripheral node license. Licenses
__.':‘. are available upon request. Contact ETI-NET Support for peripheral node license request. The license file
received has to be uploaded on the Nonstop in binary mode. See license file content
\ETINIUM.$DATAO5.BPAK.BBEXTLIC in the sample below.

1. Runthe Obey file to start the extractor by specifying where the peripheral node license is located (see the sample
below).
2. Modify the indicated line in the sample to point at the location of the peripheral node license.

If there is no peripheral node license, the specified line will beignored by the extractor.

Sample:
$DATA15 BBH500 175> fup copy oext

cn\/,\ENT R S S S

COWENT start manually the EMS extractor process

Cov'vEN‘r EE R R I b Sk I O O I o O O O I O
CLEAR ALL

RESET DEFI NE *

DELETE DEFI NE =BackBox_BBSETUP

ADD DEFI NE =BackBox_  BBSETUP, CLASS VAP, FI LE
\ ETI Nl UM $DATAO5. BPAK. BBSETUPDELETE DEFI NE =TCPI P PROCESS NAME

ADD DEFINE =TCPIP PROCESS NAME, CLASS MAP, FILE $ZTCODELETE DEFINE

=BBEXT_LI CENSE

ADD DEFI NE =BBEXT_LI CENSE, CLASS MAP, FI LE \ETINIUM.$DATA05.BPAK.BBEXTLIC
RUN $DATAO05. BPAK. BBEXT /NOWAI T, TERM $ZHOVE, nane $BBEXT/

Node profiles can be viewed and modified (when in edit mode) by clicking on the NSK Node Name. If you want to use a Tape
process (tape I0OP) on the same CPU where the tape application program is running, select the type of CPU affinity desired in the
profile of the NSK node. This option isby default set to active, but it can be disabled or set to mandatory (meaning that, if no tape
I0Ps are available in the same CPU, the mount request will not be answered).
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Administration

NSK Nodes Volume Group

Select, Delete or Add new Nsk Node

Add New NSK Node
SK Node
\ETINIUM DEFAULT Delete
AINSIDX DEFAULT Delete

NSK Node Name*: \ETINIUM Vv

Profile®: | New Profile || Delete Profile
Profile Name™: DEFAULT
Tape IOP CPU Affinity:

BBEXT Configuration

EMS Filter: |EMSFILT1

Trace: [

Retry Control for Volume Load Failures

Error category

No available tape device 1 190
(busy condition) g
Other failures or Busy condition retries exhausted -1 900
Update

The profile screen now replaces the BBEXT file previously used to configure the values needed by the extractor.

4\

If the Tape IOP (Input/Output Processor) CPU affinity is set on preferred or mandatory, a different profile can be
specified. This is a new criteria added in the selection of a tape drive for replying to a mount request. BackBox
prefers tape I0Ps that run on the same CPU as the tape application (BACKUP, TMFDR). This option is by default
set to active, but it can be disabled or set to mandatory. In this case, if no tape I0P is available on the same CPU,
the mount request will not be answered.

NSK Node Name*: Name given by default. It cannot be changed.

BBEXT Configurations that can be changed for a profile are:
1/0 Timeout: Maximum wait time in seconds for response from the Domain Manager.
EMS Filter: Filter associated with the node profile. Use the default value.

Trace: Check thebox to trigger the saving of tracefiles and temporary files associated with the process
running on BBEXT.

Retry Control for Volume Load Failures: Thissection shows the error types and theretry time and number

of retries for the specified failures.
Maximum number of retries (-1 =infinite retries)

® ValueO isentered to suppress anyretry.

® Value -1 isentered to allow an infinite number of retries.

Delay Between Retries (Seconds): Delay in seconds between two retries, to load a volume on a busy virtual

device.

No Available Tape Device (Busy Condition): When there is no tape device configured or the configured

one is busy.

Other Failures or Busy Condition Retries Exhausted: Maximum number of times a volume load is

retried for any other failure or when the busy condition retries are exhausted.
® ValueO isentered to suppress anyretry.

® \alue -1 isentered to allow an infinite number of retries.

The default profileis created during theinstallation and it usually fits most configurations.

A

NSK node deletion is a particular procedure and it should be performed with caution. Refer to Appendix G -
Removing Nonstop Nodes for details on how to delete an NSK node and data related to the specific node.
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Profiles for a Multi-Node Environment

For environments with peripheral nodes (multi-node environment), you can create, delete and assign profiles to nodes.

To add new profile:

1. Goto Configuration page.
2. Switch to Edit Mode and select the node you want to add new profile to.
3. ClickNew Profile.

NSK Node Mame®: ‘\ETINIUM

Profile™: DEFALULT »

Mew Profile Delete Profile

4. Give aname to the new profile and set up Tape IOP CPU Affinity (Preferred, None or Mandatory).
5. Click Update and Add

Profile.
To delete profile(s):

1. GotoConfiguration page.

2. Switch to Edit Mode and select the node you want to delete the profile of.
3. Click Delete Profile and Update the change.
4

Save the configuration to exit edit mode.

Virtual Tape Controller

The VT Controller page allows to configure the VTC. The configuration of a VTC consists of setting up:

® |tsTCP/IP address.

® The definition of operational tape drives. BackBox matches the VTC tape configuration with the one
obtained from the CLIM and SCF. The VTC and the host definitions are prerequisites. The VTC must be
functional and its virtual tapes must be connected in order to allow the configuration in the domain.

The VT Controller page shows the list of existing VTCs (if any). If in Switch to Edit mode, the button Create VT Controller
becomes active and a new VT controller can be added.

For the existing VT Controllers, the Status (enabled/disabled) can be changed or the controller can be deleted.

Administration

BackBox E05.01 UT Client Build 14

Status i VT Controller

Configuration
Switch to Edit
Mode

Storage Admin

Physical Location TCP/IP Address

Volume ‘ TOUTATIS Enabled v 192.16! Advanced

‘ BBOX2019-1 I Enabled I 192.168.20.34 Advanced

To see the VTC properties of a specific VT Controller, click on the VTC listed under VT Controller ID.
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Administration

BackBox E05.01 UI Client Build 14

Status I VT Controller Volume Group

Configuration
VT Controller ID Status Physical Location TCP/IP Address Comment

Save

‘ . [Enabled ] 192.168.20.78 Advanced | Delete
Storage Admin [ esocos: | 1921662034 | Advanced | pelete |
Volume

EDIT MODE ACTIVE

Virtual Tape Controller Information

VT Controller ID* VTC Serial Number: SGH235BIKP Host Name: BBOX2019-1

P Mt ] License To: ES0S6900 Server Model: HP ProLiant DL380p Gen@
Expiration Date: 11/25/2025 System: Microsoft Windows Server 2019 Standard

TCP/IP Address® !

8 T Licensed Concurrent Operations: Service Pack:

FC Ports: 6 Architecture: 64

Comments Encryption Devices: 12 VTC Version: E05.01.27
ISCSI Devices: 6

[ update | [ Exit update Mode

Card Slot 1d/Target IP Card Channel Id Host WWN

1SCsI-01 DOWN | 1Gbps | VO505 ETINET ISCSI V-Tape 192.168.20.34
FC-21 21( up 8-Gb FC-82EN 2 1 S50014380331312EA
FC-22 21000 up 8-Gb FC-82EN 2 2 51402EC012415CA4

Virtual Devices

Add evices Automatically m

Guardian Node*® Please select a host node ... ¥
VTC Port™ v

Guardian Device® No devices available v

Add Virtual Devices

Top Section: List of all VTCs configured on the current Domain.

Virtual Tape Controller Information: Displays the selected VTC attributes. Click Update to display the change(s)
made to this section.

VTC Ports: List all physical ports prepared for BackBox operations inside the VTC. This section is read-only.

Virtual Devices: List the virtual drives already configured in the domain, including their internal status. To add
these devices by groups of devices simply select the physical connection of the devices (the VTC port and the
Nonstop host).

Devices can also be removed from the Domain Configuration individually (individually deleted). All devices
currently configured in the VTC can be updated globally.

Theupdate isnot required after a change to this section.

Certain data is retrieved from queries to the VTC:
General information such as Host name, 0S and Version, and version of BackBox soft-ware.

VTC Ports: Lists all physical ports prepared for BackPak operations inside the VTC, as well as their internal
status.

Virtual Devices: Lists the virtual drives already configured in the domain, as well as their internal status.

If there is no VTC connected (disabled VTC or the port associated with the configured devices has been removed from the internal
VTC configuration), the information listed will be blank.
The Refresh button allows VTC query retries.

Some other information that comes from the Nonstop host is kept in the BackBox configuration. The host is queried only when
tape drives are added or updated through this page.

Host information:
® The host location, SAC name, or CLIM ID.

® Thetape device name associated with the portand LUN/Target IDs, presented by the VTC.
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Virtual Tape

Controller Information

Administration

VT Controller

TCP/IP Address

Enabled v | 192.168.20.78 Advanced Delete

| BBOX2019-1

| [Enabled ] I ’ 192.168.20.34 ] l Advanced ]Delete

Virtual Tape Controller Information

VT Controller ID*
Physical Location

TCP/IP Address®

Comments

VTC Senal Number: SGH235BIKP Host Name: BBOX2019-1

License To: ES056900 Server Model: HP ProLiant DL380p Gen8
Expiration Date: 11/25/2025 System: Microsoft Windows Server 2019 Standard
Licensed Concurrent Operations: Service Pack:

FC Ports: 6 Architecture: 64

Encryption Devices: 12 VTC Version: E05.01.27

ISCSI Devices: 6

| Update H Exit Update Mode |

VT Controller ID: Identifies the VTC. It must be unique and cannot be changed once added.

Physical Location: Optional information field that describes where the BackBox unit is physically installed.
TCP/IP Address: TCP/IP address or TCP/IP host name used by the Domain Manager to communicate with the
VT Controller.

If the license key has restrictions on the allowed VTCs, this field must match one of the VTC entries in the
license key.

Comments: Optional information field.

": Click on either the Update button to display the changes or the Exit Update Mode button to keep the previous
configuration. If you make changes and exit the page without updating them, they will not be saved.

VTC Details Retrieved from the License Key and from the VTC

For versions prior to 4.09, VTC license information for VTC was displayed as a section of the Nonstop domain license. VTC didn't
have its own license. With 4.09 version the VTC section from the Nonstop Domain license hasbeen removed and replaced with the

VTC license.
parameters.

This more atomic license view simplifies license installation and gives flexibility to setting up license-related

If you are using a license acquired prior to 4.09 release, they have to be replaced by atomic license.

a3 Exception: If at least one VTC is using a QoreStor Data Store or running under Windows 2019 server (or later 0S
edition), all Nonstop nodes and VTC nodes must have an atomic license installed on them.

VTC Senal Number: SGH235BIKP Host Name: BBOX2019-1

License To: ES056900 Server Model: HP ProLiant DL380p Gen8

Expiration Date: 11/25/2025 System: Microsoft Windows Server 2019 Standard

Licensed Concurrent Operations: Service Pack:

Fc PDI"‘tS: E Al"l:‘hltEftL.lrE: 64

Encryption Devices: 12 VTC Version: EO05.01.27

ISCSI Devices: 6

__-"_«, isa

If License To: does not match on each atomic license (see License Details) an error message will state that there

In such a case, you need to request a change by contacting the ETI-NET Support.

conflict between licenses.

This sub-section lists the settings allowed by the license key.

SCSI Ports: Maximum number of SCSI ports that can be active at the same time. More ports can be

configured and the associated tape devices started for fail-over purposes.

FC Ports: Maximum number of FC ports that can be active at the same time. More ports can be configuredand
associated tape devices started for fail-over purposes.

Encryption Devices: Maximum number of tape devices licensed to be concurrently in use for Encrypted
volumes (VLE CLIM or VTC client to Key Manager).

ISCSI Devices: Maximum number of iSCSI connections on the network adapter.
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This sub-section lists the settings allowed by the VTC.
Host Name: Thisis the BackBox server name.
Server Model: Model type server
System: Windows operating system release.
Service Pack: Microsoft Service Pack level.
Architecture: 64 bits.

VTCVersion:VTCbuild level.

VTC Ports

VTC Ports m

Port Port WWN/Serial # Status Speed Card Module Card Slot Id/Target IP Card Channel Id Host WWN
ISCSI-1

ISCSI-2

ISCSI-49 BBLIX300 UpP 1Gbps | V0505 ETINET ISCSI V-Tape 192.168.20.87 192.168.20.251
ISCSI-50 BBLIX301 UP | 1Gbps | V0505 ETINET ISCSI V-Tape 192.168.20.87 192.168.20.251
FC-21 1000001086054E88 DOWN FC-162P 2 1

This table shows all target-mode ports installed and configured. Virtual devices can be added in the Domain configuration on
these ports only.

When the VTCcannot be reached, only the ports with tape devices already configured are displayed, but the VTC configuration
cannot be updated.

Port: VTC internal port identification. Type (SCSI, FC, BRIDGE, RELAY, EXTERN, or iSCSI) and port number.

) iSCSI provides block-level access to storage devices by carrying SCSI commands over a TCP/IP network. This
% | type of protocol allows sending SCSI commands to storage devices (targets) on remote servers.

ISCSI does not require dedicated cabling, switches or cards; therefore, it can be run over an existing IP
infrastructure. For details on the installation procedure of the iSCSI option see Appendix E - iSCSI Configuration
(on the Nonstop).

Port WWN: FC port WWN or iSCSI Target ID

Status: Port status.

Speed: Nominal port speed.

Card Module: HBA model.

Card Slot Id: Server slot number.

Card Channel Id: Port number in multi-ports HBA.
Host WWN: Host HBA WWN.

Refresh button: Refresh the VTC status.

Virtual Devices

This table shows the virtual tape devices configured for the domain. To add devices, the VTC must be reachable and there must
be a link between the VTC and the host HBAs.

The Add Devices Automatically tab allows adding devices by automatically mapping Guardian and VTC devices sharing the
same physical connection (same host port and VTC port). For FC connection, the user will select a Guardian node name and a VTC
port. The Ul will identify the host port by the host WWN detected by the VTC.

For a SCSI or BRIDGE connection, the user will also have to select the Guardian Port to fully identify the host port.

The Node will be queried and all tape drives defined in SCF can be added, providing the Guardian Device is set to All Available
Devices ; otherwise, they can be added individually. The Ul will automatically match the SCF and VTC definitions by the LUN and
Target ID.

The Add Devices Automatically tab is used to re-add all tape devices previously configured in the host for this connection.
They can also be individually updated.
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SCSI and BRIDGE automatic connection updates are not supported and will be ignored by this process. To update
.I.i such connections, all connected tape devices (same VTC port ID) must be deleted individually.
Port Port WWN/Serial # Status Speed Card Module Card Slot Id/Target IP Card Channel Id Host WWN
I1SCsI-1
ISCsI-2
ISCSI-49 BBLIX300 up 1Gbps | V0505 ETINET ISCSI V-Tape 192.168.20.87 192.168.20.251
ISCSI-50 BBLIX301 up 1Gbps | V0505 ETINET ISCSI V-Tape 192.168.20.87 192.168.20.251
FC-21 1000001086054E88 | DOWN FC-162P 2 1
FC-22 1000001086054E8S | DOWN FC-162P 2 2
FC-31 1000001086054EC6 | DOWN FC-162P 3 1
FC-32 1000001086054EC7 | DOWN FC-162P 3 2
FC-41 2100001086030EA0 up 8-Gb FC-84EN - 1 50014380331312E8
FC-42 2100001086030EA1 | DOWN FC-84EN 4 @
FC-43 2100001086030EA2 4 8-Gb FC-84EN - 3 51402EC012415CA4
FC-44 2100001086030EA3 | DOWN FC-84EN - 4
Virtual Devices
Add Devices Automatically Add Devices Manually
Guardian Node* [\ETINIUM v]
VTC Port* [1scsi-49 BBLIX300 v
Guardian Device* No devices available v

Add Virtual Devices

Node G;::’?(':" Device Type Serial Number Port Target Lun VLE E)g:::;lt Reserved For Host WWN Status Guardian Port
Edit | Delete | \ETINIUM | $OBLI300 ISCSI-01 0 0 False s
Edit | Delete | \ETINIUM | $0OBLI301 ISCSI-02 0 0 False 288

Choose the Guardian Node you want to automatically add devices to.

Virtual Devices

Open the drop-down list for the VTC Port* and choose the appropriate port name. The list contains all Fiber Chanel (FC) and iSCSI
devices mapped for the selected Guardian Node.

Virtual Devices

Add Devices Automatically Add Devices Manually
Guardian Node* [\ETINIUM v|
VTC Port* FC-41 2100001086030EAQ

FC-43 2100001086030EA2
ISCSI-49 BBLIX300

Guardian Device®

Add Virtual Devices SIS SERREEL

The Add Devices Manually tab allows adding devices by manually mapping Guardian and VTC devices that share the same
physical connection (same host port and VTC port).

Open the drop-down list for the VTC Port* and choose the appropriate port name. The list contains all Fiber Chanel (FC) and iSCSI
devices mapped for the selected Guardian Node.
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Virtual Devices

Add Devices Automatically Add Devices Manually -

Guardian Node* \ETINIUM v
VTC Port* 1000001086054EC6
: FC-32 1000001086054EC7

v iep®

i — FC-21 1000001086054E88

Guardian Device* FC-22 1000001086054E89
FC-41 2100001086030EAO

Explicit Only FC-42 2100001086030EA1

VLE FC-43 2100001086030EA2

) FC-44 2100001086030EA3

CLIM ID ISCSI-49 BBLIX300
ISCSI-50 BBLIX301

Port Name

Key Gen Policy KeyPerTape V

[ Add Virtual Devices ‘

For FC, SCSI or BRIDGE connection, the user will select a Guardian node name, the VTC port and VTC Device Target, and also LUN.
Theuser hasto provide the Guardian device name to complete device mapping.

Virtual Devices

Serial Number Port Target Lun VLE E:;:I';" Reserved For Guardian Port

\ETINIUM $SRV401 LTO3 BB05370000 FC-21 0 False ses 50014380331312E8 FREE $ZZST0.#5100231

5}

Virtual tapes can be updated or deleted individually in the list of Virtual Drives.

Attributes that can be updated:

Node
Guardian Device

Device Type
Serial Number

Port

Target

LUN

VLE

Explicit Only
Reserved For
Host WWN
Status
Guardian Port

Virtual Device Information

Node: Guardian system name.

Guardian Device: Guardian tape device name defined in SCF.

Device Type: Emulation provided by the VTC for this device, CART3480, LT03, LT04, LTO6,LTO7 or LTO8.
Serial Number: Tape device serial number.

Port: Port type (SCSI, FC, BRIDGE) and number.

BRIDGE corresponds to a SCSI physical port of the Nonstop; in this case the port number is the FC port number shown in the Ports
table, suffixed by CH1 or CH2 to distinguish the two corresponding SCSI Channels of the Bridge, ex: BRIDGE-3-CH1

Target: SCSI Target ID assigned to the Guardian tape device by SCF.

LUN: SCSI LUN ID assigned to the Guardian tape device by SCF.

VLE : VLE is displayed if this device was enabled for VLE Encryption by the SCF ALTER TAPE, KEYGENPOLICY command.
Explicit Only: Select "Yes" to exclude this device from the automatic device assignment

provided. Thisdevice will be used only when specified explicitly in the command.
Reserved For: Link to the reservations list for this drive.

Host WWN: Host HBA WWN.
Status: Tape drive status in the VTC.
Guardian Port: Display the SAC name or CLIMID

BackBox® E5.01 User Guide | 156



VT Controller Advanced Properties

Domain NSK Nodes VT Controller Key Manager Data Store Volume Group
VT Controller ID Status Physical Location TCP/IP Address Comment
GEN8SRV04 Enabled Vv 192.168.21.42 Advanced Delete
OBELIX 192.168.20.87 Advanced | Delete
Advanced

[ sst proxy Ports

|{Admin TCP Port

8766

[VTC Emulator (SCSI) TCP Port 8765
[VTC Emulator (FC) TCP Port 8764
VTC Emulator (ISCSI) TCP Port 8767

Update

Guardian Defines m

Guardian Define*

l I

Guardian Filename™ l I

l Add Guardian Define J

Physical Tape Devices Attached m

Model (

gl - |

Alias™ [

Block Size(K)

I

Add Tape Device I

Top Section: Lists all VTCs configured in the current Domain, even when no VT Controller is selected.
Advanced Properties: Click Update to the display the changes made to the Advanced properties section.

Advanced Properties SSL Proxy Ports

Advanced

SSL Proxy Ports

Admin TCP Port B766
WTC Emulator (SCSI) TCP Port B765
NTC Emulator (FC) TCP Port 8764
WTC Emulator (ISCSI) TCP Port B767

If the SSL Proxy Ports are not modified, the default values will be used.

SSL Proxy Ports: Check the box if SSL tunneling is using the HPE Nonstop SSL as proxy port to secure the control
path.

The TCP/IP Ports for VTC services might have to be modified if the VTC is reached through the HPE SSL Proxy.
This is the case when several VTCs are in the domain: all VTCs are configured with the same address of local proxy
(127.0.0.1). To reach different VTCs, all port numbers configured in the local proxy clients must be different.

Admin TCP Port: Port for the Admin service. 8766 is required if the VTC is not reached through the HPE SSL
Proxy.

VTC Emulator (SCSI) TCP Port: Port for the VTC SCSI Emulator service. 8765 is required if the VTC is not reached
through the HPE SSL Proxy.

VTC Emulator (FC) TCP Port: Port for the VTC FC Emulator service.

8764 is required if VTCis not reached through the HPE SSL proxy.

VTC Emulator (ISCSI) TCP Port: Port for the VTCiSCSI Emulator service. 8767 Port for VTC Emulator (ISCSI).

Guardian Defines

This section allows redefining the TCP/IP Guardian environment provided by the TCP/IP LISTENER to the BackBox Domain

Manager.
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Guardian Defines

Guardian Define® | |

Guardian Filename* | |

| Add Guardian Define

DEFINE is used when the Domain Manager communicates with the VTC. If a DEFINE is specified in this section, all TCP/IP Defines
passed by the LISTNER are deleted in the process context, then the TCP/IP Defines configured here are created before accessing
the Nonstop socket interface.

For moreinformation, refer to the Guardian TCP/IP Configuration Manual.

Guardian Define: Valid Guardian environment variable name (define) supported by the TCP/IP stack, such as
=TCPIP PROCESS NAME and =TCPIP HOST FILE.
File Name: Value associated with the Guardian Defines.

Physical Tape Device Attached
Physical Tape Devices Attached
Model [ VIM

Alias* lL am

Block Size(K) I1w:2; ]

I Add Tape Device I

Alias* Block Size Vendor Product Version SerialNumber Bus Target Lun Status Device Protocol

This section allows declaration of physical tape devices attached to the VT Controller to use for virtualization/materialization

operations.

®  To MATERIALIZE/VIRTUALIZE physical volume when LARGEBLOCKs are used, set the BLOCK SIZE of physical drive to 1024 KB
in the VT Controller Advanced Properties configuration page.

The user chooses the devices that will be used for Virtualize/Materialize operations from the list supplied by Windows.
Alias: Symbolic name to identify the tape drive. The name must be unique.
Vendor, Product, Version and Serial number: Attributes returned by the device.

Bus, Target ID, Lun:SCSIor FC address of the device reported by Windows.

Status: Current status of the device.
Device Protocol: Reports if the tape drive is a Standard device handled through a Windows driver or if it is a
Legacy drive handled in raw mode. Operation of legacy drivesrequiresalicense option.

Key Manager

The Key Manager is an external server generating and storing encryption keys; the encryption itself being processed in the
BackBox VTC for all configuration types. For more details, refer to Tape Encryption Option manual.
The Key Manager must be configured even for VLE Encryption.
e  For VLE, the Key Manager configuration is used to control the encryption configuration during Operations and
to clearly identify the key server storing the encryption keys.
e  For non-VLE Encryption, the Key Manager configuration is also used to identify and secure a network path to
the key server.
It is possible to configure more than one Key Manager instance, each describing the server holding the encryption keys for
different groups of tape volumes.
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. . 2 User: super.etinet
Administration Domain: SHES00

2/26/2025 11:30 PM
Sign out

VT Controller Key Manager

Key Manager ID Client Type A

ESKMVLE ESKM VLE INTEROPERABILITY Test Delete

ESKMVTC ESKM VTC ONLY Test Delete

l KMIPVIC | KMIP | VTC ONLY l Test l Delete I

Key Manager Information

Key Manager ID*

Server Type™ KMIP v

Client Type® [ Delete old key

Key Manager IP Port Required when there are any VTC Clients defined.

Key Manager IP List

waddress| | Required when there are any VTC Clients defined

VTC Client Information Add

T
Controller User ID  Password
m*

o KMIP Client Certificate File KMIP VTC Private Key File KMIP CA Certificate File|
Passphrase

s:~‘rs ete | BBOX2019 )‘ VTCKMIPClient | *====== ‘ """" C:\ProgramData\ETINET\VTC\Cert \WTCKMIPClient.crt | C:\ProgramData\ETINET\WTC\Cert\vtckmipclient. key | C:\ProgramData\ETINET\VTC\Cert\E!

Inthe domain configuration:

The encryption is enabled in the Volume Group configuration by the attributes Encryption
Algorithm and Key Manager ID.

Each Key Manager is configured by:

e Ageneral common set of attributes, such as the Key Manager ID, the Key Manager server type, and its TCP/IP

address for the VTC Clients.

e AVTC client tothe Key manager for each VTC that will have to connect directly to the Key manager for

encrypting/decrypting during tape drive emulation.

e AVLE-CLIM Clientto theKey Manager for each CLIM that will connect to an ESKM Key Manager for VLE

processing.

The only role of this VLE-CLIM configuration is to detect the connected CLIM during VLE processing and thereby clearly record

which ESKM holds the encryption key for each encrypted volume.

When all involved components are configured, the encryption functionality must be verified before an actualtest of an encrypted
backup. The Test link of this BackBox Key Manager page will verify the domain configurationand the connectivity to the Key

Manager and CLIMs. The Test link is disabled when Configuration isin Edit Mode.

The Delete link removes a Key Manager and all its Clients. The deletion will be rejected when the Key Manager ID is referred by a

Volume Group or by any virtual volume that was encrypted with a key provided by this Key Manager.
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Administration

VT Controller Key Manager

Select, Delete or Create a Key Manager

| Create Key Manager |

Key Manager ID Server Type Chient Type
ESKMVLE ESKM VLE INTEROPERABILITY Test Delete
l ESKMVTC | ESKM | VTC ONLY l Test | Delete
KMIPVTC KMIP VTC ONLY Test Delete
Key Manager Information
Key Manager ID* |ESKMUTC |
Server Type™ ESKM Vv
Client Type® | vTC OnLY v| Mlpelete old key
ESKM Local Group |F'.\a’k Box | Required when there are any VTC Chents defined.

VTC Client Information Add

VT Controller ID* User ID Password ESKM Configuration File Location

Edit | Delete BBOX2019-2 VTCESKMClient| ®=**==== C:\ProgramData\ETINET\VTC\Config\IngrianNAE.properties

Key Manager ID: BackBox internal ID for the Key Manager. This ID will be referred to by the Volume Group and each encrypted
volume. This ID must be unique from an enterprise point of view.
Server Type: Server Type cannot be modified once the Key Manager created.

ESKM:  HP Enterprise Security Key Manager
KMIP:  Key Management Interoperability Protocol

Client Type:
VTCONLY: HP Enterprise Security Key Manager

VLE INTEROPERABILITY: BothVLE CLIMs and VTCs can connect to thekey Manager

Key Manager IP Port: To enter when VTC clients will be configured for this Key Manager (KMIP only).

User: super.etinet

Administration Domain: SHES00
2/26/2025 11:39 PM

Sign out

Volume Group

VT Controller
Key Manager ID Server Type Chent Type

Key Manager

~
ESKM VLE INTEROPERABILITY Test Delete
ESKM VTC ONLY Test Delete
KMIPVTC | KMIP VTC ONLY Test Delete
Key Manager Information
Key Manager ID™
Server Type* KMIP W
Client Type*™ [V Delete old key
Key Manager IP Port Required when there are any VTC Clients defined.
Key Manager IP List

Paddress| | Required when there are any VTC Clients defined

Delete 192.168.21.31

n

VTC Client Information Add

VT
Controller User ID Password KMIP Client Certificate File KMIP VTC Private Key File KMIP CA Certificate File

*

Key
Passphrase

Edit | Delete | BBOX2019-2

.TOMIPCnc"t| """" | """" |C- \ProgramData\ETINET\VTC\Cert\VTCKMIPClient.crt | C:\ProgramData\ETINET\VTC\Cert\vtckmipclient.key | C:\ProgramData\ETINET\VTC\Cert\E:
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ESKM Local group: To enter when VTC clients will be configured for an ESKM. The group is defined in the ESKM to authorize several
clients to share encryption keys. “Nonstop” is a common value when VLE ( ESKM only).

|_Upd ate

Click button to have Key Manager Information changed be saved in memory.
IP address(es): used to communicate with the Key Manager server. Add an IP address for each Key Manager
server. Click Add button to add the IP address t the list. You can modify the existing IP address by editing it

from the table.

e VT Controller ID — specify the VTC ID (select from the list the appropriate Key Manager client that
communicates with the Key Manager server)

e  User ID - ID of the account to connect to the key manager server

e  User Password — Enter account password and confirm it by re-entering it in the field

ESKM only
e ESKM Configuration File — Path to the NAE properties configuration file that defined Certificate, CA, Private KEY

and Pass-phrase.

KMIP only

e  Key Pass-Phrase - Enter the key passphrase for the private key file and confirm it by re-entering it in the field
e  KMIP Client Certificate File — Certificate file used to establish the SSL connection and the Key Manager server (refer to
your IT support team to have the file generated)

e C(CACertificateFile — Enter the CA CertificateFile
e  Private Key File — Private key file used for the SSL connection between the client and the Key Manager server.

T —
Click B ey Monnarrcuent button at the bottom of the page to finish up the Key manager setting up. Details on the Key

Manager setting will be displayed in a table like the one below.

Password KMIP Client Certificate File KMIP VTC Private Key File KMIP CA Certificate File

VT Controller User
D* D

Key
Passphrase

te | VTC_MONTREAL

toutatis| T=*==== l sereses l D:\Cert\eskmca.pem l D:\Cert\toutatis.pem D:\Cert\toutatis.pem

Key Manager — VLE CLIM Clients

When the Encryption keys are managed by the Storage CLIMs for VLE processing, the CLIMs hosting the LTO 4 virtual tape drives
must be identified as Clients of the Key Manager in order to identify which Key Manager holds the Encryption key of each volume.
The current list of VLE CLIM Clients is presented on the Key Manager page. New CLIMs can be added by clicking on the button Add
VLE-CLIM Client.

VLE-CLIM Client Information Hide

CLIM ID*= | \ETINIUM 5100231 »

Add VLE-CLIM Client

Edit | Delete \ETINIUM 5100231

CLIM ID: Select aCLIMintheselection list. The selectionlist is based oninformation queried from the host during the VTC
configuration of tape drives in the BackBox Domain. The list of proposed CLIMs is limited to those associated with a tape drive of
the BackBox Domain, defined as LTO 4, and enabled for VLE by SCF.

If the proposed list is empty or unexpected, check that the tape devices are enabled for VLE in SCF, and refresh the host
information in the VTC configuration page of the involved VTCs by the link Update devices based on the probe result from the
VTC and all hosts.

The Key Manager connectivity should be tested before testing actual virtual tape Encryption, in any case of Encryption setup —
including HPE VLE.

The Key Manager page is shown in the list of configured Key Managers, and the Test link is available when the Configuration tab is
in the Browse mode.
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The Test will execute several verification tests and show the resulting report in a new window.
e The connectivity of all VTC Clients to the Key Manager, will be tested by a query to the Key Manager for its
identification and for each of the IP addresses configured for the Key Manager.
e AllVTCsinthe domain having LTO 4 devices, will be tested to check if the LTO 4 devices are connected to a CLIM
recognized as a VLE CLIM Client to the Key Manager.
e ThelLTO 4 drives must be started to allow BackBox to check the host WWN and compare it to the VLE CLIM
Client configuration. If there is a match, the connectivity to the Key Manager from the CLIM will be assumed.
e  The domain configuration will then be analyzed to:
e Detect the Volume Groups using the Key Manager ID.
e Verify that the VTC routed to the corresponding Data Stores, have the
connectivity to the Key Manager.
e Verify that the VTCs have the Encryption license option for at least one drive.
Key Manager — Test Report
Only those VTCs that actually receive messages, will be shown in the Key Manager Test Report. For each VTC, there can be three
sections:
e  Asection VTC Client showing the report generated by the VTC.
e Thereportis green forsuccess, orange for any warning not preventing connectivity, and red for a complete
lack of connectivity.
e Asection VLE-CLIM Client showing a report of counts of FCLTO 4 drives per port and connected host WWN.
The report is green for success, orange if no LTO 4 drive is currently connected to a recognized CLIM,
and red for a complete lack of connectivity.
e Alist of messages pertaining to the VTC.
The messages are explained in the BackBox Messages Manual and Troubleshooting.
Three Testreport samples are presented after the common underlying VTC configuration below, with each sample showing its
specific Key Manager configuration page and the associated Test report page:

= BackBox MessageBox - ESOTNEW -- Webpage Dialog

BOX. Key Manager Test Report

Copyright ETI-NET, 2003-2025

ser: super.etinet
main: E5C |

29/2025 10:41 AM

Key Manager Test Report

el

Copyright ETI-NET, 2003-2025




| = BackBox MessageBox - ESOTNEW -- Webpage Dialog

ox User: super.etinet
® Key Manager Test Report Domain: ESO1INEW
9/29/2025 10:46 AM

BackBox E05.01 UI Client Build 14
Copyright ETI-NET, 2003-2025

Key Manager ID: ESEMVIC
|-'-w Manager Type ES.{:El
VT Controller ID: TOUTATIS

Data Store

The Data Store page contains information about the storage configuration for the virtual tape volumes. The initial view shows the
list of existing Data Stores. If in edit mode, Create Data Store button is available to add a new data store.

Administration

VT Controller Data Store Volume Group

Configuration

Select, Delete or Create a Data Store
Create Data Store

Storage Admin
_Volume Data Store ID Store Type Status Domain Access Description
B - : DS QS ES01 QORESTOR Active PRIMARY Catalog Sync Export Advanced Delete
DS WIN1 WINDISK Active PRIMARY Catalog Sync Export Advanced Delete
DS WIN1 DES WINDISK Active PRIMARY Catalog Sync Export Advanced Delete
DS WIN E501 WINDISK Active PRIMARY Catalog Sync Export Advanced Delete

DATA STORE INFORMATION

Data Store Information

Data Store ID* [DATADOMAIN-NAS |
Data Store Type Windows File N
Status [Active v|
Domain Access to Data Store [ Primary v
Description

Store ID: Identifies the Data Store. Must be unique and cannot be modified after it is added.

Data Store Type: Cannot be modified after it is added. Refer to the related section in the Configuration chapter for details.
- WINDOWS FILE: To store virtual volumes in the Windows file system or in a compatible remote file server.
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- QORESTOR: To store virtual volume in embedded CIFS NAS. For the domain QoreStor data store is very
similar of a Windows data store.

- TIVOLI STORAGE MANAGER: To store virtual volumes on alBM Spectrum Protect (TSM) server

Status: Indicates whether the Data Store volumes can be used.
- ACTIVE: Default, no restriction to volume operations.
- INACTIVE: Tape volumes cannot be loaded to be read or written. Automatic operations such as thefree-up
of expired storage are disabled. As an exception, catalog Export/Import functions (Catalog Sync) are still
active.

Domain Access to Data Store: Qualifies the ownership of the Data Store virtual volumes.

®  PRIMARY: Thisis the usual value. The current domain owns and manages the Data Store, writes and reads
virtual tapes.

This value is equivalent to "OWNER" in previous BackBox versions.

®  SECONDARY:TheDataStoreisbeing prepared for Disaster/Recovery, receiving updates to the BackBox,
and DSM/TC tape catalogs. The domain has a read-only view of the Data Store and cannot execute
backups.

For QoreStor DataStores, domain access to data store is by default set to Primary and it cannot be modified to
Secondary or Restricted.

Data Store Information

Data Store ID* |sdrefgt |

IDala Store Type |QUrEStUr Vl I

Status

IDDmam Access to Data Store Primary L I

Description

Primary Data Store ID: Identifies the source PRIMARY Data Store ID. Available only for a SECONDARY or RESTRICTED Data Store,
pointing to virtual volumes copied from or shared with an original PRIMARY Data Store in another domain. When configuring Data
Stores pointing to the same data or to copies of the same data, it is convenient to give them the samelD. The Primary DataStore
ID allowslinking the two DataStores, even if they don't have the same ID.

Domain Access to Data Store ISecondary v]

Primary Data Store Id [TSM—DATASTORE | |

®  RESTRICTED: The Data Store is an alternate view of a Data Store owned by another domain. The Data
Store isread-only and the DSM/TC and TMF tape catalogs will not be modified; they should remain as
configured. The user must manually register the volumes in the BackBox catalog.

Description: Optional user description.

DATA STORE TYPES

There are 2 data store family types, based on the network file-sharing protocol:
- CIFS
- API
CIFS-based Data Stores APIl-based Data Stores

QoreStor IBM TSM

Windows Files
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CIFS-BASED DATA STORES

QoreStor Data Stores

To add adatastore type QoreStor go to Configuration > Data Store, Switch to Edit Mode and Create Data Store. On the bottom
panel, select for the field Data Store Type from the drop-down list: QoreStor.

Data Store Information

Data Store ID*

Data Store Type QoreStor ol
Status Active il
Domain Access to Data Store Primary i
Descnption

User Acoount

Password sessssnse

Confirm Password LTI IL]

Disk Space Waming
Threshold (%)

Check Volume Timestamp v

Storage Optimization RapsdCIFS for QoreStor W

Archive bit support s

User Account: The User Account is used to access the paths of the Windows disk pool. The account can be unqualified or qualified
by a Windows domain name, and must allow for a non-interactive login in the VTCs named as routes to this Data Store. When
qualified by a domain, the syntax can be <domain>\<account> or user@domain.mycorporation.com.

If the account is unqualified (e.g. USER1), the VTC will execute a local Windows login. The account must exist in each VTC with the
same name and password.

For QoreStor DataStores, User Account names cannot be Administrator, admin or monitor. Only
F 1 alphanumeric (letter and/or digit) values are allowed as names for users. For more details about
QoreStor users see Users in VTC MC section.

Password: The password for the account above.

Disk Space Warning Threshold (%): This parameter is used by the Nonstop TACL macro BB022_ CHECK_SPACE to check the
total free space availablein all Windows Data Stores. When the space occupied on disk is higher than this threshold, the EMS
message 3217 is issued by the daily job 0BBO17.

Check Volume Timestamp: When enabled, the VTC checks that the Windows index and data files match the timestamp of the
last load for output registered in the domain catalog. These checks are normally enabled, increasing the control of restore
operations.

Storage Optimization: For Data Store type QoreStor, the storage optimization field is set to Rapid CIFS and it cannot be
modified. Value in the field is grayed out.

Archive bit support: The file system optimization supports Archive Bit. This value is grayed out and can- not be modified. For
QoreStor Polices and QoreStor Pool should be set through QoreStor Data Store Configuration Wizard by clicking on Add.

Once you click the Add button, the DataStore Configuration Wizard opens up at the bottom of the page.
QoreStor DataStore Configuration Wizard

The QoreStor Data Store Configuration Wizard allows you to set up policies for encryption, QoreStor replication and Copy Pool
Sync replication.


mailto:user@domain.mycorporation.com
mailto:user@domain.mycorporation.com

QoreStor Data Store Configuration

Step 1
QoreStor Encryption

Encryption at rest b

Step 2 >> || Cancel |

If you want to use encryption at rest, check the box and click Step 2 button to go to the next step.

QoreStor Data Store Configuration

Step 2

lQoreStor Replication

QoreStor Replication [J

<< Step 1 || Step 3 >> || Cancel |

Check the QoreStor Replication box if you plan on using inter-VTC replication or don’t check anything and click Step 3 button
to go to the next option.

All along the QoreStor Data Store configuration process you can go back step by step using the Step button, if you want to
change the data store policies.
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QoreStor Data Store Configuration

Step 3
IQoreStor Cloud Tiering WORM Media
Cloud Tier W

Mote: The appendable tape volumes are not supported
jwith the Cloud Tier option.

<<Step2 || Step4>> || Cancel

Check the Cloud Tier box if you want to enable Cloud Tiering option. Go to the next wizard option.

QoreStor Data Store Configuration

IStep 4
|QoreStor Copy Pool Sync

Copy Pool Sync ¥

<< Step 3 H Step 5 >> || Cancel J

If you enabled copy pool sync feature, the usage of local storage is forced, so all VTC should have their own embedded QoreStor.
Copy pool sync will work if you have at least 2 VTCs . For 2 VTCs (A and B), data written on one VTC (A) will be copied on the other
VTC (B) after the unload and the other way around.

QoreStor Data Store Configuration

Step 5

lQorestor Route

Select Route | BBOX2019-1 v
lQoreStor is : Enable

[QoreStor Name : bbgs50
lQoreStor Replication Partner Name : bbgsS0replic

Selected Route :

<< Step 4 H Add Route “ Summary >> H Cancel J
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At this step, select the route from the drop-down list and click Add Route button. Once the route is added, you will see it listed as
Selected Route: in your wizard. You can add multiple routes, but you need to click Add Route after each selection.

QoreStor Data Store Configuration

Step 5

lQoreStor Route

Select Route | TOUTATIS W |
QoreStor is : Enable

QoreStor Name : bbqs47
QoreStor Replication Partner Name : bbgs47replic

Selected Route : BBOX2019-1

<< Step 4 || Add Route H Summary >> H Cancel J

Click on the Summary to view the Configuration summary. Summary gives you the option to review the configuration before
saving it. If necessary, you can go back and modify the configuration.

QoreStor Data Store Configuration

Step 6
oreStor Summary

Mote: Storage paths automatically created, if
needed,
when you save the configuration.

QoreStor Encryption is : Enabled
QoreStor Replication is : Disabled

Copy Pool Sync is : Enabled

Cloud Tier is : Enabled

IThe Following VTC will be added as route :
[BBOX2019-1

\ << Step 5 || Save H Cancel I

Once you click Save, the entire configuration of the data store will be displayed, including the default created paths for the
selected polices (replication, copy pool sync and encryption, if the case).
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QoreStor Data Store Configuration

Step 7

QoreStor Configuration Overview

Creating Route BBOX2019-1

Adding Path \\bbgs50 A
\cryplocalCT\E501NEW\DS-DIDI success

Adding copy sync Path \\bbgsS0

\cryplocalCT\E501NEW\DS-DIDI\copypool
SuUCCess

Route added for BBOX2019-1 successfully v

Save and Quit

Click Save and Quit to save your configuration or Quit to quit the wizard.

Clickon | Verify Configuration

once the newly created data store is selected to run averification process on the QoreStor

Start Verification

Storage route(s). In the newly opened window start the verification process by clicking on

BackBax - Data Store Configura... '] ‘ QﬂeSto(Veliiﬁm—(EED‘IN...n‘

i H User: super.etinet
OX Verification For DS_QS_E501 ooy ESOIMEW
B 10/2/2025 11:34 AM

BackBox E05.01 UI Client Build 14

Verification might take some time, press Start to execute.
Start Verification

Copyright ETI-NET, 2003-2025

The results of the configuration verification process will be displayed on the same page as a Verification Report, listing the

details for each path created during the wizard configuration. If there are more than one storage route, the Summary will show
all the verified paths for all the storage routes.
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oOX. Verification For DS_QS_E501 el atipnl

10/2/2025 11:34 AM

BackBox E05.01 UI Client Build 14

Press Next Route button to proceed with the next Route verification

Next Route

Verification Report for Route - BBOX2019-1

Account Access Verification

User : etinet.local\shan

Result : OK

Path Verification

Path : \\BBQS47\CRYP2REPLICATE\ES01NEW\DS_QS_E501\

Result : OK

Path : \\BBQS50\CRYP2REPLICATE\E501NEW\DS_QS_E501}

Result : OK

Path - (Spare Pool)
Result : OK

Path - (Spare Pool)
Result : OK

Path - (Copy Pool) :
Result : OK

Path - (Copy Poal) :
Result : OK

Path - (Copy Pool) :
Result : OK

Path - (Copy Pool) :

: \\TOUTATIS\DS_QS_E501_SPR\

: \TOUTATIS\DS_WIN_E501\

\\BBQS47\CRYPLOCAL\E501NEW\DS_QS_ES501\COPYPOOL\

\\BBQS47REPLIC\CRYPREPLICATA_BBQS47\ESO1NEW\DS_QS_ES501\

\\BBQS50\CRYPLOCAL\E501NEW\DS_QS_ES01\COPYPOOL\

\\BBQSSOREPLIC\CRYPREPLICATA_BBQS50\ES01NEW\DS_QS_ES01\

Result : The user name or password is incorrect.

End of Verification for Route BBOX2019-1

Copyright ETI-NET, 2003-2025

If there is another route to be verified, click Next Route to verify it.

BackBox - Data Store Configura... E [ QoreStor Verification - (E501N__. 3 |

OX. Verification For DS_QS_E501 e

10/2/2025 11:39 AM

BackBox E05.01 UI Client Build 14

Press View Summary button to a view summary of the Route verification

Verification Report for Route - TOUTATIS

Account Access Verification

User : etinet.local\shan

Result : OK

Path Verification

Path : \\BBQS47\CRYP2REPLICATE\ES01NEW\DS_QS_ES501\

Result : OK

Path : \\BBQSS50\CRYPZREPLICATE\ESO1NEW\DS_QS_E501\

Result : OK

Path - (Spare Pool) : \\TOUTATIS\DS_QS_E501_SPR\

Result : OK

Path - (Spare Pool) : \\TOUTATIS\DS_WIN_ES501\,

Result : OK

Path - (Copy Pool) : \\BBQS47\CRYPLOCAL\ESO1NEW\DS_QS_E501\COPYPOOL)\

Result : OK

Path - (Copy Pool) : \\BBQS47REPLIC\CRYPREPLICATA_BBQS47\ES01NEW\DS_QS_E501\

Result : OK

Path - (Copy Pool) : \\BBQSS0\CRYPLOCAL\ESO01NEW\DS_QS_ES01\COPYPOOL\

Result : OK

Path - (Copy Pool) : \\BBQS50REPLIC\CRYPREPLICATA_BBQS50\E501NEW\DS_QS_E501\

If you have more than one route, click Next Route to display the verification report for the next route.

Clickon

View Summary

to display all the paths verified by the process. See below an example of the Verification

Summary.

BackBox® E5.01 User Guide | 170



BackBox - Dats Store Configura.. || | QoreStor Verification - (E501N._. 3 |

OX Verification For DS_QS_ES501 aoridego
o

10/2/2025 11:39 AM

BackBox E05.01 UI Client Build 14

Verification Summary for Data Store - DS_QS_E501

Verification Report for Route - BBOX2019-1
Account Access Verification

User : etinet.local\shan
Result : OK

Path Verification
Path : \\BBQS47\CRYPZREPLICATE\ESO1NEW\DS_QS_ES01\
Result : OK

Path : \\BBQSS50\CRYP2REPLICATE\ES01NEW\DS_QS_ES01\
Result : OK

Path - (Spare Pool) : \\TOUTATIS\DS_QS_E501_SPR\
Result : OK

Path - (Spare Pool) : \\TOUTATIS\DS_WIN_ESO1\
Result : OK

Path - (Copy Pool) : \\BBQS47\CRYPLOCAL\ES01NEW\DS_QS_E501\COPYPOOL\
Result : OK

Path - (Copy Pool) : \\BBQS47REPLIC\CRYPREPLICATA_BBQS47\ES01NEW\DS_QS_ES01)

Result : OK

Path - (Copy Pool) : \\BBQSS0\CRYPLOCAL\ESO01NEW\DS_QS_ES501\COPYPOOL)

Result : OK

Path - (Copy Pool) : \\BBQSS0OREPLIC\CRYPREPLICATA_BBQS50\ES01NEW\DS_QS_E501\

Result : The user name or password is incorrect.

End of Verification for Route BBOX2019-1

Once the datastore QoreStor type saved, the data store will be listed on the Data Store page with the given ID.

If you click on the data store ID in the table, the bottom panel will display all the info related to that specific data store. The
bottom panel will display info on QoreStor Policies, details, QoreStorStorage Route and QoreStor pool. The bottom of the Data
Store Information panel will display all QoreStor related data store details:

QoreStor Storage Route 23| Verify Configuration

VT Controller ID*
GENBSRV04

QoreStor Pool

Storage Pool Spare Pool Copy Pool

Path will be automatically created when a route(VTC) hosting a QoreStor his added.
They will be created according to the selected QoreStor Policies. Once the path structure is created, QoreStor Policies
for the Data Store cannot be changed.

\WYINGTEST\CRYP2REPLICATECT\REGE412\QS-DSD\ 1 ANY

The policies configured with the wizard are listed, check-marked if active, and grayed-out; they cannot be modified even if you
switch to edit mode. QoreStor Storage Route indicates the main storage route to the server. QoreStor Pool indicates the paths for
each StoragePool, Spare Pool and Copy Pool. Click on Storage Pool tab to see details on the automatically created storage pool
paths. The Spare Pool is not automatically created. If you plan on using spare pool(s), you have to manually input the path for
spare pool(s). If you click on the Copy Pool tab, the panel will list all the default paths for the copy pool.

Path: The path name where virtual volumes will be stored. Each path must be a fully qualified Network Share entered as a UNC
path (e.g. \\SVR1\BBOX\STORE1).

Rank: The preference rank of the path in the pool. Path(s) with Rank 1 will be chosen first and filled before writing on other paths.
Paths of the same Rank will be distributed according the workload and to the available free space.

When migrating from old to new storage, it's possible to define a spare path to run the backup in case of new
storage unavailability. To force-use that specific path, choose a rank value from 1 to 99 (rank 1 corresponds to the
a5 highest priority).

Reserved For

Update Cancel | Delete | |\\BBOX2019-1\DS_2COPY_SPARE\

Edit Delete \BBOX2019-2\D5_15T_2COPY_SHARE\ | ANY
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Reserved For: Allows entering a Volume class for which the path will be dedicated.

VT Controller ID*
GENBSRV04

‘ TOUTATIS |

QoreStor Pool

Storage Pool Spare Pool Copy Pool |

\\BBQS236.ETINET.LOCAL\CRYPLOCALCT\PLANEAAQ\QS_DATASTOREI\COPYPOOLY

\\BBQS236REPLIC.ETINET.LOCAL\CRYPREPLICATACT_BBQS236\PLANBAAQ\QS_DATASTOREIL\

\\GENBSRV04QS\CRYPLOCALCT\PLANBAAQ\QS_DATASTORET\COPYPOOLY,

\GENSSRVO04QSREPLIC\CRYPREPLICATACT_GENSSRV04QS\PLANBAAQ\QS_DATASTORET\

The copy pool sync path spare as well automatically created, based on the two routes (added with the Wizard) for each embedded
QoreStor appliance.

Windows File Data Store

Data Store Information

Data Store ID* INS-TEST1 |
Data Store Type |'u'-findows File R |
Status | Active v
Domain Access to Data Store |Prim ary L |
Description

Windows Details

Disk Space Warning
Threshold (%)

Check Volume Timestamp ]

User Account |BackBox |

Password [ensesnee |

Confirm Password [essssese |
e

EN)

Storage Optimization |Cohesitv MAS V|
Archive bit support ]

Are Cohesity storage share

protected by WORM ®ves o

policies?

| Add || Exit Add Mode |

User Account: The User Account isused to access the paths of the Windows disk pool. The account can be unqualified or qualified
by a Windows domain name, and must allow for a non- interactive login in the VTCs named as routes to this Data Store.When
qualified by a domain, the syntax can be <domain>\<account> or user@domain.mycorporation.com.

The maximum number of characters allowed for the user account name is 64.

F1LY

If the account isunqualified (e.g. USER1), the VTC will execute a local Windows login. The account must exist in each VTC with the
same name and password.
Password: Data Storeis password protected to ensure secure access to data. The password gives the user login

access to the server.

Make sure the user account matches the account for the storage (BackBox, QoreStor, StorageOne, etc).

b

BB004 macro can be used to periodically update the account password that protects the DataStore. In case
the user needs to change the password periodically, they can implement it by scripting with BBO04 on
Tandem side.

3
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Disk Space Warning Threshold (%): This parameter is used by the Nonstop TACL macro BB022_CHECK_SPACE to check
the total free space available in all Windows Data Stores. When the space occupied on disk is higher than this threshold, the
EMS message 3217 isissued by the daily job 0BB017.

If the value is set to 0%, the autoscratch cannot be triggered.

1LY

Check Volume Timestamp: When enabled, the VTC checks that the Windows index and data files match the timestamp of the last
load for output registered in the domain catalog. These checks are normally enabled, increasing the control of restore operations.

X If a volume must be loaded despite a timestamp discrepancy, it is recommended to dis-able the timestamp
L% | check for that specific volume rather than for the Data Store. If the Data Store check is enabled, the volume
timestamp check will be automatically set again when the volume is re-written by a new backup.

Storage Optimization: This selects a deduplication engine. Depending on the client storage, data store could be optimized with
BoostFS for DataDomain, RapidCIFS for QoreStor, DataDomain NAS, StoreOnce NAS, VTC internal disk, FalconStor NAS, Quantum
NAS, Cohesity, HYDRAstor NAS, etc.

- Select --—
DataDomain NAS
BoostFS for DataDomain
VTC internal disk
StoreOnce NAS
FalconStor NAS
Quantum NAS

Storage Clhient
RapidCIFS for QoreStor
HYDRAstor NAS
Cohesity NAS

X When running a backup with RapidCIFS optimization, the volume groups (NOC, CAT, TMF, etc.) sub-folders are
L% | automatically created within the data store folder. Ex: \\192.168.20.153\QA_Container\ VG_NOCAT, \
\192.168.20.153\QA_Container\VG_CAT

Archive Bit Support: This is a flag that indicates if the WINDISK file system (optimization) supports the Archive Bit. The default
value is active (Archive Bit Supported), even for customers migrating from a version previous to H4.02.

WORM Compatibility: Option active only for DataDomain NAS, BoostFS for DataDomain and Cohesity NAS. if you select any
of the other Storage Optimization options, the storage share WORM protection is not available.

Windows Details

User Account ---- Select ---- J
DataDomain NAS

e BoostFS for DataDomain ]
VTC internal disk

Confirm Password StoreOnce NAS :I

_ _ FalconStor NAS

Disk Space Warning Quantum NAS :I‘}f

Threshold (%) Storage Client .

Check Volume Timestamp  |Rap'dCIFS for QoreStor
HY MDD Actar MAS

Storage Optimization

Archive bit support i~

Are Cohesity storage share

protected by WORM ® ves () No

® |f yes, all volume groups belonging to the selected data store will have Auto Scratch at Load Time field
restricted to YES, meaning that data will be discarded only for expired volumes. This specific
configuration forces the auto-scratch function: expired volume data is purged.

Are Cohesity storage share £
protected by WORM ®Yes |_/No
policies?
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Volume Group Information

Volume Group ID* VG-COHESITY-QA-PERF-TEST1

Description

Data Store ID COHESITY-QA-PERF-TEST1 v

Tape Catalog DSM/TC v

Auto Scratch at Load Time YES - data discarded only for expired volumes v

Delete Expired Volumes

Auto Alter TapeMount

Media Type Vl

Wamning Threshold

(Min % Of Scratch Volumes)

Migration to BackBox |HDFE V‘ Switch to the BackBox storage is completed. Virtualization is still available, but Auto-import is disabled.

® [f no, data deletion will be processed according to the auto-scratch policies configured by the user.

Volume Group Information

Volume Group ID* [E.DCSTE\ ‘

Description

Data Store ID BOOSTFS-DS v

Tape Catalog [Dsm/TC v

Auto Scratch at Load Time [HCJ - data are never discarded v

Delete Expired Volumes

Auto Alter TapeMount

Media Type [LT[;Z; v]

Warning Threshold .

(Min % Of Scratch Volumes) °’°

Migration to BackBox [szwre V] Switch to the BackBox storage is completed. Virtualization is still available, but Auto-import is disabled.

Auto Scratch at Load Time - default value YES. The content of expired virtual volumes is deleted at load
time.

Auto Scratch at Load Time - set to NO. The content of expired virtual volumes will not be deleted at load
time.
For more details on Auto Scratch at Load Time function, see Volume Group, Volume Group Information.

WINDOWS POOL

This section permits adding or modifying a path for storing Windows filesin three different pools:

Storage pool is the normal pool.
Spare pool is an emergency pool for writing new backups when the Storage pool is not available.

Copy pool is assumed to contain a copy of the files in the Storage pool and it's used only for arestore when the volume is not
found in the Storage pool. Files are either copied via the Copy Sync Pool option (provided with the customer installation) or
copied independently of the BackBox.

The Spare and Copy pool tabs can be accessed only if the licensed option Windows advanced pool
management is enabled.

In a pool, the VTC will choose a path when a tape is created and may move it to a better location when re-writing the volume for a
new backup. In a pool, the VTC will choose a path when a tape is created and may move it to a better location when re-writing the
volume for a new backup.

Path: The path name where virtual volumes will be stored. Each path must be a fully qualified Network Share entered as a UNC
path (e.g. \\SVR1\BBOX\STORE1). When the data store has only one route (hence, it can be accessed by only one VTC), the path
name can also be defined as a local directory (e.g. C:\BBOX\STORE1). For more information, refer to the Windows Files Data Store
section.

Rank: The preference rank of the path in the pool. Path(s) with Rank 1 will be chosen first and filled before writing on other paths.
Paths of the same Rank will be distributed according the workload and to the available free space.

Reserved For: Allows entering a Volume class for which the path will be dedicated.

Storage Routes



=
=4

Storage Route e

Rank™ E
VT Controller ID*
Add Storage Route

IH

Rank* VT Controller ID*

=

Delete | i | TOUTATIS

This section lists all VTCs with access to the storage.

Rank: Indicates the route priority. The highest priority is 1.
VT Controller ID: Identifies the VTC connected to the selected Data Store.

QoreStor/Windows _ File Data Stores - Advanced Properties

Select the Data Store ID in the Data Store table and click Advanced.

Domain NSK Nodes VT Controller Key Manager Data Store Volume Group

Select, Delete or Create a Data Store

Create Data Store

Data Store ID Store Type Status Domain Access Description

DS-WIN-E411 WINDISK Active PRIMARY Catalog Sync Export Advancedl Delete
TSM-DIDU TSM Active PRIMARY Catalog Sync Export Advanced | Delete

At thebottom of the page, advanced details and options are displayed for the selected datastore.

Advanced
Restore On Same v []
Disk Block Size (KBytes)

Copy Pool Sync [
Force Local Path  []

ise Backup

Seript Type
Update Script Information

Restore on Same VTC: When checked, and when the TAPE DEFINE set for restore (USE IN) does not specify a tape device, the
volume will be read from a device on the same VTC on which this volume has been initially written. When VTC local storage is
used for a Data store (DAS or SAN), it is generally better, for performance reasons, to mount the tape on a drive from the same
VTC (more chance the data still on that VTC local storage). For example, in a Windows file Data Store where each VTC provides
local disks for storage, checking the Force Local Path means that, at restore time, the VTC that has written the file on a local disk
will be preferred to the one that has to access the Data Store through a shared drive.

Disk Block Size (KBytes): This parameter defines how large the Disk 1/0 should be. When writing a Windows disk file, the VTC
prepares large buffers to minimize the number of 10s sent to the file system. Increasing the default value might improve the
throughput, especially when there are several tape volumes being written concurrently on the same disk.

Copy Pool Sync: Activates the synchronization between the Storage Pool and the Copy pool via the CopySync program.
CopySync program is submitted via COPYSYNC job, after a performed backup or on demand, through the Ul. Enabling this option
will automatically restrict and change the Scripting Backup Method to Other Methods (triggered by Enterprise Backup Software),
in case of scripting being used for this Data Store.

Theimplicit backup script (in the scripting section) to be disabled.

If any script type is chosen, a backup script running the CopySync program will replace it. Copy Pool Sync Bandwidth utilization
can be controlled via the parameter BBOX_COPY_IOPACING (default value "0"). The value assigned to the parameter is in
milliseconds and indicates to the Copy Pool Sync program the amount of time to wait between two I/0 data blocks written to the
copied files.

Force Local Path: Checking this box changes the regular algorithm used to choose a path when a virtual volume file is re-created
for a volume mount request. Only local disks will be considered as candidate for destination path. A load request is rejected if
there is not enough space on the local path - even if there is enough space on a remote path. Force Local Path is always on when
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the copy pool sync option isselected.

Force Local Pathis checked by default when CopySync is activated (including QoreStor datastores)

Advanced

Restore On Same VTC D

Disk Block Size (KBytes)
IC::: py Pool Sync v
Force Local Path v

It can be disabled or enabled at any time.

Selecting Copy Pool Sync will automatically force the local path, therefore the Force Local Path is grayed-out.

'y For QoreStore datastores, Copy pool path can be edited, added and/or deleted.

Windows Pool

Storage Pool

- [ ]

Add Path to Copy Poal

Storage Route =

Rank* VT Controller ID*

BBox2019-1 |

BB0X2019-2 |

'y In case of replication to remote QoreStor, the Copy pool path cannot be edited.

A Toggling Copy Sync affects only the Copy Path in the Copy Pool list. If there is a Replication Path listed in the
Copy Pool, the list must remain unchanged.

The Scripting sections differ according to the Scripting type selected. Scripting types are No Script, Generic, TSM and Manual
Restore.

Scripts, which are optional, are used to specify a Windows command files to be executed following specific tape events. When a
file name is specified, whenever possible, it must be fully qualified and it must be copied in each VTC in the same location.

The scripting section also includes Script Parameters (for more details on script parameters refer to Appendix K - Scripts
Guidelines ) list of users and predefined Windows environmental parameters that will be passed to the scripts (according to the
scripting type selected).

These parameters are passed as Windows environment variables to the shell executing the script, in addition to the parameters
generated by the VTC to identify the files to process in the script.

To add a parameter simply click the Add button when in edit mode and enter the required information. The following is a
description of the Scripting section by Scripting type: ) list of users and predefined Windows environmental parameters that will
be passed to the scripts (according to the scripting type selected).

These parameters are passed as Windows environment variables to the shell executing the script, in addition to the parameters
generated by the VTC to identify the files to process in the script. To add a parameter simply click the add button when in edit
mode and enter the required information.

Enterprise Backup Software Scripting: Optionally specify Windows command files to be executed fol- lowing specific
tape events. For more info refer to Scripting/Background Migration on Tapes and Appendix J - Script Guidelines.

- For Manual Restore, the backup method ishard-coded and it is triggered by the
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Enterprise Backup Software.

- ForGenericscript type, the following fieldsare available:
Backup Method: available options are BackBox Backup Script (the script provided by BackBox),
Other methods (Triggered by Enterprise Backup Software) orBackup Script with Copy
Pool Sync Support.

Enterprise Backup Software Scripting
Script Type Generic v]
Use Script Controller [No v

Backup Method

. Other methods (Triggered by Enterpnise Backup Software)

Backup S t . . .
Wik Backup Script with Copy Pool Sync Support

Use Script Controller: To enable or disable the script controller, contact the support team.

"} Backup Method: Only Other Method is available if Copy Pool Sync option is active.

Backup Script: command file to be executed after a volume unload. Not available when Copy Pool Sync is active.

X For Generic script type with backup method Triggered by Enterprise Backup Software all the scripts are
£ provided by the customer as path to the script location, depending on the script type (backup, delete and/or
restore), with the .cmd extension.

Enterprise Backup Software Scripting

Script Type Generic v
Use Script Controller [No v
Backup Method BackBox Backup Scrip
Other methods (Triggered by Enterprise Backup Software)
TTRATETN Backup Script with Copy Pool Sync Support [
Delete Script D:\Genereal\TransportationScripts\delete.cdm
| Restore Script D:\Genereal\TransportationScripts\restore.cdm
Post Restore Script

Update Script Information

Restore Script: command file to be executed at volume load, when a virtual media cannot be found on the Data Store.

Delete Script: command file to be executed after a volume has been deleted.

Post Restore Script: command file to be executed after a volume requiring the RESTORE script and mounted for input (USE IN)
has been unloaded.

Script Parameters: They are optional and user-defined. Named parameters that will be passed on to the scripts. These
parameters will be passed as Windows environment variables to the shell executing

the script, in addition to the parameters generated by the VTCto identify the files to be processed in the script.
Name: The name of the parameter. Do not specify the % sign after or before the name.

Value: The value of the parameter. Refer to section Appendix J - Script Types for more information.

Click I Update Script Information l button to save the scripting information.

API-BASED DATA STORES

IBM_Spectrum Protect (Tivoli Storage Manager - TSM) Data Store
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Data Store Information

Data Store ID* [TSM-DATASTORE |
Data Store Type Tivoli Storage Manager
Status I Active b |
Domain Access to Data Store | Primary v|
Description

|Adm|nistrative Link | I |

Data Store Information panel is similar to the other types of data stores, with the addition of an Administrative Link, available
only for IBM Spectrum Protect TSM.
Administrative Link: Optional URL of an administrative client for the Data Store.

Tivoli Storage Manager Details
Node [YING

Password |

Confirm Password I

Filespace | YING

Check Volume Timestamp

Update I | Exit Update Mode |

Node: IBM Spectrum Protect (TSM) node name used by the VT Controller to log in to the IBM Spectrum Protect (TSM) Server. This
node must be created by a IBM Spectrum Protect (TSM) administrator.If omitted, the IBM Spectrum Protect (TSM) client
configuration file (dsm.opt) must contain the node name and password.

Password: Password associated with the IBM Spectrum Protect (TSM) node. This password is used by the VT Controller to log in to
the IBM Spectrum Protect (TSM) server.

File Space: Optional specification of a IBM Spectrum Protect (TSM) File Space that will contain all virtual volumes of this group. If
left blank, a File Space name will be created for each virtual volume and named according to its volume label. When a File Space
is created for each volume label, it is possible to delete or export/import the data of a single virtual volume.

Check Volume Timestamp: When enabled, the VTC checks that the Windows index and data files match the timestamp of the
last load for output registered in the domain catalog. These checks are normally enabled, increasing the control of restore
operations.

A typical IBM Spectrum Protect (TSM) client creates a limited number of File Spaces. The IBM Spectrum Protect (TSM)
administrator should be contacted before creating hundreds of FileSpaces.

Storage Routes

Storage Route m

Rank*
VT Controller ID* BBOX2019-3 VvV

TSM Client Option File* | |

Add Storage Route

TSM Client Option File*

Edit Delete 1 BBOX2019-3 ‘ I C:\Program Files\Tivoli\TSM\baclient\DSM.OPT

This section lists all VTCs with access to the storage.

Rank*: Indicates the route priority. The highest priority is 1.
VT Controller ID*: Identifies the VTC connected to the selected Data Store.

TSM Client Option File*: .OPT file, specific to TSM, provided by the client. Specify the location of the file, as in the example
above.

IBM_Spectrum Protect (Tivoli Storage Manager - TSM) Data Store - Advanced Properties
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Advanced

Restore On Same VTC |:|

Restore on Same VTC: When checked, and when the TAPE DEFINE set for restore (USE IN) does not specify a tape device, the
volume will be read from a device on the same VTC on which this volume has been initially written.

VT Controller Device Reservations

The Volume Class List page is opened when the Reserved For link of the VT Controller page is clicked.

Guardian
Device

Device Type Serial Number Port Target Lun VLE E)(();:II;;R Reserved For Status Guardian Port

‘ 50014380331312E8 ‘ FREE l $ZZST0.#5100231 ‘

\ETINIUM ‘SGENESII LTO3 | BB05370001 ‘ FC-21 ‘ 0 l 1 | l False

The pop-up window lists the volume classes configured in Volume Groups and permits device reservation for one or several
volume classes.

|=| BackBox - VolumeClassList (YINH412) -- Webpage Dialog X

Volume Class List

Device:$GEN8S1 in System:\ETINIUM

O CLASSB

W CLASSA

Close

Device: Identifies the device.

Volume Class: Shows the volume class list. Check the classes for which the device must be reserved. If no class is checked, the
device is available to volumes belonging to any volume class.

Select the class to reserve it for the specified device.

Click Update.

Volume Group

The Volume Group page is used to define attributes common to a group of volumes.
These attributes are used and applied at volume creation and each time a volume is re-written with a new backup.
The Volume Group main page shows the list of existing Volume Groups.

If in Edit mode, the following options are available: Create Volume Group and Delete.
Click on the name of the Volume Group to display additional parameters. The default values can be modified if in Edit Mode.
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Domain NSK Nodes VT Controller Key Manager Data Store Volume Group

Create Volume Group

Volume Group Data Store ID Domain Access Description

VG-DS-WIN-E411 DS-WIN-E411 PRIMARY

DS-WIN-E411

The page layout and the page elements vary according to the Data Store. The example above is for a group associated to a
DSM/TC pool and a Primary Data Store.
The Advanced propertiesare common to all Volume Groups and documented at the end of this section. For Windows files data

stores, the page layout varies depending on the catalog type.
DSM/TC

TMF
05

Windows files - DSM/TC catalog
Windows files - QTOS catalog
Windows files - TMF catalog

For IBM Spectrum Protect (TSM) data stores, the same catalogs are possible - although only the DSM/TC layout is presented below.

Volume Group Windows Files - No Tape Catalog

Volume Group Information
Volume Group ID* VG-WIN-DS-NOCAT
~
Description
v
Data Store ID WIN-DS v
“ape Catalog None |
Auto Scratch at Load Time YES - data discarded only for expired volumes v
Delete Expired Volumes
Auto Alter TapeMount [Yes v|
Media Type
‘Warning Threshold
(Min % Of Scratch Volumes) I
Migration to BackBox Switch to the BackBox storage is completed. Virtualization is still available, but Auto-import is disabled.
Delete Backedup Files ? =
Days Past Last Update [
Days Past Last Access )
Min File Size For Deletion(MBytes) [0
Class Information
Compression Algorithm None v
Volume Class
Max Volume Size(MB)* 25000
Encryption Algorithm None v
Key Manager ID v

Volume Group Windows Files - DSM/TC Catalog
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Volume Group Information

Volume Group ID* VG-WIN-DS

o A
Description

v

Data Store ID WIN-DS v/
Tape Catalog DSM/TC V|
‘Auto Scratch at Load Time YES - data discarded only for expired volumes v
Delete Expired Volumes No v
Auto Alter TapeMount
Meda Type
‘Warning Threshold
(Min % O Scratch Volumes)
Migration to BackBox Switch to the BackBox storage is completed. Virtualization is still available, but Auto-import is disabled.
Delete Backedup Files ? =]
Days Past Last Update [
Days Past Last Access 0
Min File Size For Deletion(MBytes) (0

Catalog tion - DSM/TC

Volcat* \ETINIUM.YINGTEST_VOLCAT
Pool®
Class Information

Compression Algorithm Light v
Volume Class

Max Volume Size(MB)* 25000

Encryption Algorithm None v
Key Manager ID v

Volume Group Windows Files - QTOS Catalog

Volume Group Information

Volume Group ID: Identifies a Volume Group. It must be unique and cannot be modified after it is added. If the Data Store type is
RESTRICTED or SECONDARY, this Volume Group ID is usually identical to the corresponding Volume Group ID in the primary
domain.

Description: Optional user description.

Data Store ID: Specifies in which Data Store the virtual volumes will be created. This value applies to new virtual volumes
created in this group. It cannot be modified to change the location of volumes previously created.

Primary Volume Group ID: Specifies the corresponding Volume Group ID in the primary site, when it is different. This
parameter is presented only when SECONDARY or RESTRICTED Data Store are selected.

Tape Catalog: Specifies the catalog type (None, DSM/TC, TMF or QTOS).

Auto Scratch at Load Time: Indicates if the content of an expired virtual volume can be deleted at load time. The
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expiry test depends on the tape catalog type and its integration in BackBox.

Auto Scratch at Load Time - default value YES. The content of expired virtual volumes is deleted at load time.

Auto Scratch at Load Time - set to NO. The content of expired virtual volumes will not be deleted at load time.

For Tape Catalog set to NONE or QTOS, the volume will be auto-scratched when the expiry date in the 1st file tape
header (HDR1) recorded in the BackBox catalog has been reached. Refer to AUTO-SCRATCH MECHANISM section.

Delete Expired Volumes: Indicates if a volume that has become SCRATCH in DSM/TC, TMF or QTOS must be deleted in
storage. This controls the functionality of the macro BB017_FREE_ EXPIRED (in OBEY 0BB017).

If Delete Expired Volumes is set to No, the spare move tapes will not be moved, as they are already expired and
they cannot be moved or deleted.

If Delete Expired Volumes is set to Yes, the spare move tapes will be deleted or moved by the end of the day,
according to the daily clean-up schedule. In order to delete these tapes before the scheduled time, use 0BB017 and
perform the action manually.

Auto Alter TapeMount: Mount the tape by automatically asking DSM/TC to substitute another scratch tape from the same pool as
the tape to be altered.

Media Type: Specifies the media type that will be registered in the TAPEVOLUME entry of the DSM/TC when the volumes are
created. This must match the device type returned by the command MEDIACOM INFO TAPEDRIVE $virtual-tape-drive. To solve a
mount request, BackBox will search for a media compatible tape device. The default media type provided by the VTC tape
emulation is LTO3.

For old Guardian tape systems not supporting LTO3, it is possible to change this default for 3480 in the internal VTC configuration;
the Volume Groups must then be configured with CART3480 media type.

LTO4 media type is available to support the VLE tape Encryption. Non-Encrypted LTO4 media types can be mounted on LTO6 tape
drive emulation.

LT02 media type is also available to support old tape catalog versions (CA tape catalog). LTO2 media must be operated on LTO3
tape drives.

Warning Threshold (Min % of SCRATCH Volumes): Specifies a threshold that is tested in the daily 0BB017 job. When the
number of SCRATCH Volumes is less than the specified percentage, the message #3313 is issued to the EMS. For example, the
message "0Only nn% of SCRATCH Volumes are available in Volume Group <name>" would be issued when the number of
SCRATCH tapes fall below the configured percentage. This setting applies only when the Tape Catalog is set to DSM/TC or TMF.

If value isset to 0%, the autoscratch cannot be triggered.

Migration to BackBox: Indicates the migration status from a legacy virtual tape solution. This parameter is available to Volume
Groups attached to a PRIMARY Data store only.

Possible values:

None: Migration is completed. Volume virtualization is still available, but without the migration specific Auto-import
automation.

In Progress: Migration of historical backups from a legacy storage system to BackBox has started, but is not
completed. Tape applications may access some media not yet migrated using the legacy system.

Being Prepared: Migration is in progress but all Nonstop backups and restores are still executed using the legacy
storage system.

Migration to BackBox enables or disables migration features for the following functionalities: Volume Virtualization, Import
of Volumes from Tape Catalog, and Auto-import of SCRATCH Volumes. For further information see Concurrent Operation
of Legacy System and BackBox.

Catalog Information (DSM/TC Version)

Thefollowing fieldsare available when Tape Catalog is set to DSM/TC.

Volcat: Indicates the DSM/TC volume catalog where the tape volumes are cataloged. This must be prefixed with the Guardian
Node Name (ex: \NODE.TAPECAT).



Pool: Indicates the DSM/TC pool where the tape volumes are cataloged. This pool must be defined in DSM/TC using
MEDIACOM before creating new virtual volumes. Pools should be created by the MEDIACOM command ADD POOL with all default
values. There must be a distinct pool per BackBox Volume Group and vice-versa.

Filecat: Indicates the DSM/TC file catalog where the tape files and disk files are written by the BackBox catalog replication (Catalog
Sync option). This parameter is applicable only for SECONDARY Data Stores. The filecat must be prefixed with the Guardian
Node Name (ex: \NODE.TAPECAT).

For moreinformation see therelated manual Catalog Sync Option.
Catalog Information (QTOS Version)

The following fieldsare available when Tape Catalog isset to QTOS.

Catalog File: Fully qualified Name of the Nonstop file where QTOS registers the volumes that it manages. The QTOS unqualified
file name is TAPES.

Vault: Indicates the QTOS vault where the tape volumes are cataloged. There must be a distinct vault per BackBox Volume Group
and vice-versa.

The expiry date in the 1st file tape header (HDR1) recorded in the BackBox catalog must be reached.

Catalog Information (TMF version)

Thefollowing fieldsare available when Tape Catalog isset to TMF. This information is not used when the Data Store is RESTRICTED.
Guardian Node: Indicates the Guardian Node where TMF is running. (ex: \NODE1).

Delete Backed Up Files

Delete Backed Up Files must be used with caution, especially when set on IBM Spectrum Protect (TSM) with backup objects. For
more information, see Appendix | - VTC Scripting Options.

- Enables and controls the deletion of virtual volume Windows files that have been backed up by an Enterprise
Backup software.

Afileisrecognized asbacked up if its archive bit is reset.

The following criteria control the deletion of virtual media files. All conditions must be true in the same time for the
deletion to occur:

Delete Backed Up Files: Enables the deletion of backed up files.

Days Past Last Update: Number of 24 hour periods the files are kept after the last file write.

Days Past Last Access: Number of 24 hour periods the files are kept after the last file access.

Min File Size For Deletion (MB): Files under 1MB will not be deleted, even if other criteria may apply.

Volume Class Information (non TMF)
This information is available when Tape Catalog is not set to TMF and the Data Store type is Windows file.
Compression Algorithm: For Windows files Data Stores only, enables the software compression.

Values:
None - No compression.
Light - Low compression, less CPU usage.
Strong - High compression, high CPU usage.
Volume Class: Class to associate with all volumes of this Volume Group.
Max Volume Size (MB): Indicates the maximum capacity (compressed data in megabytes) of the virtual volumes.

Audit Dump Class Information (TMF Audit Dumps)

These characteristics are applied when Tape Catalog is set to TMF, the Data Store type is Windows file, and the volume is loaded to
write an AUDIT dump, according to the EMS mount message.

Compression Algorithm: Enables the software compression. For Windows files Data Stores only.

Possible values:
None - No compression.
Light - Low compression, less CPU usage.
Strong - High compression, high CPU usage.



When thefile server is a Data Domain appliance, refer to the Data Domain section.

TMF Audit Dump Class: This class will be assigned to volumes of this group.
Max Volume Size (MB): Indicates the maximum capacity (compressed data in megabytes) of the virtual volumes.

Online Dump Class Information (TMF Online Dumps)

These characteristics are applied when Tape Catalog is set to TMF, the Data Store type is Windows file, and the volume is
loaded to write an ONLINE dump, according to the EMS mount message.

Compression Algorithm: Enables the software compression. For Windows files Data Stores only. Possible values:
None - No compression.
Light - Low compression, less CPU usage.
Strong - High compression, high CPU usage.

When the file server is a Data Domain appliance, refer to the Data Domain considerations in the Configuration section.

TMF Online Dump Class: This class will be assigned to all volumes in this group.
Max Volume Size (MB): Indicates the maximum capacity (compressed data in megabytes) of the virtual volumes.

Volume Class Information for IBM Spectrum Protect TSM (non TMF)

The following fields available when Tape Catalog is not set to TMF and the Data Store type is IBM Spectrum Protect (TSM).

Volume Class: BackBox class to associate to all volumes of this Volume Group.
Max Volume Size (MB): Indicates the maximum capacity (compressed data in megabytes) of the virtual volumes.
IBM Spectrum Protect TSM Max Object Size (MB): BackBox creates multiple IBM Spectrum

Protect (TSM) objects per tape. This parameter controls the size of these objects.

IBM Spectrum Protect (TSM) Management Class: Name of the IBM Spectrum Protect (TSM) Management Class to assign
to the objects. This is the way to assign different storage services to different Volume Groups. Default assigns the default
management classin IBM Spectrum Protect (TSM) for the IBM Spectrum Protect (TSM) node specified in the data store
configuration.

Volume Group Advanced Properties

Advanced

PreLoad |FALSE v
Auto Unload Timeout |60

Automatic Volume Creation Options Edit
Automatic Volume

Creation: s

Volume Pattern: DIDI

Quantity: 1

Increment base 10

Label Type BACKUP

Authorized Access

Read N - Any userid, Any node v
Write .'. - Any userd, Any node h
Control N - Any userid, Any node v

Update

PreLoad: Enabling PreLoad can be useful for the Nonstop restore/recover of multi-volume tape files, when a restore script must
be executed before the volume can be read by the Nonstop. When PreLoad is enabled, the load of the next volume is anticipated
(and the restore script initiated) while the previous volume is being read by the Nonstop tape application. For more info refer
to the PreLoad section. The PreLoad processing requires two virtual tape drives per Nonstop restore process.

Auto Unload Timeout : Minimum time (in seconds) that a volume will be kept loaded but unused. A tape loaded by a process
that is no longer running should be unloaded when resources are required for a new mount request.

Automatic Volume Creation Options: Click Edit to automatically create volumes, based on set up parameters.

In the pop-up window check the box Allow volume to be automatically created, specify the Volume Label*, Quantity*

(mandatory fields) and Increment Base. Update the settings.



= Automatic Volume Creation -- Webpage Dialog ®

Automatic Volume Creation

Copyright ETI-NET, 2003-2025

Make sure the Volume Label* is alpha-numeric 6 digits long (for example, ABCDEF or YYY000) and the Quantity (1 to 999)* is not
negative or 0. An error message will be displayed if the field values are not valid.
Once updated, the information displayed under Automatic Volume Creation Options will reflect the changes that have

been updated.

Advanced

PreLoad
futo Unload Timeout

Automatic Volume
Creation:

olume Pattern:
Quantity:
Increment base

Label Type

Automatic Volume Creation Options Edit

Authorized Access
Read

Write

Control

Update

FALSE hd
60

False

DIDI

1

10

BACKUP
N - Any userid, Any node L
N - Any userid, Any node v
N - Any userid, Any node i

Authorized Access : This section defines the default authorizations that are assigned to the volumes each time they are loaded
for output. Each element of the section defines a group of user IDs, relative to the owner of the volume:

N Any node, any user ID

C Any node, same group number

U Any node, same user ID

A Same node, any user ID

G Same node, same group number

0 Same node, same user ID

? Use authorizations that were set at backup time

. Disabled access

? is a special value that cannot be entered, but is displayed by the BackBox Ul for volumes that were created

in a RESTRICTED Data Store.

For such volumes, the domain does not hold the RW authorizations; the access control is done by the VTC
against the authorization specifications that were set at backup time and copied as metadata in the Data
Store.

. is another special value that cannot be entered or removed. This is the value displayed for WRITE access
when a volume is in a RESTRICTED or SECONDARY Data Store. Such volumes can never be written for a new
backup.

Read: User ID allowed read access.
Write: User ID allowed to read/write/delete data.
Control: User ID allowed to change the owner or the authorization of the BackBox catalog.



User Management

User Management page allows you to set/reset permissions to different profiles and assign profiles to users. All authorized
users are listed on the User Management page.

After the initial installation, there are two (2) user profiles automatically predefined: Super.Super and Super.x, where "x" stands
for the domain installation owner. Ex: Super.Oper orSuper.QC

Super.Super usertypeis not displayed on the U, asit's a user with full access per- missions and it cannot be
F i\ managed through the interface.

After a fresh install, the default users (Super.Super and Super.X) have the following User Management capabilities:

- Super.Super: administrator permissions with user management capabilities
- Super.X: administrator permissions without user management capabilities

The available default profiles to assign users to are: Administrator, Super Operator, Operator and Security.

Administration

VT Controller Volume Group User Management

Update permissions

Delete Profile Create Profile
Secunty

Administrator
Super Operator
Operator Copyright ETI-NET, 2003-2024

Administrator permissions: full access to all options, except user management

Domain NSK Nodes VT Controller Key Manager Data Store Volume Group User Management
Update permissions
Delete Profile Create Profile
» Mistatus e ¥ volume
= ™ summary Node Name = ¥ Volume Details/Volume Operations
¥l unload = M volume Load
« ¥ configuration « ¥ volume Materialize
- W configuration Editable « ¥ volume Edit

¥ Volume Delete
User Management

Security Editable

| volume Backup Script/Copy to Copy Pool
- ¥ volume Create

« ¥ storage Admin = ™ virtualize volume
. ™ DataStore Name - ™ Import From Tape Catalog

| Export Status
! Export Full Catalog
! Export Catalog Updates

™! Import Status
¥ Check Against Primary Configuration
¥ Import Full Catalog
¥l Import Catalog Updates

¥ Catalog Detach

Update Permissions

Super Operator permissions: Does not have access to Configuration  Editable and User Management - Security Editable
options.
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NSK Node: VT Controller Key Manager Data Store Volume Group User Management

Update permissions

Super Operator V|| Delete Profile

Create Profile

« Mistatus * ¥ volume
& Summary Node Name

¥ Volume Details/Volume Operations
» Munload

« ¥ volume Load
« Ml configuration « ¥ volume Materialize
4 [ configuration Editable = ™ volume Edit
= ¥ Volume Delete
. User Management

= ¥ volume Backup Script/Copy to Copy Pool
Security Editable
¥ Volume Create

« ¥ storage Admin ¥ Virtualize Volume
! DataStore Name
= ¥ Export Status
« ¥ Export Full Catalog
« ¥ Export Catalog Updates
» ™ import Status

¥ Import From Tape Catalog

« ¥ Check Against Primary Configuration
= Mlimport Full Catalog
« Wl Import Catalog Updates

« ¥ catalog Detach

Update Permissions

Operator permissions: Does not have access to Configuration  Editable, User Management - Security  Editable, Unload
Device and Volume Delete options.

NSK Node:

Key Manager

Volume Group User Management

Update permissions

Delete Profile

Create Profile

o ¥ status
¥ Summary Node Name

o ¥ volume
¥ Volume Details/Volume Operations

. Unload + ¥ volume Load

« ¥ configuration

= ¥ volume Materialize
E Configuration Editable « ¥ volume Edit
. Volume Delete

= ¥ volume Backup Script/Copy to Copy Pool
¥ Volume Create

. User Management
Security Editable

« ¥ storage Admin
¥ DataStore Name
« ¥ Export Status
« M Export Full Catalog
= Ml Export Catalog Updates
= ™ 1mport Status

¥ Virtualize Volume
¥ Import From Tape Catalog

s ¥ Check Against Primary Configuration
= M import Full Catalog
« Wl Import Catalog Updates

= ¥ catalog Detach

Update Permissions

Security permissions: access to User Management-Editable Security page ONLY; can create, delete and edit any
customized-profile user.

Domain NSK Nodes VT Controller Key Manager ata Store Volume Group User Management

Update permissions

Delete Profile

Create Profile

. Status . Volume
Summary Node Name Volume Details/Volume Operations

. Unload . Volume Load
. Configuration . Volume Materialize
Configuration Editable . Volume Edit
. Volume Delete
« ¥ User Management
. Volume Backup Script/Copy to Copy Pool
&/ Security Editable

Volume Create

. Storage Admin Virtualize Volume
DataStore Name

- Export Status

Import From Tape Catalog

. Export Full Catalog
. Export Catalog Updates

- Import Status
. Check Against Primary Configuration
. Import Full Catalog
. Import Catalog Updates

. Catalog Detach

Update Permissions

BackBox® E5.01 User Guide | 187



To edit users, profiles and/or permissions, click Switch to Edit Mode.

To add a user:

1. Specify the name. Make sure the username matches the existing username set up on the Nonstop system.
2. Assign aprofileto thisuser. The default options are Administrator, Super Operator, Operator and Security.
3. ClickAdd User.

To create a new profile:

1. OntheUser ManagementmainpageclickonGo to Profiles.

2. Give a name to the profile you are about to create and click Create Profile.

3. Once the profile is created, you can assign different permissions to this profile. Check the appropriate permissions
from the list.

4, Click Update Permissions and save the changes.

Goto Users

Profile added.

[fies V][ Delete profie

Py to Copy Pool

5. Once the profile hasbeen created, you can assign usersto it. Go to User Management page and add new user. Give
the user a name and select the user to be assigned to the profile you just created. Click Add User to add it to the
list.

Update Profiles

Go to Permissions |

Name":|Diana |||"-.|E".-".f Operator V|

6. Thenew user islisted under the user name.

User Name Profile

Edit | Delete Fer Administrator
Edit | Delete | SUPER.ETINET | Administrator
Edit | Delete Tester D Tester Profile

7. You can edit the user name and the profile the user is assigned to by clicking on the Edit button.

User Name Profile

Edit Delete '3 Administrator

Edit Delete SUPER.ETINET Administrator

Update Cancel | Delete | [Tester D

Administrator
Super Operator
Operator

Tester Profile

Click Update to save the changes you made to that specific user.

8. Todeleteuser
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click Delete.

To delete a profile:

1. Go to User Management page and switch to edit mode.
2. Goto Permissionspageandselectthe profile.
3. Delete theselected profile.

Profiles with users assigned to them cannot be deleted. An error message will state to delete the users
L% | before deleting the profile.

Default profile permissions cannot be modified.

No more than 3 custom profiles can be created.

If you are signed in with a security profile, you can assign a profile to any user.

If the Guardian user is not defined and listed on the User Management page, the user cannot log into
the UL

Any user/alias defined in the Nonstop are not displayed by default on the Ul.




Storage Admin

The Storage Admin page displays a list of the configured Data Stores.

Administration

Data Store

Configuration

Save ] Select, Delete or Create a Data Store

| Cencel | [ create Dota Store

Storage Admin

Volume

Data Store ID Store Type Status Domain Access Description
EDIT MODE ACTIVE
(v QORESTOR Active PRIMARY Catalog Sync Export Advanced Delete
You have to click the Save - - -
button to commit your D!

WINDISK Active PRIMARY Catalog Sync Export Advanced Delete

changes to the Domain
Man .

WINDISK Active PRIMARY Catalog Sync Export Advanced Delete

DS WIN E501 WINDISK Active PRIMARY Catalog Sync Export Advanced Delete

Data Store: Data Store name. This is a link to the actual management of WINDISK Data Stores. TSM is managed through a IBM
TSM administrative client.

Type: Data Store type: WINDISK, TSM or QORESTOR

Status: Activation status configured for the Data Store.

Domain access: Domain access configured for the Data Store.

Catalog Import/Export: Link to the status page of catalog Export or Catalog Import. Refer to the Back- Box Catalog Sync Option
manual. Thislink is present only if the BackBox Catalog Sync Option is enabled by the license key.

Catalog Detach: Link to a window that will detach the Data Store and its tape volumes from the current BackBox Domain.

Running Jobs: Displays the jobs currently running on the Data Store (Spare Move, Migration, Copy Sync). If the job(s) has
been completed, there will be no value showing in the column. To see all the jobs completed on the Data Store, see Data
Store details page and select Jobs in the Detail Report panel.

Catalog Detach

This function is a tool to help a reorganization of BackBox domains, to help changing the distribution of virtual volumes in
different domains. It is most often used to complete the move of a Data Store from a domain to another, by removing the source.

"'1 The"Catalog Detach” will just remove the virtual volumes of a specified Data Store from the catalog of the
current BackBox Domain.

The images of virtual volumes in the storage and the possible corresponding entries in DSM/TC & TMF catalogs are not deleted or
altered in any way.

Considering only the BackBox catalog (not considering the volumes in storage and DSM/TC), the complete scenario of
moving a Data Store from a BackBox Domain to another domain consists in:

1. The volumesentries are first replicated into a SECONDARY Data Store of the new domain by the Catalog Sync Option. Or, they
are registered in the new domain manually by creating series of consecutive labels into a RESTRICTED Data Store.

2. Thevolumes entries arethen "de-registered" from the original domain by a Catalog Detach.
3. The domain access of the Data Store in the new domain is promoted from SECONDARY (or from RESTRICTED to PRIMARY to
allow regular operations including backups.
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BACK

BackBox E0S.01 UT Client

Administration

Status Datastore Administration

Configuration . . . .
9 The data store "DS_QS_ES501" will be detached from domain "ESO1NEW

Storage Admin
ge « All virtual volumes assocated to this data store will be removed from the BackBox catalog
Volume * The BackBox volumes will not be accessed, staying available for access by another domain
» The possible entries for these volumes in the TMF or DSM/TC catalogs will not be changed or removed

Report Location

| Confirm | | Cancel |

Report Location: Destination of the control report that will list the detached volumes. It can be a disk file name or a
spooler specification such as $S.#BPAK.DETACH.

Windows Files Administration

Several management tasks for Windows files Data Stores, such as creating directories or shared drives, setting security are
accomplished by using Windows tools on the VTC.

BackBox specific Data Store tasks are accessed from the Data Store Admin page by clicking on the name of the Data Store.

This page shows information about the virtual media files present on the disks configured in a Data Store. The file numbers and
sizes are computed as reported by the Windows file system. Note that both the index and data files are counted and summarized
in the size.

i

. 5 Files deleted containing empty volumes or archived by Enterprise backup software are not included.

DS_QS_E501 Administration

Data Store DS_QS_E501

Storage Route [First Available vTC ~] Reply from: BBOX2019-1 Refresh
Free Space(MB) il User Data Size(MB) Last Update
Storage - Spare 6,442,574.4 1,058 26,478.5 1,058 2 9/24/2025 4:07:24 PM
Copy 2,962,249.54 1,058 26,478.5 9/24/2025 4:07:24 PM Copy sync uncopied files
Migration 4,437,637.65 1,998 48,865.15 1,998 9/24/2025 5:29:12 PM Start Migration
Detail Report By: @ path O volume Group O obs

Number

= Size of
A Disk User Non-
Volume Disk Number Non-
Pool SerialNumber e [free Rank of Files DataSize oo 0o, Backed- Last Update Path Status
. Space (MB) Uy Up
Files Files(MB)
1,023.07
. \\BBQS47 N 9/24/202
Storage | 3492060827 | 1TB %GEBIDA \CRYPIREPLICATE\ESOINEW\DS_QS_ESO1\ 1 54 1,923.64 54 1,923.64 | B o |Good
934.88
\\BBQSS50 o 9/24/2025
Storage | 2051317403 | 1TB 91C:%n, \CRYP2REPLICATE\ESOINEW\DS_QS_ESO1\ 1 | 1004 |24,554.86| 1,004 |24,554.86 | ;o0 "ol |Good
4.237B |, \
Spare | 1454802941 |4.67TB| g5o.. [\WTOUTATIS\DS_QS_E501_SPR\ 1 0 0.00 0 0.00 Good
42378 9/24/2025
Migration| 1454802941 |4.6TB| oo* . \TOUTATIS\DS_WIN_ESO1\ NC | 1998 45,565,15[ 1,998 l48‘365.15 Ao P [2ood
934.88 |, : . ;
\\BBQSS50\CRYPLOCAL\ES01NEW\DS_QS_ES501 9/24/2025
Copy 3426224537 | 1TB 91GzEé=- \COPYPOOL 56 1,972.56 4:07:24 pp |Good
934.88 |\, \CRY! . \
\\BBQS47REPLIC\CRYPREPLICATA_BBQS47 Directory \\BBQS47REPLIC\CRYPREPLICATA_BBQS47
Copy | 3022584753 | 1TB | C8 . [\ESOINEW\DS_QS_E501\ o 000 \ESOINEW\DS_QS_ES01\ is not created yet
a 1717045657 | 178 1.02.;07 \\BBQS47\CRYPLOCAL\ESO1NEW\DS_QS_ES01 1002 | 24 505 0% 9/24/2025 |
-« ) 99.91% |'COPYPOOL\ “ 05 4:03:24 pM |©°°
Copy \\BBQSSOREPLIC\CRYPREPLICATA_BBQSS50 1 I Error code: 20061, Folder access test as failed: (1326)
} \ESO1NEW\DS_QS_ES01\ The user name or password is incorrect.

Storage route: choice of the VTC that will gather the information. The "1st available VTC" or a specific VTC can be chosen in the
selection list

Reply from: actual VTC that provided the data

Detail Report: The sum of files distributed by:

Path: List of paths configured in the Data Store (initial view).
Volume Group: List of Volume Groups configured in the Data Store

Jobs: Displays the status of jobs associated with the Data Store
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Summary

Pool: the Summary in two sub-totals by pool:

- "Storage and Spare": all volumes of the Data Store, excluding the duplicates from the "Copy pool”

- "Copy": only thereplicated volumes
Free Space (MB): Total of free disk space.
Number of Files: Number of files in all paths and their sub-directories.
User Data Size(MB): Total sizeof all files.

Non-backed-up Files: Number of files that have the Archive bit set. This is not shown for StoreOnce NAS.

Last Update: Most recent updated files

Backup all non-backed-up files: This link is shown if the Data Store is not configured for "StoreOnce NAS" optimization
and is configured with a backup script.

Backup all non-backed-up files and Copy Sync Uncopied Files links may be available while normal
operation in progress. Nonetheless, no other operation can be started.

This function submits a backup script for each file that has the Archive bit still set.

The backup script is normally automated after each backup and if enabled, the script controller will automatically retry failed
backups. Files marked as not backed up are usually either still being backed up or in the script controller input queue.

This button is for re-submitting manually the backup scripts that have failed for reason unrelated to the software like
communication or power failures. Notice that the Script controller (the script contains the BBBACKUP command) contains its own
retry mechanism; in this case the manual retry is required only after the controller stops retrying, such as after a VTC reboot.

When the "Storage Route" is set for aspecific VTC, the scripts will be submitted only to this VTC.

When the "Storage Route"is set for "1st available VTC" the scripts will be distributed depending on preferences according the
volume information available in the domain:

- The VTC which contains the Windows files of the volume will be preferred. The VTC is supposed to contain the
volume if the last known file location has an UNC syntax, such as \\svr1\share1, and the server name part is equal to
the VTCIP address or to the last known VTC hostname.

- TheVTCwho has written the Windows files is preferred.
- If the preferred VTC is not reachable by TCP/IP, does not contain the backup script, or is not able to submit the script,

another route will be tried.

Move Files from Spare pool: This link is shown if there are some files in the Spare pool.

Clicking this button asks for confirmation, then it submits to the VTC specified in "Storage Route" a task for moving all files
corresponding to virtual volumes of the Data Store from the Spare pool to the regular Storage pool.

Themoving task in the VTCreportsits startup and end in EMS, and potential errors.

2025-06-19 17:35:44 \ETINIUM $X1FA ETI NET. 100. 100 5120 BPAK- DUPONDT-
15120 Start noving data store WNL files from Spare pool to Storage pool

2025-06-19 17:35:44 \ETI N UM $X1FA ETI NET. 100. 100 5124 BPAK- DUPONDT-
15124 Moving data store WNL files from Spare pool to Storage pool conpleted

In case of spare pool capacity limitations (less than 10% of total space available), space error messages
£ | will be shown in the Path Status column. Nonetheless, both Backup all non-backed-up files and Move
Files from Spare pool functions are available.

Note if a restore script is configured: it is assumed the files will be backed up again by the Enterprise Backup when the files
arediscovered in the new disk location. The current BackBox version does not submit backup script after a Move from Spare;
if the Data Store is configured for backups by script, the user has to manually initiate the backup of the moved file.

Because of this assumption, the last known location of the Index and data files is updated in the BackBox catalog for the moved
volumes. If there is no new backup, any future restore script will fail simply because the Enterprise Backup does not know the file,



even if a copy produced from the Spare pool by the backup script is present in the Enterprise Backup.

DS_QS_ES501 Administration

Data Store DS_QS_ES01

Storage Route First Available VTC ~] Reply from: BBOX2019-1 Refresh
Free Space(MB) Number Of Files Data Size(MB)
Storage - Spare 6,442,574.4 1,058 26,478.5 1,058 2 9/24/2025 4:07:24 PM
Copy 2,962,249.54 1,058 26,478.5 9/24/2025 4:07:24 PM
Migration 4,437,637.65 1,998 48,865.15 1,998 9/24/2025 5:29:12 PM Start Migration
Detail Report By: @) path O volume Group U Jobs

Size of

Volume Disk
SerialNumber Space

Number
Rank of Files

Non-
Pool Backed- Last Update Path Status
U,

P
Files(MB)
-
Storage 3492060827 1T8 L-B-D BBQS47 a 1 54 1,923.64 54 1,923.64
- 99.91% \CRYP2REPLICATE\ESOINEW\DS_QS_ES01 -
934.88
I \\BBQSS50 . 9/24/2025
o 317403 : Q . - 00 ,554.86| 1,0 554, _
Storage | 20513174¢ LTE Qlcio_ \CRYPZREPLICATE\ES01NEW\DS_QS_E501)\, 1 [ 1004 ]24,5543 1,004 | 24,554.86 | ;0394 p [G00d
4.237B |, are o - - - -
Spare 1454802941 467TB 92.01% TOUTATIS\DS_QS_ES01_SPR\ 1 0 0.00 0 0.00 ‘Good
o,
Migration| 1454802541 | 4.6 T8 | 2:23 T8 [\TOUTATIS\DS_WIN_ES01\ nC | 1998 48,865.15[ 1,998 l 48,865.15 ;"5229‘“122“%'5‘1 Good
- N \\BBQS50\CRYPLOCAL\ES01NEW\DS_QS_E501 . 9/24/2025
Copy 342622453 1T8 \COPYPOOL 56 1,972.56 4:07:24 PM Good
\\BBQS47REPLIC\CRYPREPLICATA_BBQS47 Directory \\BBQS47REPLIC\CRYPREPLICATA_BBQS47
C 3022 3 0
Copy | 3022554753 | 1TB ESOLNEW\DS_QS_ES01\ 0 0.00 \ESO1NEW\DS_QS_E501), is not created yet
I \\BBQS47\CRYPLOCAL\ESO1NEW\DS_QS_E501 N ~ 9/24/2025
Copy 1717045657 1T8 \COPYPOOL 1002 24,505.95 4:03:24 PM Good
Copy \\BBQSSOREPLIC\CRYPREPLICATA_BBQSS0 | | | Error code: 20061. Folder access test as failed: (1326)
“ ESOLNEW\DS_QS_E501\ The user name or password is incorrect.

Detail Report by Path

Pool: "Storage”, "Spare”, "Copy" or "Migration"

Volume Serial Number: Corresponds to each storage path. If different storage paths point at the same storage volume, the
volume serial number appears the same for the respective paths. In the table on the Storage Admin page, Disk Space column

and Disk Free Space column will display the same value, as the volumes pointed at are the same.

In some cases, such as StoreOnce, the same volume serial number can be shared among different volumes
across different servers. For QoreStor servers, even though the containers are defined based on the same
e storage volume, they'll have different volume serial numbers listed on the Storage Admin page.

Disk Space: Total disk capacity

Disk Free Space %: Percentage of free space in the Disk Space.

Path: Path name, as configured in the Data Store pool.

Rank #: Configured rank of the path in the pool.

Number of Files: Number of Windows files in the path.

User Data Size(MB): Used space with value given in MB (megabytes)

Number of Non-Backed-Up Files: Total number of files that haven't been backed-up.

Size of Non-backed-up Files (MB): Total size of non-backed-up files with value given in MB (mega- bytes).

Last Update: Time stamp of the latest update

Path Status: Path Status verified by the system. If validated, the status will be shown Good. In case of a path error the column
will display the error code and message.
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DS_QS_ES501 Administration

Data Store DS_QS_E501

Storage Route [First Available vTC ~] Reply from: BBOX2019-1

Free Space(MB) Number Of Files User Data Size(MB) . Last Update
Storage - Spare 6,442,574.4 1,058 26,478.5 1,058 2 9/24/2025 4:07:24 PM
Copy 2,962,249.54 1,058 26,478.5 9/24/2025 4:07:24 PM Copy sync uncopied files
Migration 4,437,637.65 1,998 48,865.15 1,998 9/24/2025 5:29:12 PM Start Migration
Detail Report By: ® path O volume Group O 10bs

Size of
: User Non-
Volume Number 4
Pool st | Rank of Files Da{t;:;z: Ba:'k:d— Last Update Path Status
Files(MB)
1,023.07 |,
\BBQS47 9/24/2025
Storage | 3492060827 | 178 | GB \OVIol caTe\ESOINEW\DS_QS_ESON\ 1 sa | 1,923.64 54 1,923.64 | JZUZ0Z |God
934.88
\\BBQS50 N 9/24/2025
Storage | 201317403 | 1TB | | GB_ o ICATE\ESOINEW\DS_GS._E501\ 1 | 1004 |24,554.86| 1,004 |24,554.86 | J/2YPIES IGood
Spare | 1454802941 |4.67B | 2: 5. \TOUTATIS\DS_QS_E501_SPR\ 1 0 0.00 0 0.00 Good
42378 9/24/2025
Migration| 1454802941 4.6 TB 92.01% [\TOUTATIS\DS_WIN_ES01\ NC 1998 | 48,865.15| 1,998 48,865.15 5:29:12 PM Good
934.88 ||, \ \ m 124/
Copy 3426224537 118 cB t&%&%ﬁé%‘f_nmmmbgmNE”‘DSfQS’*Esm 56 1,972.56 42»[}2;:2240'2:% Good
91.30% | '
934.88 |\, “\ W \
\\BBQS47REPLIC\CRYPREPLICATA_BBQS47 Directory \\BEQS47REPLIC\CRYPREPLICATA_BBQS47
Copy | 3022584753 | 17B 9153%“ \ESO1NEW\DS_QS_ES01\ 0 0.00 | \ESOINEW\DS_QS_ES01\ is not created yet
1,023.07 |\ 554 7\CRYPLOCAL\ESOINEW\DS_QS_ES01 N [ 9/24/2025
Copy | 1717045657 | 178 | G [\BEISATA 1002 |24,505.95 o Caaa o |Good
99.91% e
Copy \\BBQSSOREPLIC\CRYPREPLICATA_BBQSS0 Error code: 20061. Folder access test as failed: (1326)
\ESO1NEW\DS_QS_ES01\ The user name or password is incorrect.

Detail Report by Volume Group

User: super.etinet

Administration Domain: ESOINEW
/29/2025 11:20 AM

n out

Status DS_QS_ES01 Administration
Configuration
= Data Store DS_QS_ES01
Storage Admin
Storage Route [First Available vic V] Reply from: BBOX2018-1

Non-Backed-Up

Free Space(MB) User Data Size(MB) Files

Storage - Spare 6,442,574.13 1,058 26,478.5 1,058 2 /2025 4:07:24 PM
Detail Report By: O path ® volume Group O 30bs
Size of
Volume Group Non-Backed-Up
Files(MB)
VG_LV_MIG 1,998 48,865.00 1,998 48,865.00
VG_Qs_Es01 ° 0.00 0 0.00
VG_QS_ES01P 0 0.00 ] 0.00
VG_QS_ES01_NC 6 749.00 6 749.00
Other files (non DS_QS_ES501) 1,052 25,728.00 1,052 25,728.00

Volume Group: Volume Group name of the volume stored on disks.
Number of Files: Number of Windows files in all paths of the Data Store.
Space used (MB): Total size of Windows files.

Number of Files: Number of Windows files in the path.

User Data Size (MB): Used space with value given in MB (megabytes)

Number of Non-Backed-Up Files: Total number of files that haven't been backed-up. Number of files that have the archive
bit set. This is not shown for StoreOnce NAS.

Size of Non-backed-up Files (MB): Total size of non-backed-up files with value given in MB (mega- bytes).

Detail Report by Job
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DS_QS_E501 Administration

Data Store DS_QS_E501

Detail Report By: QO path QO volume Group @ 30bs

Show | 10 [¥]| entries

Total to Process Successful VTC Executor Status % Progress Details Failure Reason
DS_QS_ES01 MIGRATION 2025-09-27 13:19:01 1004 1 BBOX2019-1 Ended 100% Details
TOUTATIS Failed 100% Details Job is aborted
D5_QS_E501 COPYSYNC 2025-09-26 22:37:29 502 0 TOUTATIS Ended 100% Details
DS_QS_ES501 COPYSYNC 2025-09-26 22:18:16 502 0 TOUTATIS Ended 100% Details
DS_QS_ES01 COPYSYNC 2025-09-26 21:17:08 1004 529 BBOX2019-1 Ended 100% Details
TOUTATIS Ended 100% Details
DS_QS_ES01 | MIGRATION 2025-09-26 20:53:31 | 1004 ‘ o l BBOX2015-1 Ended 100% Details
TOUTATIS Failed 100% ] Details ‘ Job is sborted
TOUTATIS Ended 100% Details
Showing 1 to 10 of 10 entries Previous | 1 | Next

The Jobs page will display various details on the jobs executed for the specific Data Store.

Job Types

- Migration
To migrate aspare pool:

On BackBox Ul go to Configuration>Data Store> Switch to Edit Mode.
Choose the Data Store.

Select in the Information panel Spare Pool.

In the Rank* drop-down list select either Migrate As Is or Migrate&Convert.

PO

Configuration T |

Windovs Detie
Al
Soreve ramin [

Volume Password

~ BN Coner rcnons
Sty
Threshold (%)
Check Volume Timestamp

Storage Optimizati VTC internal disk Vv

Archive bit support vl
Update Exit Update Mol Migrate&Convert

Migrate As Is A
Windows Pool

2
3
5
6
L4
8

Path*

9
Add Path to Spare Storagqd 10

Rank* Reserved For

mk* VT Controller ID*

1 GEN8SRV04

5. Save the configuration.
6. Go to the Storage Admin page and in the Operation column click on the Start Migration link to start the
migration job.
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Administration

DS_JOB_MIG Administration

Data Store DS_J0B_MIG
Storage Admin
Storage Route First Available VTC - ] Reply from: BBOX2015-1

Pool Free Space(MB) Number Of Files. User Data Size(MB) D Last Update Operation
Storage - Spare 23,2168 o o
copy

Migration 4,889,470.45 1,006

24,603.77 1,008 10/1/2025 1:06:26 PM [t |

Detail Report By ©rath O volume Group Obs

e s Diskspace o0k Momber | o ok up m.;;‘i:{%w
Storage 160584630 156G F I A——— : o 000 0.00 ood
e [ o | BE  [vommoswoon [ = asoss Tl o

Copyright ETI-NET, 20032025

Details: Click on the link provided in the job list to open a new page with information on the job performed or running.

The Job Details page displays information about the job, such as action, domain name, DataStore ID, start and end time,
number of objects processed, successfully moved , etc.

I BackBox - DataStoreAdminDetail... D” Job Details BI

= User: super.etinet
BOX Job Details Domain: ESO1NEW
®

10/1/2025 1:48 PM

BackBox E05.01 UI Client Build 14

OFailures Only

Action: MIGRATION

Domain: E501NEW

Execution Node: BBOX2019-1
Datastore: DS JOB MIG
Conversion: NA

Job Id: MIGRATION-ESOINEW-DS_JOB MIG-20251001174633
Process Id:

Start Time: 2025-10-01 13:46:33
End Time:

Nb Objects To Process: 253

Nb Objects Done: 38

Nb Objects Success: 38

Last Progress Update: 2025-10-01 13:48:38
Failure Reason:

Failure Time:

Fe e e e ek e ok R e e ok R ke

Name: LBVJB0O01

Start Time: 2025-10-01 13:46:34
End Time: 2025-10-01 13:46:38
ConversionNeeded: NO

Done: YES

Failed: NO

Message:

Elapsed Time: 0:0:4

Progress Done: 100%

HHH R AR KA AN T TR RN

Name: LEVJB002

Start Time: 2025-10-01 13:46:38
End Time: 2025-10-01 13:46:40
ConversionNeeded: NO

Done: YES

Failed: NO

Message:

Elapsed Time: 0:0:2

Progress Done: 100%

e e e ok ok ek ke e e e e ok ok

Name: LBVJBO003

Start Time: 2025-10-01 13:46:40
End Time: 2025-10-01 13:46:42
ConversionNeeded: NO

Done: YES

Failed: NO
Message:

- Move Files from Spare Pool

To move files from the spare pool:

1. OnBackBox Ul go to Configuration>Storage Admin.

2. Select the Data Store to be moved to the main storage and click the link Move Files From Spare Pool in the
Operation column to start the job.
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Administration

Data Store DS_WIN_ES01

Reply from: BBOX2019-1

Detail Report By: ® path

Number of Size of
Number  User
Rank (' Fles Data Si(ug) Mo Backed-Up Nomackedup  Last Updste

. If Delete Expired Volumes is set to No in the Volume Group configuration page, the spare move tapes
'3 will not be moved, as they are already expired and they can- not be moved or deleted.

If Delete Expired Volumes is set to Yes in the Volume Group configuration page, the spare move tapes
will be deleted or moved by the end of the day, according to the daily clean-up schedule. In order to delete
these tapes before the scheduled time, use 0BB017 and perform the action manually.

Details: Click on the link provided in the job list to open a new page with information on the job performed or running.

The Job Details page displays information about the job, such as action, domain name, DataStore ID, start and end time,
number of objects processed, successfully moved, etc.

[ ]
| BackBox - DataStoreAdminDetail EI\I Job Details I'J]

- User: super.etinet
BOX Job Details Domain: ESO1NEW
=

9/30/2025 4:41 PM

BackBox E05.01 UI Client Build 14

OFailures Only

Action: SPAREMOVE

Domain: E501NEW

Execution Node: BBOX2019-1
Datastore: DS WIN EGO1
Conversion: NA

Job Id: SPAREMOVE-ES501INEW-DS_WIN_E501-20250930203827
Process Id:

Start Time: 2025-09-30 16:38:27
End Time:

Nb Objects To Process: 500

Nb Objects Done: 31

Nk Objects Success: 11

Last Progress Update: 2025-09-30 16:39%:36
Failure Reason:

Failure Tims:

LR R RS R RS

Name: LBLV2001

Start Time: 2025-09-30 16:38:28
End Time: 2025-09-30 16:38:31
Done: YES

Failed: NO

Message:

Elapsed Time: 0:0:3

Progress Done: 100%

e s o e ok e ko ko

Name: LBLV2002

Start Time: 2025-09%-30 16:38:31
End Time: 2025-09-30 16:38:34
Done: YES

Failed: NO

Message:

Elapsed Time: 0:0:3

Progress Done: 100%

e e e R e A e o ke R ok Rk

Name: LBLV2003

Start Time: 2025-09-30 16:38:34
End Time: 2025-09-30 16:38:36
Done: YES

Failed: NO

Message:

Elapsed Time: 0:0:2

Progress Done: 100%

EE RS AR RS

- Copy Sync Uncopied Files - If the files in the storage pool do not match the files of the copy pool (ex. some
files are missing from the copy pool), then start the copy sync uncopied files job.

To copy sync uncopied files:

1. Set up Copy Sync Uncopied Files: go to Configuration>Data Store> Switch to Edit Mode, choose the Data Store
and click the Advanced link in the table corresponding to the data store, then check the Copy Pool Sync box.

BackBox® E5.01 User Guide | 197



Advanced

Restore On Same VTC D

Disk Block Size (KBytes)
Fumr Pool Sync v
Force Local Path v

Click Update the configuration and then Save.

2. 0On the Storage Admin page, for the configured data store, in the Operation column click on the Copy Sync
Uncopied Files link to start the job.

super;etinet
ESOINEW
29 PM

Administration [ IAET]

DS_WIN_ES01 Administration

Configuration Data Store DS_WIN_ES01
Storage Admin

Storage Route First Ausilable VTC V] Reply from: BBOX2019-1
Volume.

Refresh
Free Space(MB) Number Of Files User Data Size(MB)
Storage - Spare 5,369,059.97 1,998 48,865.15 1,998 998 Move Files From Spare Pool
Copy 453,077.73 24 2,403.17 d
Detail Report By ® path Volume Group O 30bs

- =
= —
) e e G T o Sy "o e Btz

Before starting the job, a prompt will ask you to confirm the operation.

WIN-DS Administration

Data Store WIN-DS

Storage Route [First Available VT V] Reply from: BEOX2019-3

Refresh

Free Space(MB) Number Of Files User Data Size(MB) (A=A (L=

= [
Storage - Spare 1,001,756.61 a 34513 a a B/13/2025 10:26:12 AM

Copy sync uncopied files

Detail Report By: @path G volume Group Oobs

Number of
Volume SerialNumber Disk Space

Number User
Rank of Files Data Size(MB) anl—BFaiﬁ-‘ksed—llD -1 Last Update

st 1715738295 302.63 GB 2208555 |\GENBSRVOAWIN-DS\ 34513 a 345.13 8/13/2025 10:26:12 AM Good

oreae 72.97% v v Message frem webpage x 5 / o0
spare [E— e (L1 em— o . oo -

7574068 |, )
copy 1557056629 10970 e |normsrwoacorrooLns) (@) areyau sureyou want ta e copy mer 0.00 =
Cancel

Once the job has been succesfully submitted, a confirmation message will be displayed to inform you about the state of the job.

WIN-DS Administration

Data Store WIN-DS

Storage Route |Fir5t Available VTC V| Reply from: BBOX2013-3
Pool Free Space(MB) MNumber Of Files User Data Size(MB)
Storage - Spare 1,001,756.61 4 345.13
Copy 775,578.09 0
I Number of VTCs successfully starting Job: 2. BEOX2019-3: job submitted successfully GENESRV04: job submitted successfully I
Detail Report By: ®) path O volume Group O 0bs
- - Disk Number
Pool Volume SerialNumber Disk Space e Path Rank of Files
Storage 1715738295 302.69 GB 2%2'3‘;?3 YWGENBSRYO4NWIN-DSY 1 4
757.4 GB R R
Spare 1357366629 1.09 TB 57.76% WWGENSSRYO04\SPARE-POOL-WIN-DSY 1 0
757.4 GB R R
Copy 13578660629 1.09TB 57.76% \WWGENSSRVO4\COPYPOOL-DS-W-E411% 0

Details: Click on the link provided in the job list to open a new page with information on the job performed or running.

The Job Details page displays information about the job, such as action, domain name, DataStore ID, start and end time,
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number of objects processed, successfully moved, etc.

BackBox - [ Detail.. [ | JobDewis B

B ACK Job Details Lo oot
A

10/1/2025 1:12 PM

BackBox E

uI client Build 14

OFailures Only

Action: COPYSYNC

Domain: EH0INEW

Execution Node: BBOX2019-1
Datastore: DS WIN E501 JOB
Conversi
Job Id:
Process Id:

Start Time: 2025-10-01 13:08:47
End Time:

b Cbjects To Proces
b Objects Done: 102
Vb Objects Success: 69

Last Progress Update: 2025-10-01 13:12:34
Fai
Fai
et
Name: LBVJB0O1
Start Time:

End Time:

Done: YES

Failed: NO

70847

Message:

Elapsed Time: Unknown
Progress Done: 100%

e s e e ek ok ok ok
Name: LBVJB002

Start Time:

Don YES

Failed: NO

Message:

Elapsed Time: Unknown
Progress Done: 100%
etk
Name: LBVJB003

Start Time:

End Time:

Done: YES

Failed: NO

Message:

Elapsed Time: Unknown
Progress Done: 100%
e e ek ek ok ko

To display the failed operations only check the radio button Failures Only on the top of the Job Details page.

Use the Copy or Save To File buttons at the bottom of the page to save the job details information for future use.

Action: Type of job that is being executed on the Data Store

b Copy-Non-Copy file process cannot be started while other processes, such as Migration or Spare Move, are still
running.

VTC Executor: Name of the VTC the job is running on

Status: Job status (Failed/ Ended/Running/Suspended)




User: super.etinet

Administration Domain: ESOINEW
9/29/2025 11:42 AM
Sign out

Summary

Show | 10 [V]| entries

“*‘:5‘2 Successful i Failure Reason

DS_WIN_ES01 | SPAREMOVE 386 386 BBOX2019-1 | Ended 100% Details

TOUTATIS Ended 100% Details
DS_WIN_ES01 { SPAREMOVE { 468 ‘ 82 I BBOX2019-1 Failed 100% Details

TOUTATIS Failed 100% Details Job is aborted
DS_WIN_ES01 | SPAREMOVE 131;;7 ‘ 999 ‘ 531 BBOX2019-1 | Ended 100% Details

TOUTATIS Failed ‘ 100% ‘ Details Job is aborted
DS_QS_E501 | MIGRATION Aoy ‘ 1004 ‘ 1 BBOX2019-1 | Ended 100% Details

TOUTATIS Failed ‘ 100% ‘ Details Job is aborted
DS_QS_ES01 | COPYSYNC s s02 0 TOUTATIS | Ended 100% Details
DS_QS_ES01 COPYSYNC 0 TOUTATIS Ended 100% Details

Showing 1 to 10 of 29 entries Previous | 1 | 2 3 Next

Thejob statusis action-flagged in the table as follows: Failed/Ended/Suspended/Running.

If no job details are available, the job summary page will display the following message.

Summary

There are no jobs to display at the moment.

Summary

Start Time: Time stamp (in the format: yyyy-mm-dd hh:mm:ss) of the job started. The jobs are displayed starting with the
most recent ones.

Total to Process: Number of files to be processed

Successful: Number of successfully processed files

VTC Executor: Name of the VTC

Status: Job status depending on the action. It can be Failed/Ended/Suspended/Running.

% Progress: Percentage of the job completion while the job is running. If job is completed, it will be shown as Ended with 100%
progress rate. If the job is Stopped/Canceled, the job progress will be shown as completed (100%). If the job is Paused, the

progress will remain to the current percentage until the job is restarted.

Refresh
Refresh button - used at any time during or after the process - will update in real time and show the number of
successfully processed files for all types of jobs (Migration/Copy Pool Sync/Spare Pool Move)

When thejob finished running, the progress indicated will always be 100%.

If Failed, it shows the percentage of the total processed fileswith percentagerounded value.
Details: Link to the data store
Failure Reason: In case of ajob failure, error message and/or details on the failure reason.

Select the number of entries per page if you want to display 10/25/50/100 job entries.
Control thejob status by clicking on the respective status.

~..} The Job Control feature is available only while the job is running.
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Follow the instructions in the pop-up.

| Job Control -- Webpage Dialog X

User: super.etinet

Job Control Domain: ESOLNEW
9/30/2025 4:39 PM

BackBox UI Client E05.01.14

Job SPAREMOVE-ESOINEW-DS_WIN_ES01-20250930203827 has been suspended

Copyright ETI-NET, 2003-2025

A running job can be suspended or abordted. A suspended job can be resumed or aborted.

If you choose to change the job status, another pop-up window will prompt you with a message on the change that you
just performed.

Administration

DS_WIN_ES01 Administration

Data Store DS_WIN_ES501

BBOX2015-1

TouraTis | =

| — P

388 386 Details
= Job Control -- Webpage Dislog

Job Control

Job Id S E S_WIN_ on BBOX2019-1 is Running ‘o in aborted

Copyright ETI-NEY, 2003-2025

If the job isaborted, the summary table will list the job status as Failed.

Jobs details are kept in the log for no longer than 365 days. The older job logs are automatically deleted from

L] thelist.
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Volume

The virtual tape volumes are accessed through the Volume tab.

Administration
BackBox E0S.01 UL Client Build 14
Status Volume List Volume Operations Create Volume Virtualize Volume Import From Tape Catalog
Configuration
Storage Admin Filter
Volume
Volume Label L 1 Data Store DS_WIN_ES01 v
Label Type Volume Group ANY Vl
Current Operation Catalog Status ANY v|

Volume List: Displays a virtual volumes list. May be used to delete several volumes in a single operation and can
also be used to display the detail of a particular volume.

Volume Operations: Displays the Volume Detail page and the operations available to be performed on the
specified volume.

The available operations are: Load/Materialize/Edit/Delete.

Create Volume: Creates and labels new virtual volumes and adds them to the domain catalog.

Virtualize Volume: Copies the image of an external tape to a BackBox virtual volume, and adds it to the domain
catalog.

Import From Tape Catalog: Registers in the domain catalog volumes that are already known in a Nonstop
tape catalog, such as DSM/TC. This function does not move any volume data.
Summary: Displays summarized information for all volume groups.

Volume List

Use the Volume List page to list the domain virtual volumes.
Output is limited to a "page size", defined as a maximum number of returned volumes. Next and Previous buttons allow
scrolling the complete list of volumes. The list can be filtered according to selection criteria.

User: super.etinet

Administration Domain: ESOINEW
9/19/2025 3:08 PM
Sign out
Volume List Volume Operations Create Volume Virtualize Volume Import From Tape Catalog
Configuration
~
Storage Admin Filter
Volume
Volume Label ] Data Store DS_WIN_E501 V]
Label Type ANY LABELED Vv Volume Group ANY v
Current Operation Catalog Status ANY V)
Volume List
Delete Checked Volume(s)
Previous Next >
BackBox Volumes
MAl Volume Label  Type Data Store Volume Group Catalog Status Current Operation Last Update Timestamp ~ Size(MB)  Compression Rate
(m} ES1PO1 BACKUP | DS_WIN_ESO01 VG_WIN_ES01P ASSIGNED 2025-09-16T02:48:30.99 115.68
O ES1P02 BACKUP | DS_WIN_E501 VG_WIN_ES01P ASSIGNED 2025-09-16T02 0
m] ES1P03 BACKUP | DS_WIN_ES01 VG_WIN_ES01P ASSIGNED 2025-09-16T02:48:33.64 115.68
O ES1P04 BACKUP | DS_WIN_ES01 VG_WIN_ES01P SCRATCH 2025-09-11T20:37:48.48 Empty]
O ES1P0S BACKUP | DS_WIN_ES01 VG_WIN_ES01P SCRATCH 2025-09-11T20:37:49.35 Empty|

Filters applied to select specific volumes. To activate the filters and to display the Volume List click Display. The volume list filter
section is used to specify the volume selection criteria.

Volume List: The volume list with returned results after applied filters to volumes. Clicking on the Display button without
changing any criteria will display all volumes.

Volume Label: Specify the volume label. Blank indicates that no filtering is applied to the volume name. To get more than one
result use wildcard characters (accepted characters "*" and "?"). For example, JN* will list all the volumes whose labels start with
"N

Label Type: Filters volumes based on the label type.

Current Operation: Current operation on the volume.
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Page Size: Maximum number of results to be displayed on the page. To browse through pages use Previous and Next buttons.
Data Store: Filters volumes based on the data store they belong to.

Volume Group: Filters volumes based on the volume group.

The Volume List section displays the virtual volumes that match the specified filter(s). Under the Volume List section:

Delete Checked Volume(s): Button that deletes all the checked volumes.

All Check boxes: Check or uncheck all volumes displayed.

Volume Checkbox: Check or uncheck the volume.

Volume Label: Volume label or BackBox internal volume ID for NL volumes. The volume labels are linked to the volume detail
page.

Type: Volume label type.

Data Store: Data Store to which the volume belongs.

Volume Group: Volume Group to which the volume belongs.

Catalog Status: If the volume group is associated with a catalog, shows the catalog status known from the last operation
or the last execution of the daily batch 0BB017.

To check the statusof aspecific volume, open the volume detail page.

To refresh the status of all volumes, the TACL job 0BB017 must bere-executed.

Catalog Statuses(depending on the backup progressand performance) can be the following:
- ASSIGNED

- INCOMPLETE

- SCRATCH

- ANY

- UNKNOWN

- BAD

- RELEASED

- FULL

- SELECTED

- SCRATCH (Locked) - storageis locked

- SCRATCH (Inaccessible) - storage is inaccessible
- ASSIGNED (Incomplete)- catalog has been assigned by DCM TC, but failed on backup execution

"E To avoid the volume being scratched by the daily cleanup process, set the Abend Retention value different than
“0”. For more details on how to change the status of a volume to ASSIGNED (Incomplete) during the backup
process, refer to APPENDIX N - ASSIGNED (INCOMPLETE) VOLUME STATUS.

viveos BACKUP DS_1ST_IvTC VG_1sT_1vie SCRATCH 2021-07-26T09:41:30.28 7308.73

viveos BACKUP DS_1ST_IvTC VG_1sT_1vie ASSIGNED 2021-07-27T19:14:43.60 23003.13]

viveoa BACKUP DS_1ST_IvTC VG_1sT_1vie ASSIGNED 2021-07-27T19:21:28.30 103.90

viveos BACKUP DS_1ST_IvTC VG_1sT_1vie ASSIGNED 2021-07-27T19:36:36.87 s82.59

viveos BACKUP DS_1ST_IvTC VG_1sT_1vic ASSIGNED 2021-07-27T23:33:45.02 23003.52|

viveor BACKUP DS_1ST_IvTC VG_1sT_1vie ASSIGNED 2021-07-26T10:31:41.26 4324.75

vivcos BACKUP DS_1ST_IvTC VG_1sT_1vie ASSIGNED 2021-07-26T10:43:41.40 4324.80

vivcos BACKUP DS_1ST_IvTC VG_1sT_1vie ASSIGNED (Incomplete) 2021-07-28T10:53:24.56 Empty|

vivelo BACKUP DS_1ST_IvTC VG_1sT_1vie ASSIGNED 2021-07-26T11:10:47.52 4324.76

vavew BACKUP DS_1ST_IvTC VG_1sT_1vic ASSIGNED 2021-07-26T11:28:18.93 4324.76

g|o|o|ojo|ojojo|ojg|o

viverz BACKUP DS_1ST_IvTC VG_1sT_1vie ASSIGNED (Incomplete) 2021-07-28T11:34:02.70 Empty|

When a VOLUME is deleted from the BackBox domain catalog, the entry could remain tagged with the status
UNKNOWN (if file deletion failed). Retry to delete the volume later.

b

Volume Operations

The Volume Operations tabbed page allows the user to identify a virtual volume and directly access the volume detail page.

Status Volume Operations Create Volume Virtualize Volume Import From Tape Catalog Summary
Configuration

Volume Detail

Storage Admin
Volume Label Prefix @ Labeled Volumes O Unlabeled Volumes
Volume Labe L 1
Get Details
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Label Prefix: Indicates whether the volume is labeled or not.
Volume Label: The label of the volume.
Get Details: Link to theVolume Details page.

Volume Details

The Volume Details page displays the info available in the BackBox catalog for a specific virtual volume. The
operations available for any volume are Load, Materialize, Edit, Delete, Run Backup Script.

Administration

Volume Operations Create Volume Virtualize Volume Import From Tape Catalog

Configuration

Storage Admin

Load | [ Materialize

pr— \ Edit | [ oelete

Volume Details Refresh

Volume Label ES1PO1

Label Type BACKUP

Data Store DS_WIN_E501 ( QORESTOR )
Domain Access to Volume Pnmary

Volume Group VG_WIN_ES01P

Volume Lock False

Automatic Mount True

Current Operation

Last Update by BBOX2019-1 on 9/15/2025 9:48:30 PM
Comment

VTC Host Name BBOX2019-1

Status of Catalog Export Done

Creation Time 9/11/2025 3:37:40 PM

Last Load for Output 9/11/202S 3:39:21 PM

Process: \ETINIUM.D.146 started at 5/11/2025 3:40:22 PM
Last NonStop Operation Process: \ETINIUM.1.129 started at 9/11/2025 3:40:22 PM
Preload: False
Last Loaded Device: \ETINIUM.$BBOX02
Effective Load Time: 9/15/2025 11:08:58 AM
Sequence Number: 1
Last Operation 9/15/2025 9:48:29 PM
Operation Type: MOVE
Last Unload Time: $/15/2025 9:48:30 PM
Severity: Error
Read Bytes Count: O bytes
Write Bytes Count: O bytes
Data Size 121,294,644 Bytes
Storage Size 121,458,688 Bytes (No compression)
Encryption Algonthm
Key Manager ID
Encryption Key ID

Volume Class

Guardian Owner \ETINIUM 255,101

Authorized Access NNN

Maximum Volume Size 25,000 MB

Guardian Catalog Volcat: \ETINIUM.SHCH409VC, Pool: ES01P_QS

Volume Status In Catalog ASSIGNED

DSM/TC TAPEFILE E501-0BAK115-QS, GEN 1

Last Update Index Path \\BBQS47\CRYPZREPLICATE\ESO1INEW\DS_QS_ES01\WWG_QS_ES01P\
Check Volume Timestamp True

Copyright ETI-NET, 2003-2025

Load: Links to the Load page.

Materialize: Links to the Volume Materialization page.

Edit: Links to the Edit Volume page.

Delete: Deletesthe virtual volume.

Run Backup Script: Not shown if the script option is not licensed, the script is not configured or if you have the Windows Advance
Pool Management licensed. Click to run the backup script to backup this volume.

If you have the Windows Advance Pool Management licensed and if the Copy Pool Sync option is activated, it will be replaced by
the Copy to Copy pool button. If the volume needs to be sync, the button will be activated and will force the copy of the selected
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volume. Otherwise, it will be deactivated. If the Copy Pool Sync option is not activated, the button will not be shown.

Refresh: Refreshes the data displayed.

Volume Label: Identifies the virtual volume.

Label Type: Label type, NL, ANSI, IBM, BACKUP or TMF.

Data Store: Identifies the Data Store and its type. (WINDISK or IBM Spectrum Protect TSM).

Domain Access to Volume:
PRIMARY: Thisis the usual value. The current domain owns and manages the DataStore. SECONDARY: The
volume belongs to a Data Store using the CatSync option.
RESTRICTED: The domain has a read-only view of the Data Store. It will miss several metadata
associated with the volumes in the domain containing the PRIMARY Data Store.

Volume Group: Identifies the virtual volumes group.

Volume Lock: Manual lock; it prohibits the update of the volume data by a tape application. Equivalent to the read-only lock
found on physical media.

Automatic Mount: Manual setting to enable automatic mount when a request is issued by atapeapplication.

Current Operation: ANY, Free, In Use, LOAD (volume loaded and in use), VIRTUALIZE (virtual volume being written from external
media), MATERIALIZE (volume being cloned to physical media), LABEL (labeled volume), TRF_IN (transfer in), TRF_OUT (transfer
out), POST_TRF (post- transfer).

Volume Label | |

Label Type

Current Operation [N AN

LOAD
MATERIALIZE
VIRTUALIZE
LABEL
TRF_IN
TRF_OUT
POST_TRF

Last Update: User name and timestamp of the last update of the volume entry in the BackBox catalog. The user name may be an
interactive user. The name is "AUTOMATE" for an update executed by the EMS Extractor when loading the volume on a drive.
Comment: User information.

VTC Host Name: Is a VTC that executed the last volume emulation for write or the last backup script.

Status of Catalog Export: Pending, Done, or None. Pending if the catalog information has been changed and must be
exported, Done if the catalog has been exported, None if the Catalog Sync Option has not been configured.

Creation Time: This is the time when the virtual volume was created and initially registered in the catalog.
Last Load for Output section:

Timestamp of the last load for output.

Tape application process that requested the volume.
Last Operation section:

Timestamp of the last load.

Tape Application Process that requested the volume.

Operation Type: LOAD, VIRTUALIZE, MOVE.

PrelLoad: Indicates if the volume was pre-loaded.

Effective Load Time: This is different from the last load time, when the VTC replied to the load request with a LOADING,
rather than LOADED status, becausealong internal operation has prevented a quick reply.

Atypical long operation is the execution of arestore script.

Last Unload Time section:

Severity: Severity (success, error, information) of the last operation.

Success indicates that the virtual tape operations were successful.

Error indicates that a load failed. Warningindicates that a volume was loaded, but some event occurred after the tape was loaded.
Such events are Data Store I/0 errors or manual unloads.

Last Loaded Device: Last device where the volume was loaded.

Volume Sequence Number: Rank in a multi-volume backup set.

Read Byte Count: Bytes read by the Nonstop host (last load).

Write Byte Count: Bytes written by the Nonstop host (last load).

Data Size: Number of bytes written by the Nonstop and stored in the virtual volume.

Storage Size: Number of bytes kept for storing the virtual volume and if compression was used.
Encryption Algorithm: When volume is Encrypted, specify the type of Encryption used (VLE or Non-VLE)
Key Manager ID: Identifies which key manager has been used to generate and store the Encryption key.
Encryption Key ID: Identifies the Encryption key ID.



Volume Class: BackBox current volume class. This volume was assigned to the class specified in the Volume Group when it was
loaded for output.

Guardian Owner: Node and user ID running the last tape application that requested the volume for output. This user ID can be
identified only if the mount was executed in the context of a load request, i.e. automatically or manually requested from a
pending mount. For other manual loads, the owner will be the BackBox interface user. Before the first load, the owner is the user
who created the volume in the domain catalog.

When the Data Store is RESTRICTED, the owner kept in the domain is used only for authorizing Control Access. The access to data
is controlled by the ownership copied along with the volume data in the Data Store at backup time.

Authorized Access: Authorizations set when the volume was created or the last time the volume was loaded for output.

When the Data Store is RESTRICTED, the authorization kept in the domain is used only for authorizing Control Access. The access

to the data is controlled by the Authorizations copied along with the volume data in the Data Store at backup time.
Maximum Volume Size: Maximum volume size, effective last time the volume was loaded for output.

Guardian Catalog: It is for a DSM/TC catalog, VOLCAT, for POOL names, and for a TMF, and Guardian node name.
Volume Status in Catalog: Status of the volume in the Guardian tape catalog (DSM/TC, TMF, QTOS, none).

DSM/TC TAPEFILE: The first non-expired TAPEFILE in DSM/TC, associated with thisvolume.

1st TAPEFILE HEADER: Information extracted from the first HDR1 tape header of the volume. It is displayed only if the
catalog type is not DSM/TC or TMF. Displayed items: the file ID, the generation, and the expiration date.

"} Theexpiration isto beinterpreted carefully as theremay bean override by athird party catalog on the Nonstop
system ID.

Last Update Index Path: Windows disk path containing the index file of the volume the last time the volume was written by
the Nonstop host. In the restore script, this path is used to qualify and identify the backup software for the Windows files to
restore.

Last Update Data Path: Windows disk path containing the data file of the volume and the last

time the volume was written by the Nonstop host. In the restore script, this path is used to fully qualify and identify the backup
software for the Windows files to restore. The data path is almost always equal to the index path, and therefore not
displayed when equal to the index path.

Check Volume Timestamp: When the Timestamp checking is enabled in the Data Store configuration, the VTC checks if the
volume timestamp given by the Domain Manager (Last Load for Output) matches the time stamp stored in the Windows files.

Status Volume Operations m Virtualize Volume Import From Tape Catalog m
Configuration
Volume Details Update
Storage Admin
Volume Volume Label Q5411A
Last Update by super.etinet on 1/8/2024 11:20:39 AM
Domain Access to Volume Primary
Volume Lock O
Check Volume Timestamp
Automatic Mount

Current Operation

Guardian Node Owner™ [unsIDX |

Guardian User ID Owner*
Encryption Algorithm

Comment

Authorized Access
Read Access

Write Access

[255,101

[Hore

l

[H - Any userid, Any node

[H - Any userid, Any node

Control Access [N - Any userid, Any node v]

Last Update Index Path [\YINGTEST\CRYPLOCAL\UPE411I|

Last Update DAT File Path ‘ YINGTEST\CRYPLOCAL' UPE«U:I‘

Volume Label: Volume label to update.

Last Update: Date and time of the last update.

Domain Access to Volume: Domain access to this specific volume.

PRIMARY: Volume owned and regularly operated by the domain.

SECONDARY: Volume replicated from a PRIMARY site.

RESTRICTED: Volume owned by another domain.

This attribute can be updated only when the Data Store has been promoted from RESTRICTED to PRIMARY, as the volumes are
progressively migrated to the PRIMARY state as they arerewritten.
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Volume Lock: Prohibits the update of the volume data by a Nonstop tape application. It is the equivalent of the lock found on
some physical media.
Check Volume Timestamp: When the Timestamp checking is enabled in the Data Store con- figuration, the VTC
compares the volume timestamp stored in the BackBox catalog to the timestamp stored either in the Windows files
(WINDISK) or the IBM Spectrum Protect (TSM) objects (TSM API).
Automatic Mount: Enables the automatic mount.
Current Operation: Applicable if the volume is currently known as "in use". Reset the current operation of the volume to none.
Thisisan option to be used when the end of an operation was not registered by the BackBox domain.
The current operation status (such as LOAD or MATERIALIZE) is set when an operation starts and is reset when the VT Controller
returns results and statistics to the Domain Manager. If the end of an operation is not received by the Domain Manager, the VT
Controller will retry for up to seven days, then it stops.
The operation status is used as a lock to avoid concurrent operations on a volume. Check the Reset box, to allow a new operation.
Guardian Node Owner, Guardian User ID Owner: Owner of the volume used for access control. It can be updated only if
the user, logged to the Ul, has Control Access to the volume or is SUPER.SUPER.
Comment: The comment box allows the user to add a comment.
Authorized Access: It can be updated only if the user logged to the Ul has control access to the volume or is
SUPER.SUPER.

Read Access: User category authorized to read access.

Write Access: User category authorized to read/write/delete access.

Control Access: User category authorized to change security settings.
Last Update Index Path (WINDISK only): Gives the last known location of the .IND file. This is a Windows disk path, used as
the original path name for a restore operation in the restore script. Thisfield should be modified only if a restore script fails and if
the user knows the correct original path name for the restore command.
Last Update DAT File Path (WINDISK only): Gives the last known location of the .DAT file. This is a Windows disk path, used as
the original path name for a restore operation in the restore script. This field should be maodified only if a restore script fails and
the user knows the original path name for the restore command.
The "Last Update DAT File Path" is almost always equal to the "Last Update Index Path". These two values are changed only when
the Nonstop writes a new backup on the virtual volume, and when the Admin service moves volumes from the Spare Pool to the
regular Storage Pool.

Volume Deletion

Volume Deletion feature can be accessed through the Volume List page or the Volume Detail page.
- Once deleted, the selected volumes will be:
- Deletedinstorage
- Deleted initsassociated catalog (DSM/TC or TMF)
- Removed from the BackBox domain catalog of virtual volumes.
Validations:
- A volume of a Volume group associated with an integrated catalog (DSM/TC, TMF) cannot be
deleted in storage if it is not marked as SCRATCH or BAD in the catalog. This validation cannot be overridden
unless the action is only to remove the volume from the BackBox domain catalog of the virtual volume.

- Asan additional safety measure, volumes cannot be deleted when not expired in accordance with their
original retention specification, as stored in the HDR1 tape header. This safety validation can be overridden
on the Volume Deletion confirmation page.



Volume Deletion -- Webpage Dialog X

| BACK Volume Deletion C FF' 1= &
- - E05.01.14 2719 5 12 PM

Are you sure you want to delete the volumes?

L_| Force deletion without checking the volume retention in the original tape
header

What to delete:

Force deletion without checking the volume retention in the original tape header

Thisis a safety feature to protect against unexpected manual handling and against wrong / in-progress configuration.
BackBox deletes expired volumes and validates the manual volume deletion after verifying the status of either SCRATCH (in
DSM/TC) or TMF.

During migrations or setup modifications, it might happen that the link of a BackBox volume group to the DSM/TC is invalidated,
or that the DSM/TC which must be migrated from another system is not yet populated.

To prevent data deletion, BackBox verifies the expiry date written in the first HDR1 tape header at backup time. For the
online storage, this datais verified in the tape image itself, and for the offline storage, the data is verified in the HDR1
image saved in the BackBox domain at backup time.

There are legitimate deletion cases prevented by this. If an aborted backup is usually made "SCRATCH" by the DSM/TC the day
after rather than exactly on the expiry date, the delete action takes place. Another case is if a user wants to delete an useless
backup through "MEDIACOM DELETE TAPEFILE".

The free-up of storage for SCRATCH Volumes will be rejected in BBO17_FREE_EXPIRED with an error messagesuch as:
E2617 Del etion of Volume xxx rejected. Volune is not expired according to

the original expiry date 2025-05-30. To delete anyway, specify force in
the U Vol unme Delete confirmation wi ndow. To keep the vol une in catal ogs,
choose Delete only data in Ul.

As indicated in the message, the storage free-up must be forced manually by the BackBox

Ul Delete volume page with the Force and Delete only data options.

The scope of the deletion can be adjusted while confirming the deletion. What to
delete:
- Delete all about the volume(s), data in storage, tape catalog and domain catalog. This is the

default option, where the data, the volume entry in the DSM/TC and in the BackBox domain will be deleted.

- Delete only the data in storage, for example, to free space of an expired volume. The volume will still be available
for the next backup and the volume entry in the DSM/TC and BackBox domain are retained.

- Remove only the entry in the domain catalog. The volume which can still be available in another tape system may
be a physical tape. There is no check mark against the DSM/TC or TMF volume status; the status can be ASSIGNED.
This is an option to use after a virtualization executed with wrong parameters, and it must be re-executed.

Volume Load

The Volume Load page allows manually loading a media file on a Nonstop tape drive, even if the mount hasn't been
required by the system.



~..} The manual load could be initiated through the Status page for the Nonstop Node where the pending mounts are
listed. The load will then execute the mount, even if the mount hasn't been required by the system.

When a volume is loaded using this page, the load is executed without the context of a mount request. Therefore, it might fail
because of the configured automation. If the volume was created in an "Auto- scratch" Volume group associated to DSM/TC, an
error - such as "file not found" - can occur; the volume will be created only by running a BACKUP with a TAPECATALOG DEFINE.

Administration

packBox E05.01 U Client Build 14

Status Volume Operations Create Volume Virtualize Volume Import From Tape Catalog
Configuration
Storage Admin

Load Volume into Tape Device

Volume

Volume E51P01 BACKUP

Node* [\eTimium v|

Device* [*=auTo-assiGn == ~|

Comment |

Volume Lock O

Tape Use |1'J - Read only mode d
Load

Volume: The volume label and label type to load.

Node: Guardian node of the tape device where to load the volume.

Device: Guardian tape device to load the volume on. If left to AUTO-ASSIGN, the Domain Manager will choose a device.
Comment: Free text kept in the BackBox catalog for the volume.

Volume Lock: Check to prohibit updates of the volume by a tape application.

Tape Use: IN or OUT, tape use of the mount request.

Load: Submits the load request to the Domain Manager.

Volume Materialization

The Volume Materialization page is used to clone a single virtual volume to a physical media loaded on a VT Controller
attached drive.

This operation was named "Volume Export" in older BackBox versions.

To attache the physical tape device go to VT Controller page and choose Model*, Alias* and Block Size of the device to be
attached.

Click Add Tape Device.
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Administration

VT Controller Volume Group

Select, Delete or Create a VT Controller

Create VT Controller

ntrof Status. Physical Location TCP/IP Address Comment
TouTaTIs 192.168.20.78 Advanced | Delete
BEOX2019-1 Enabled Vv 192.168.20.34 Advanced Delete
VIC-§ Disabled v 192.168.21.45 Advanced Delste
2 Enabled v 192.168.20.41 Advanced Delete
Advanced
Clsst proxy Ports
jAdmin TCP Port 8766
NTC Emulator (SCSI) TCP Port 8765
NTC Emulator (FC) TCP Port a764
NTC Emulator (ISCST} TCP Port 8767

Guardian Defines [N

Guardian Define®

Physical Tape Devices Attached [JIERN

Model* [AP-Uitrum &-5CS1-7250- U1 Z40R1BU(bus 0 torget-0 Wm0} B - |
Alns* [
Block Sze(K) 56

Add Tape Device

Mlias® Block Size Vendor Product Version SerialNumber Bus Target Lun Status Device Protocol

If the physical device is already attached, it will be listed under the VT Controller with details of the device.

Administration

VT Controller Data Store Volume Group

VT Controller ID Status Physical Location TCP/IP Address Comment
ToUTATIS Disabled 192.168.20.78 Advanced
BBOX2019-1 Enabled 192.168.20.34 Advanced
vTC-8 Disabled v 192.168.21.45 Advanced
B80X2019-2 | Enabled v 192.168.20.41 | Advanced

Advanced

SSL Proxy Ports

{admin TCP Port 8766
TC Emulator (SCSI) TCP Port 8765
TC Emulator (FC) TCP Port 8764
NMTC Emulator (ISCSI) TCP Port 8767

Guardian Defines

Guardian Del

Physical Tape Devices Attached

iase  Block Device
Alias’ Tk Vendor  Product  Version SerialNumber Bus Target Lun Status  DEWCE

Ultrium
6-5CS1

HU1240R08U Standard

The physical media capacity must be able to contain the whole virtual volume. Check Data Size on the volume detail page.

Administration

Volume List Volume Operations Create Volume Virtualize Volume Import From Tape Catalog Summary

Volume Materialization Status

Volume Label E55P01
Windows Tape Device

VT Controller ID* BBOX2019-2 W

Tape Device™ [§8BPHY (HP-Ultrium &6-5CSI) v

Compression W1

Idle Time out
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BackBox - Materialize Volume (... [

BOX Status for Virtualization/Materialization
:

BackBox - Virtualization Statu_ E3 l

5 IC [ Autorefresh for every 15 seconds

Serial Number Domain Task State Volume Label

O $BBPHY HU1240R18U MATERIALIZE PROCESSING E5SPO1 2025-02-24T20:34:0592

< Previous Mext >

Cancel Tasks

The EMS will report the starting, the ending of the Materialization session and the status of the volume process (e.g.
"ended successfully").

W Win6530 - [ETINIUM-192.168 2063 (1) : 152.168.20.63 - ViewPt Events] = o X
File Edit View Copture Options Window Help &N
S DB BE W 2[R viewnt -t m=] 3P EO
|59-smn Moniar P x T 5 = ™ R R = ) Thaw _ o = > ) Beco s B
; Tad S P Lazt E Del = Frze P Cp Dt Cord = Prof Heip

g'_IE'I'INIUM-IBZJE&ZIJ.ﬁ: 192.168.... | g Tramsfer! : 152.168.20.245 g‘_ltcrm:nnl'l - Diefault | &7 Transfer2 | k2 Transfer! : 172.17.157.11F QETINIUM- 192.168.2063 (1) : 1921, |4+ 2

2024-09-17 14:40 PRIMARY ~ EVENTS Page 20 END

[EI'IHI.IU-I§2 168.20.63 : 192.168.20.63

Coll: \ETINIUM.S$0 Filter: FLTRDFLT Action: 0 Critical: 0

|
| terminali - Defaul

ETINIUM-192.168.20.63 (1) ; 15216821

F1=TACL F2=Status F3=P-Event SF3=A-Event F4=Last Event Fo=Ack
FB=Freeze  SFB8=Thaw F9=Print  F10=Clip F11=Detail F12=Config
Fl4=Profile SFl4=Recover F15=Help  SFl15=Extra SFl6=Exit

Create Volume

The Create Volume page is used to create new volumes, label them, add them to the library, and catalog them in an
external catalog (i.e. DSM/TC or TMF), if needed.



Volume List Volume Operations Create Volume Virtualize Volume

Volume Description

Volume Label* [ I

Label Type* [BACKUP v|
Comment
Volume Group™ [* Select Volume Group * v

Quantity (1 to 999)* [

Increment Base | 10 Digits to build the next |abels: 0~9 o

Allow volume to be automatically mounted

Add

Volume Label: Specifies the label of the first volume to be created. To create more than asingle volume, the end of
the label must be consistent with the "Quantity" and "Increment Base" below.

E.g.: 3 digitsare required to create 100 volumesin base 10.

Label Type: Indicates the volume label type. Values are: Unlabeled, ANSI, Backup, IBM and TMF.

Comment: User comments describing the purpose or the content of the volume. This comment is saved with the volume in the
catalog.

Volume Group : Selects the Volume Group in which to add the volume. The Volume Group determines in which Data Store the
volume will be created, as well as which other attributes, such as the associated DSM/TC pool, are to be considered.

Quantity: Indicates the number of volumes to be created. You can create 999 volumes at atime.

Increment Base: Select the base used to compute the next label to create more than a single volume. By default, only 1 digit will
be used (base 10). To create more volumes in a range of labels, use hexadecimal (base 16) or base 36 (0 to Z) digits.

Increment Base

16 Digits to build the next labels: 0~9A~F
36 Digits to build the next labels: 0~98-F

Allow Volume to be Automatically Mounted: Check the box to have the created volume(s) automatically loaded when a mount
request is issued in EMS.

TheTape Creation - Progress page appears when the volume creation isin progress.

Tape Creation - Progress
Please Wait - Tape creation still in progress
Currently creating tape 1 of 20

Cancel

Amessage is displayed when the processis complete.

Tape Creation - Progress
Tape Creation is now completed
20 volume(s) created from label BRM00O to BRM019

Back to Volume Creation
Back to Volume List

Virtualize Volume

The Virtualize Volume page is used to clone physical or other legacy media to a BackBox virtual volume. Before or after
initiating the operation, a physical media must be loaded on a VT Controller attached tape drive or a volume materialization must
be initiated in a third party VTS connected to a VTC. At the end of the virtualization, the media is unloaded and any subsequent
media presented by an auto-loader or an operator will be virtualized without manual intervention in BackBox.
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The virtualization task stops if no media has been loaded during the entered Idle time/out time.
Physical drives and drives used to directly connect another Virtual Tape System are presented and managed in the same way.
- For a Non-Labeled volume, the BackBox name for this volume must be entered to allow the virtualization to be
submitted for a single volume.

- For Labeled volumes, the label will be read from the physical media and cannot be changed.

The maximum volume size configured in Volume Groups must be able to contain the entire physical media.

The Nonstop tape catalogs associated with the Volume Groups (TMF, DSM/TC or QTOS) are not updated. The media that
has to be virtualized must be already cataloged if the Volume Group is associated with a Nonstop tape catalog.

AStatus page shows the running virtualization-materialization tasksand allows task cancellation atany time.

Volume List Volume Operations Create Volume Virtualize Volume Import From Tape Catalog Summary

Volume Virtualization Status

[search ng in DSM/TC, TMF and QTOS catalogs

O Labeled Volume ® Non-Labeled Volume
Windows Tape Device

VT Controller ID* KRAKEN ™

Tape Device™ [DIANATAPE (IBM-ULT3580-TD4) bt
Idle Time out S

Volume Group™ [Backur_ETI_NOCAT v

Description:

Volume Capacity: 25000 MB

Data Store: KRAKEN_STORED1(WINDISK)
Catalog Type: No Catalog

Comment |

[ allow virtual velume to be automatically mounted.

Ovelume lock

Status: Link to a Status page that will show all virtualizations and materializations on all VTCs that have physical/external tape
drives configured.

Searching in DSM/TC, TMF and QTOS Catalogs: Check when the volumes are already known in one of these Nonstop tape
catalogs: TMF, DSM/TC and QTOS.

When the volume is found in one of the catalogs associated with BackBox Volume Groups, the volume to virtualizeis
automatically associated with the corresponding Volume Group. This allows submitting batch virtualization for any volume.

Only catalogsassociated with Volume Groups belonging to PRIMARY Data Stores are considered.

The volumes that are not found in any catalog will be rejected, unless a Volume Group for Non-Cataloged Volumes is specified.
VT Controller ID: VTC where physical tape devices are attached for reading the tape volumes. Tape Device: Select a device
among physical tape devices configured in the VT Controller Advanced properties or select "All tape devices".

Idle time Out: Maximum time the VTC will wait for the first media and for a new media to be loaded (by manual load or by
the auto-loader) before ending the Virtualization session.

Catalog Search in Node: Select one of the nodes that contains tape catalog(s) named in Volume Groups or select "ALL
NODES" to search in all catalogs.

Send volumes of a single node in a virtualization batch and specify the node name in this field to avoid inter-node mix-ups.

Volume Group for Non-Cataloged Volumes: Selects the Volume Group where the volume is created. The Volume Group

determines in which Data Store the volume is created, as well as other characteristics of the virtual volume (e.g. capacity,
external catalog, etc.)

TMF DUMP Type: This element is required, if the chosen Volume Group catalog type is TMF. The possible values are AUDIT DUMP
and ONLINE DUMP.

Comment: User comment. This comment is stored in each created volume entry in theBackBox catalog.
Allow Virtual Volume to be Automatically Mounted: Checktohavethecreated volumesautomatically loaded whena mount
requestisissued in EMS.

Volume Lock: This prohibits any update of the volume content by the Nonstop tape applications. This is similar to an infinite
retention. This attribute is also stored in the volume entries created in the BackBox catalog.



Administration

Volume List Volume Operations Create Volume Virtualize Volume Import From Tape Catalog Summary

Volume Virtualization Status

M) searching in DSM/TC, TMF and QTOS catslogs

Windows Tape Device

VT Controller ID* BEOX2019-2 v

Tape Device* [$DSKTAPE (HP-Ultrium 6-5CST) ~|
Idle Time out mm

Catalog Search in Node [\ETInIUM ~]
Volume Group for Non-Cataloged Volumes [*No Velume Group ({Searching Catalog) * v]

Comment [

[ aliow virtual volume to be automatically mounted.

[ volume lock

13385 Virtualization initiated on 1 devices in VTC BBOX2019-2.

Copyright ETI-NET, 2003-2025

Labeled/Non-Labeled  Volume: Type of media to virtualize. If Non-Labeled, the BackBox name for this volume will be
requested.
Click OK to start the volume virtualization process.

bessage from webpage -

You are going to stark the process of Valume Virbualization.

The process will be terminated automatically f there 15 no media
mmounted within 10 rminubes.

Gnce

Once the virtualization is started, the Ul will show the following messages: 13385 Virtualization initiated
on 1 devices in VIC XXXX.

Click on Status link to see details specific to the volume virtualization:

BackBor - Vitualze Volume S.. || | BackBex- Ssts for ETNIUM (] | BackBox - Virtuskzabon Sta I:I]

BACK|: Status for Virtualization/Materialization e e
[ Giose | STsera025 4185 PM
eckBox £05.01 Ul Grerk Boid 13

BackBox E05.01 [ Autorefresh for every 15 seconds

B BBOX2019-2 (Hide Details ...)

Alias Name: Serial Number Domain Operation Task State Encrypted Volume Label Throughput (MB)

ma

85154526

Cancel Tasks

Copyright ETI-NET, 2003-2025

EMS will report the virtualization starting/ending session and each volume processing status.

16:53 26FEB25 222,01,1076 SHE413-BBOX2019-2-15108 Starting VIRTUALIZE session
on tape device SDSKTAPE Event time:2025-02-26 16:53:22

16:56 26FEB25 222,01,1114 SHE413-BBOX2019-2-15051 Virtualizing physical wolume
E55P04 started successfully Event time:2025-02-26 16:55:11

16:56 26FEB25 222,01,387 SHE413-BBOX2019-2-15053 Virtualizing physical volume
E55P04 ended successfully Event time:2025-02-26 16:55:35

16:56 26FEB25 222,01,1114 SHE413-BBOX2019-2-I5109 Ending VIRTUALIZE session on
tape device SDSKTAPE Event time:2025-02-26 16:55:59

Virtualization / Materialization Status

This page can be accessed by a link in the Materialization / Virtualization page.
It shows all VTCs that have physical tape drives configured (or drives directly connected to a Virtual Tape System). For each
listed VTC, the materialization/virtualization running tasks are listed.
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Backior-Vitualize Vohume (5., ] | Backox- Sas for ETNIUM [ | BackBox - Virtuaeason Sans. 3 |

BACK m Status for Virtualization/Materialization ot
Close 2/26/2025 4:55 PH

Autorefresh for every 15 seconds.

6 BBOX2019-2 (Hide Details ...)
oA Alias Name: Serial Number in Elapsed Time First Data Time Throughput (MB)

VTCname (Show/Hide Details)

The external devices are listed by VTC names. Click Show Details to see the tasks related to the attached physical
devices.

Check Box: Select the tasksto be canceled.

Alias Name: Name given to the device in the VT Controller Advanced Properties.
Serial Number: Device serial number.

Domain: The Domain that has initiated the task.

Operation: VIRTUALIZE or MATERIALIZE.

Task State: IDLE (waiting for a media be loaded) / PROCESSING (media loaded being processed) / CANCELLING (a cancel task has
been initiated).
Encrypted: Encrypted volume

Volume Label: Volume label being materialized/virtualized.

Load Time: Time when the volume was loaded.

Elapsed Time: Time since the volume was loaded.

Unit Ready Time: Elapsed time after the volume is loaded, waiting for the 1st data block.
First Data Time: Elapsed time until 1st data block is written.

Write Byte Count: Size of data written to the BackBox virtual volume.

Read Byte Count: Size of data read from the BackBox virtual volume.

Import From Tape Catalog

This page is used to register certain volumes (those already known in a tape catalog on the Nonstop DSM/TC, TMF or QTOS) in
the BackBox catalog.

This procedure is normally used at the beginning of a migration from a legacy storage system to BackBox; in this case only
SCRATCH Volumes will be registered.

For a migration, the registration of ASSIGN media must be done by the function Virtualize Volume that transfers data and
registers the volume.

Experienced users can use this function to re-register all tape volumes of a Volume Group.

Import from Tape Catalog updates only three items:

- Create volume entriesin the BackBox Domain.
- Create empty volumes in the storage for SCRATCH and RELEASE volumes associated with a Volume Group
that is not set for Auto-scratch.

- If needed, update the media type in DSM/TC to match the media type configured in the BackBox Volume Group.

Volumes that already exist in the domain are skipped if they belong to the same Volume Group. If they belong to another Volume
Group, they will migrate to this new group.

Administration

Volume Operations Create Volume Virtualize Volume Import From Tape Catalog
[C ey — Volume Import From Tape Catalog
Volume Volume Group® VG_LV_MIG v
Description:
Volume Capacity: 25000 MB
Data Store: DS_QS_ES01(QORESTOR]
Catalog Type: DSM/TC
M Import only the SCRATCH volumes for a storage migration to BackBox
Comment

Copyright ETI-NET, 2003-2025

Volume Group: Selects the Volume Group for which virtual volumes will be registered. BackBox will get the volume entries in the
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tape catalog associated with this Volume Group (for example, a DSM/TC pool in a given DSM/TC VOLCAT).

All SCRATCH Volumes (or all volumes) of a DSM/TC pool, a QTOS vault, or a TMF node catalog in a node, will be registered in the
domain.

Import only the SCRATCH Volumes for a migration to BackBox: Check to select only the SCRATCH and RELEASED Volumes.

Feedback

The Ul replies with the message below and processes the mediain the background.

13447 Process $Z50C initiated to import scratch & released volumes from the catalog DSM/TC volcat:
\ETINIUM.TAPECAT, pool: BBOX_WIN1 (Volume group BBOX_WIN1).

EMS messages areissued toreport the process start and process completion.

11: 23 29AUGL3 222,01, 207 BPAK- 13447 Process $Z50C initiated to inport scratch
& released volumes from the catalog DSM TC vol cat: \ETI Nl UM TAPECAT, pool:

BBOX_ W N1 (Vol une group BBOX_ WN1).

11: 23 29AUGL3 222,01, 207 BPAK-13448 Process $Z50C inmport fromthe catal og

DSM TC vol cat: \ ETI Nl UM TAPECAT, pool: BBOX_WN1 to Vol ume group BBOX_

W Nlended. 11 volunmes were created in BackBox, O volumes were migrated from

ot her Vol une groups.

Summary

The summary displays the overall statistics information of virtual volumes per Volume Group. The information is based on
data from the VOLUME file only.

e q User: _super.etinet
Administration Domain: UPE4111

1/8/2024 12:08 PM
Sign out

Volume Operations Create Volume Virtualize Volume Import From Tape Catalog Summary

Potential Size of
Scratch Volumes
(MB)

S-QS-MIG QORESTOR VG-DS-QS-MIG 15 1,329 1,330 1.00 12 299,623

Number of User Data Size Storage Size Number of
(mB)

Average
Data Store ID Store Type Volume Group ke (MB) Compression Ratio e ks

-W-E411 WINDISK VT-TEST 2 266 266 1.00 n/a n/a

olo|o
oo

-W-E411 WINDISK VG-DS-W-E411 11 2,126 2,128 1.00 3 74,905

To display this page, the volume statusin DSM/TC, TMF or QTOS isassumed to be the same as it was the last time the media was
loaded.

To refresh the status of all volumes, re-execute 0BB017.

The Summary section displays the following information:

Data Store ID: The Data Store name.

Store Type: The Data Store type (IBM Spectrum Protect TSM or WINDISK).

Volume Group: Volume Group name.

Number of Volumes: Number of volumes in this Volume Group.

User Data Size: The total size of all volumes data in this Volume Group. The computed size is based on the length of data buffers
received from the Nonstop host last time each volume has been written. This is the uncompressed size.

Storage Size: The total size of storage allocated to the volumes of the current Volume Group.

This is the compressed size for both WINDISK and IBM Spectrum Protect (TSM) Data Stores.

Average Compression Ratio: [User Data Size] divided by [Storage Sizel.

Number of SCRATCH or Scratch Volumes : Applies only to Volume Groups associated with DSM/TC or TMF catalog. This is the
number of SCRATCH Volumesin this group. Volumes are considered SCRATCH if they had the SCRATCH status in DSM/TC or TMF last
time BBO17_FREE_ EXPIRED was executed or last time the volume detail was displayed.

Potential Size of SCRATCH or Scratch Volumes: Maximum space available for new backups, based on the number of Scratch
Volumes. This number is computed by multiplying the number of Scratch Volumes by the maximum volume size set in the
Volume Group. The Potential Size info does not give any indication on the actual storage available to the Data Stores in Windows
disks or IBM Spectrum Protect (TSM) storage pools.
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VTC MANAGEMENT CONSOLE

Bvic Management Console - o ®
User Configuration
TOUTATIS \Administrator (Administrator) Reload Disconnect
5 JroutaTiS S
2° Services
@ VIC Admin
€ VTC Emulator (FC) Computer Name 1
£ VTC Emulator (ISCS1) —- |
@ VTC Asynclog ,
Operating System  Microsoft Windows Server 2022 Standard
) VTC Script Controller
18k GoreStor Server Model  HP ProLiant DL380 Gen3
11-4Gt Settings Server Serial Number 2M41516LT
2 Domans VTC Software Version  E05 0127
& FC

Y5 FC-162P (Siot 2)
+3 1000001085054E86 (Channel 1)
(=) BBOS4E8600
(=) BBOS4EBEDT
S+ 1000001086054E87 (Channel 2)
BBOS4EB700
(=) BBOS4ER7DT
=G I1SCSI
54 1921682078 Copy To File
{&) 8BTIS000
{®) sBTIS001
(&) seTISO002

BOX.
Security and Access Rules

To configure the security and access rules on the VTC server, the VTC Management Console has to be started using an
interactive user with permissions to log on to the VTC Server. The VTC Management Console attempts to connect to the local VTC
Management Service. The default connected user and their profile are displayed in the user identification box.

User
TECHWRITER\Administrator (Administrator)

Console Access Restrictions

Somerestrictions apply when accessing the VTC Management Console.

X Only a local administrator user has access to the VTC Management Console and its functionalities. A non-admin
Fi user, when attempting to access the VTC MC, will be prompted with an error message stating that the account
must have the right privileges in order to connect to the console.

Error X

The login account must have local administration privileges in both
VTC server and local computer

If there isno license installed on the VTCMC, a pop-up message will prompt to let you know about the necessary
settings for license import.

45 X

Mo license installed! Please right click on Settings > License and import
your license,

BackBox® E5.01 User Guide | 217



Remote VTC Server Administration

To connect to a VTC Server through a local VTC Management Console of another VTC Server, all VTC Servers must be
reachable on the Network. Both Workgroup and Active Directory deployment can be used to get them connected. To connect
to a remote VTC Server right-click on the server node and select the Connect action. If different credentials need to be
provided, un-check the Current User box and enter the new credentials. To complete, click on the Connect button.

sox

User

TECHWRITER\Administrator (Administrator)

=-{g) TECHWRITER
- Services
€ VTC Admin
@ VTC Emulator (FC)
€ VTC Emulator (1SCSI)
O VTC Asynclog
€ VTC Script Controller
46 Settings
L License
]-’ Scripting
," VTC Admin
4~ VTC Emulator (FC)
#* VTC Emulator (ISCSI)

Configuration
2= Connect To - O X
Host Name |TECHWRITER
Credentials
Cumrent user
Username TECHWRITER\Administrato
Password
Connect Cancel

To connect from a workstation/laptop the VTC Software has to be installed on Windows 7, Windows 8.1, Windows 10, Windows
2016, Windows 2019, . Only the VTC Management Console will be installed with this specific setup; the other BackBox components

will not be affected.

b The workstation needs to reach the VTCthrough the network.

For WORKGROUP deployment, all users accounts for remote administration must be created on each server and must
have the same user name and password. To avoid workgroup requirements, it is recommended to use only the domain
user to create a local user on the workstation.

b When started from a workstation, the VTC Management Console opens with a connect dialog. Provide the remote
name of the VTC server to which you want to connect.

User Interface

Theuser interface has four sections:

1. User
|ser

ETINETZdandrasi (Administratar)

2. Configuration

When connected, the configuration section shows an active Reload button. If the configuration has been modified outside of the
management console or by another user through another log- in session, the Reload button refreshes the configuration.

Corfiguration

Reload Disconnect

Following a configuration or a settings change, Save & Cancel buttons become available.

3. Server Tree Nodes Panel (left-side panel)



This panel lists the server elements. Nodes can be expanded; they are grouped into different management categories. Right-click
on the nodes or elements to see the available actions. If an action is not possible, it appears grayed out.

- 5

= ---Q# Services

g™ Services

+-46} Seftings
+-4 Domain Addresses

..... & FC
- 15CS]

4. Server Information Panel

When a server is selected, the information displayed on the right side panel is related to that specific server. Not all server nodes
have information to display when selected (e.g. Service nodes).

The panel displays details related to the selected server, such as Computer Name, Domain, Operating System, Server Model,
Server Serial Number, VTC Software Versionand VTC Patch Level, (the patch installed for the VTC version), if any. Contact
ETI-NET Support for the latest patch release.

Bvre Management Console

User Configuration
TOUTATIS \Administrator (Administrator) Reload Disconnect

. ﬁ Server Information
7 Services
€ VIC Admin
@ VIC Emulator (FC) e
© VT Emulator (SCS1) Domain  etinet Joca
o VTC Asynclog "
@ VT Script Controller Cpmig Sy [
18% QoreStor ool flif
048} Settings Server Serial Number 2M41516LT
-0 Domains
G FC
T3 FC-162F (St 2)
{3 1000001086054E86 (Channel 1)
(=) BBO54EBE00
(=) BBOS4EBS01
-»(3 1000001086054E87 (Channel 2)
{5 BBO54E8700
(=) BBOS4EETO!
3G 1551
5. 1921682078 Lopilele
(=) eBTIS000
(=) BETISO0
(=) BETIS00Z

Copy To File...

Use Copy to File ... button to save the server information in a .txt file. The file will be saved with the default
name Server Information and default location Desktop. For support and reference purposes, location and name of the file can
be changed at any time.

VTC Software Veersion E05.01.27
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https://etinet.com/support/create-a-ticket/

| 1TOUTATIS.txt - Notepad

File Edit Format View Help

Computer Mame: TOUTATIS

Domain: etinet.local

Operating System: Microsoft Windows Server 2022 Standard
Server Model: HP ProLiant DL38@ Gen9

Server Serial Number: 2M41516LTV

VTC Software Version: EB5.81.27

UUID: @0e00000-2008-4D32-3431-3531364C5456

License Number: 28258535

License Expiration : 2825-11-26

License Creation : 2825-89-85T15:82:85.63924517
License To: E5856988

Serial Number: 2M41516LTV

HPE System Number:

License Type: EtiTl

Generator Version: 5

Release Version: E

Software Version: 4.89

Product: 9@-80825

Os Version: Microsoft Windows Server 2822 Standard
Number Of FC Ports : 6

Number Of Encryption Devices: 12

Number Of Iscsi Devices: 6

NMumber Of Devices Per Port : 64

QoreStor Enable: True

QoreStor ID: 91CBDED4CBASFF48AD9824648A87575E
Storage Limit: -1TB

External Storage: NONE

NonStop Node 1: Unknown

NonStop Node 2: Unknown

Real-time Process Tracking

On VTC MC, any background process is real-time tracked. Activate the real-time tracking by clicking on any process button, such
as Start, Stop, Restart.

=-{@ FALBALA
I_i—_l---q# Services

Server Nodes

When connected, the Server Node is always initialized with the server computer name. Under the Server Node there are the
four main categories handled by the VTC Management Console: Services, QoreStor, Settings, Domain Addresses, and
FC/ISCSI nodes.

When the server node is selected, basicinformation related to the Server is shown in the right-hand side panel.Right-click on the
node to see the actions that can be performed at the Server Node level.
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F E
m Connect

(D Restart Server

information to be displayed in the right-hand side panel.

a WTC Emulator (FC)
@) VTC Emulator (ISCSI)

=@l VBACKBOX-2C

a VTC Emulator {FC)

£ VTC Emulator (1ISCSI)

@ VTC Asynclog
) VTC Script Controller

Started
Stopped

o

Lists all VTC services available on the server. Each service is represented by a service name: VTC Admin, VTC Emulator (FC),
VTC Emulator (ISCSI), VTC Asynclog, VTC Script Controller.When selecting any of the Service categories, there is no related

Stopping / Sta

0

rting

4

The available actions are activated when right-click on the service: Start, Stop, Restart. If one service is selected, the available

actions will be performed at service level, not at server level. The grayed-out actions are not available.

4

you know about the necessary settings for license import.
X

Mo license installed! Please right click on Settings = License and import

If thereis no license installed on the VTCMC and the serviceis stopped ﬁ', apop-up message will prompt to let

your license,

-2

ol Services

a VTC Admin

-I{JI- Settings

€3 VTC Emulator (FC)
€3 VTC Emulator (1SCS1)
) VTC Asynclog

) VTC Seript Controller

Active Directory Domain (Access Permissions)

Use Active Directory Domain to manage and centralize users' permissions.QoreStor can use local user or Active

Directory

user.For local user, the same user (with the same password) needs to be created on VTC to match the user at QoreStor level.
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~..5 Default user for CIFS access is BackBox, with default password StOr@ge!

For Active Directory user the QoreStor needs to join the domain via VTCMC. The Active Directory user can access dataon the
Embedded QoreStor.Assign users' permissions through Active Directory Domain to allow access to QoreStor and Data Store.

Active Directory domain

BackBox
QoreStor [bbgs01] QoreStor [bbgs02] QoreStor [q=85]

To join Active Directory Domain by VTC MC:

1. OpentheVTCMC
2. Click on the node Embedded QS. Open the node and select Active Directory.

User Configuration
ASTERIX\Administrator (Administrator) Save Cancel Disconnect
= ﬁl ASTERIX A | Active Directory
g Services Domain None
€ VTC Admin
9 i -
€ VTC Emulator (ISCSI)
@ VTC Asynciog Organizton
© VTC St Crtrter e
-4 QomSi Pasors
=46} Embedded QS
) th0- 1 Gbps - (192.168.20.85) Join

@ eth1-10Gbps -
) eth2- Intemal (192.168.5.5)
8¢ Active Directory

'@} Replication
{8} Cloud Tier
{8+ Diagnostics (1)
{6} Licenses (0)
{é} System
46} Users
{8+ Event Forwarder

{6} Certificates

3. Setup thedomain*, user* and password* (mandatory).
4. C(lick the Join button.

~._} To join or leave the domain, the user needs to be an Active Directory administrator.

To leave Active Directory domain:
1. Select the Active Directory node.

2. Input User/Password information.
3. Click the Leave button.
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B2 yTC Management Consale - O *

User Corfiguration
NUMEROBIS \ Administrator (Administrator) Save Cancel Disconnact
=-{gl) NUMEROBIS | Active Directory
Eh-gf Senvices Damain etiresearch _etinet local
-4 VTC Admin

-4 VTC Emulator (FC)
-4 VTC Emulator (ISCS)

o VTC Asynclog
‘0 WTC Script Controller User®
[_]@- QoreStar Pazsword™ II'

=46} Embedded Q5

..48) eth0- 1 Gbps - (192.168 20.90)
€ eth1-10Gbps -0

0 =th2 - Intemal (192.168.5.5)
{8} Active Directory

----- 46} Replication

----- {‘}} Diagnostics (2)

"-: If any account seems to have lost ownership of the files and folders generated after joining the Windows Domain, log
into VTCserver with Domain Administration account and change the ownership. Follow the procedure described in
Appendix F - Procedure for Files/Folders Ownership Recovery.

Replication

To set up replication, either add to the HOST file the replication points (source and target) with their IP addresses and hostname or
modify your network's DNS entries.

Click Setup to input the Target Hostname that points to the IP address (the status of the target and source containers for the

replication process). If the QS Target HostName is not correct, the Setup button is grayed-out and an error message will be
displayed.
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= yrC Management Console

User
BBOX2015-2"Administrator {Administratar)

Configuration

£
(it

ave | H?Ioad

=Gl BBOX2019-2

é---qu Services

0 WTC Admin

48 VTC Emulator {FC)

48 VTC Emulator (ISCS1)

,o YTC Asynclog

48} VTC Script Controller

E—J-Ic}} QloreStor

548+ Embedded Q5

48 thD - 1 Gbps - (192.168.20.53)
€ eth1-10Gbps -0

4 eth2- Intemal (132.168.5.5)

----- &t Replication

----- {6 Cloud Tier

----- {8t Diagnostics (0)
----- {§I- Licenses ()

48} Settings

*‘r‘&‘ License

..... }4 Seriptting

----- }' WTC Admin

----- 4 VTC Emulator (FC)

| QoreStor - Replication

QS Target HostName | bbgs53replic etinet local
Address

Replication Progress

| Disconnect |

Contacting Target Replication (192.168.20.238) QS5 node as Monitor ... OK
Target node is embedded Q5 node OF5829E6DEE3A241AC0B153299C613A5
Connecting Target G5 MNode as admin user ... OK

Checking Target Storage Group requirements ... OK

Checking Target Containers requirements ... OK

Creating Target container CirReplicata_bbgs54 ... OK

Creating Target container CrypReplicata_bbqs5d .. OK

Creating Target container ClrReplicataCT_bbgs54 ... OK

Creating Target container CrypReplicataCT_bbgs54 ... OK

Signoff on Tanget Q5 Node

Contacting Embedded Q5 Node as admin user ... OK

Stopping existing replications on GS node ... OK

Deleting existing replications on Q5 node ... |

o

Start | [ Stop Restart

Once the replication setup progress has been finished and the state is marked INSYNC, the initial replication setup is complete.

Z2VTC Ma nagement Console

User
OBELIX\Administrator (Administrator)

=-{gl) OBELIX
B¢ Services
€ VTC Admin
€ VTC Emulator (FC)
€ VTC Emulator (1SCSI)
o VTC Asynclog
€ VTC Script Controller
=48 QoreStor
=48 Embedded QS
€ &th0 - 1 Gbps - (192.168.20.105)
@ eth1-10Gbps -0
) eth2 - Intemal (192.168.5.5)
{8} Active Directory
%
{8 Cloud Tier
{é} Diagnostics (3)
{6} Licenses (0)
46} System
{8 Users
{46} Event Forwarder
(48 Settings
=] ﬂ Domains

UPE411

Toviewreplication status:

Configuration
Reload Disconnect
QoreStor - Replication

QS Target HostName  obelixgsreplic Setup
Address 192.168.21.46

Clear
Replication State  INSYNC
Peer Status Online

Last In Sync Time  2024-01-01 15:58:41
Estimated Time to Sync 0 days 0 hours 0 minutes 0 seconds

Encrypted
Replication State  INSYNC
Peer Status Online

Last In Sync Time  2024-01-01 15:58:32
Estimated Time to Sync 0 days 0 hours 0 minutes 0 seconds

ClearCT
Replication State  INSYNC
Peer Status Online

Last In Sync Time  2024-01-01 15:56:55
Estimated Time to Sync 0 days 0 hours 0 minutes 0 seconds

Encrypted CT
Replication State  INSYNC
Peer Status Online

Last In Sync Time  2024-01-01 15:58:50
Estimated Time to Sync 0 days 0 hours 0 minutes 0 seconds

Stop Restart

- Click Start to start replication.
- Click Stop to stop replication.

- Click Restart to restart replication.
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As some of these processes might take some time to run, the pop-up stays on the screen as long as the process is running, to let

the user know about the running process in the background.

User
FALBALA Administrator (Administrator)

Corfiguration

= FALBALA

-'i}--qo Services

-4 VTC Admin

-4 VTC Emulator {FC)
) VTC Emulator (ISCS1)
O VTC Asynclog

-48) VTC Sciipt Controller
=-48F GoreStor

=48+ Embedded Q5

4D eth0-1Gbps -
4 eth1-10Gbps -
) =th2- Intemal (192.168.5.5)

----- {8} Event Forwarder
[-48F Settings

i]---ﬂ Domain Addresses
&G FC

w4 1SS

Reload Disconnect

Replication Loading...

Replication Loading...

Stop

Restart

In the example above, the process running in the background and real-time tracked is the Replication. The pop-up displays info

on the ongoing Replication Loading... process.

ﬁ" VTC Management Conscle -
User Configuration
OBELIX Administrator {Administrator) Reload Disconnect
E‘@l OBELIX QloreStor - Replication
é---q“ Services Q5 Target HostName  obelixgsreplic Setup
0 VTC Admin Address  Replication is not set up.
48 VTC Emulator (FC)
- 48) VTC Emulator (ISCSI)
Clear
o VTC Asynclog Replication State ~ N/A
0 WTC Script Controller Peer Status
—]{t:\} QoreStor Last In Sync Time
48 Embedded QS Estimated Time to Sync
Encrypted
WY Replicat
@ Replication State ~ M/A
1t Cloud Tier Peer Status
46} Diagnostics (0) Last In Sync Time
{c}} Licenses (0) Estimated Time to Sync
43 System Clear CT
Replication State  MN/A
45k U
B Users Peer Status
48} Event Forwarder T T
48k Certficates Estimated Time to Sync
i-J6F Settings Encrypted CT
3..@ Domains Replication State  N/A
0 FC Peer Status
Last In Sync Time
o< 1531 Estimated Time to Sync

"3 If the replication is not set up on both replication points, an error message will be displayed stating that the host is
unknown. Therefore, thereplication cannot be started. The Start, Stop and Restart buttons are grayed out.
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DIAGNOSTICS
Remotely generate, delete and/or download diagnostics log (s) using the diagnostics feature.

Tyrc Management Consale - [m] X

User
TOUTATIS \Administrator (Administrator)

= @l TOUTATIS ~
& Services
@ VTC Emuator (FC)
4 VTC Emulator (SCSI)
48 VTC Asynclog
| 4 VTC Script Controller
=48+ QoreStor
| @4 Embedded QS
| 4% Replcation
48t Cloud Tier
1481 Diagnostcs (1)
48 Licenses (0)
148 System
Al Users
48 Event Forwarder
| L4 Ceticates
-4 Setlings
&G FC
| &)@ FC162P (St 2)
| -» 1000001086054E86 (Channel 1)
(=) BBOS4ERS00
_{) BBO54E8E01

Back U3

Click on the Diagnostics node under QoreStor and the right-hand panel will display all the generated diagnostics log files. To
generate a new diagnostics file right-click on the Diagnostics node and Generate Diagnostics. The generated file has a default
name and location. You will be prompted with the message that the diagnostic request has been sent.

-G GENSSRVO4 "
D¢ Services
4§ VTC Emulator (FC)
-4 VTC Emulator (ISCSI)
4@ VTC Asynclog
4§ VTC Script Controller
=-48F QoreStor
&-48 Embedded QS
eth0 - 1 Gbps - (192.168.21.46)
eth1-10Gbps - )
eth2 - Intemal (192.168.5.5)

- Active Directory
48} Cloud Tier
o : .
4t Licenses (0) Generate Diagnostics
48t Event Forwarder
48} Certfficates

The files are in sync with the QoreStor log files and they contain the name of the embedded QoreStor and the timestamp of the log
file.Once the file is generated it can be either downloaded or deleted. Select the file and right-click on itto choose Download
Diagnostic or Delete Diagnostic.

06/19/2025011%___ Del
bbas53 etinet Jocal_20... | 96.63 MB Ivar/dagnostic_Jogs | 06/17/2025 01:43:02
bbqs53 etinetlocal_20... | 71.35 MB fvar/diagrostic_Jogs | 01/16/2025 04:32:52

The diagnostic log file is by default saved in an automatically created folder on the local machine with the path name: C:
\ Pr ogr anDat a\ ETI NET\ VTC\ Di agnost i cs. You can change the location of the diagnostic file after it has been generated,
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but any deleted or newly generated diagnostic files will not be automatically updated in this folder C:
\ Progr anDat a\ ETI NET\ VTC\ Di agnosti cs.

CoreDump

CoreDump are specific diagnostic log files generated automatically in case of a system crash, hence CoreDump logs are generated
by the operating system.

These files are mostly used for troubleshooting, support and debugging, when necessary.

BB VTC Management Consale — [m] >
User Canfiguration
DBELD\Adrministrator [Administrator] : Save
=) 0BELIX Diagnostios | CorzDump |
Sl Serives Filehare Size Timestamp Location
) TC Aduin coreDump_demaFile 1| 10001 WE TIN5
€3 VTC Emudator [FC) coreDump_demoFils_2.. | 100.0 MB 06/27/2025 14:32:01 | \35 datahocaroot] 7] CErel D
-4 VTC Emulator I5CS1) coreDump_demoFie_3.. | 100.0 WE 06/27/2025 14320 | G5 datahocanat Delete CoreDurnp
- VTC frgynclog coreDump_demoFile_4.. | 100.0 MB DRA27/2025 14:32:0 | N5 datahocamnticores
-4 VTC Seipt Contraller coreDump_demoFile_5... | 100.0MB 06/27/2025 14:32:01 | \ASdatahocaroaticores
=48 QoreStor coreD ump_demoFile_6... 100.0MBE 06/27/2025 14:32201 | “25datahocaraticores
48 Embedded 05 corsDump_demoFils_7... | 100.0MB 06/27/2025 143201 | \ISdataocaraticores
-4 Replcation coreDump_demoFie_8.. | 100.0MB 06/27/2025 143201 | WISdataocaraticores
-4 Cloud Tier coreDump_demoFile_3.. | 100.0MB 06/27/2025 143201 | WISdataocaraticores
-4 Disgnostcs (10) coreDump_demoFile_1... | 100.0 ME 06/27/2025 143201 | WISdataocaroaticores
e} Licenses [0)
{6 System
{6F Users
6k Event Forwarder
4 Certificates
46t Sellings
2 Domains
& FC
oy 15C51

You can Download CoreDump and/or Delete CoreDump multiple logs or one log at a time.

The CoreDump log files are .lzip type and saved in an automatically created folder on the local machine with the path name: C:
\ Pr ogr anDat a\ ETI NET\ VTC\ | ogs. You can change the location of the diagnostic file after it has been generated, but any
deleted or newly generated log files will not be automatically updated in this folder C: \ Pr ogr anDat a\ ETI NET\ VTQ\ | ogs.

1. Select the log(s) and click Download CoreDump or Delete CoreDump.

2. Once prompted with the message select Yes if you want to download/delete the logs, No to change the selection or Cancel to
abort the download/delete action.
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YTC Management Consaole

User
OBELI\Administrator [Adminiztratar]

=gl DBELIX
LE:J---Q# Services
A WTC Admin
42 WTC Emulater [FT)
-4 TC Emulator |SCS1)
o WTC Asynclag

a WTC Script Controller
-8 QoreStor
[#-48F Embedded 05
ﬁ Replication
48} Cloud Tier
@ Diagnostics (10]
ﬁ Licenzes (0]
48} System

48} Users

{8t Event Fonwarder
48} Certificates
[-46¢ Settings
-8 Domains
- FC
G ISCEI

Canfiguration
Save Reload | |Discnnnacl
Diagnostics  CoreDump
FileName Size Timestamp Location

Confirem Download

Are you sure you wantto download 5 Dumps?

ko | | Cancel

>
carelump_demoFile_B... | 100.0 MB 06/27/2025 14:3201 W15 databocarooticores
careDump_demoFile_7... | 100.0 MB 0642742025 14:32201 WIS databocarooticores
careDump_demoFile_8.. | 100.0 MB 06/27/2025 14:3201 Wi5databocarooticores
coreDump_demoFile_9.. | 100.0 ME 06/27/2025 14:32.01 “[5datahocaroothcores
corelump_demoFile_1... | 100.0 MB 06/27/2025 14:32.01 \Q5datahocarooticores

3. Depending on the number of files and the file size, a progression bar prompt will display the status of the process.

WTC Managernent Consaole

Uszer
OBELIX\Adminiztrator [Administator]

Configuration

- O

Save Reload |

| Disconnect

=g UBELIX

é---{,“ Services

A WTC Adrmin

423 WTC Emulator [FC)
) WTC Emulator 15C51)
o WTC Asynclog

o WTC Script Contraller
=48t QoreStor

-8 Embedded 05

----- f&t Replication

----- f&t Cloud Tier

----- {6t Diagnostics [10)

----- f&t Certificates
48 Settings

-@ Domairs
-G FC

..... & ISl

Diagnostics  CoreDump

Filet ame Size

Ciurmp_dermaoF|

Timestamp

Location

100.0 B

coreDump_demoFile_E...

06/27/2025 14:32:01

“GS5databocaroothcones

coreDump_demoFile_7... | 100.0 MB

06/27/2025 14:32:01

“GS5databocaroothcones

coreDump_demoFile_8... | 100.0 MB

06/27/2025 14:32:01

“GS5databocaroothcones

Download Core Dump Status

4. When the download/delete process is complete, a pop-up window will let you know that the process has been successfully

completed.
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WG banagement Console

£

£

Uszer
OBE LIx\Administrator [Administrator]
=G 0BELIX
---.n“ Services
A VTC Adrmin

423 WTC Emulator [FC)
A8 WTC Emulator (15CS]
o WTC Azynclog

o WTLC Script Controller

=--48F QareStor
(48 Embedded Q5

@- Replication

..... &t Cloud Tier

..... $&} Diagrostics (10]
..... £} Licenses (0]

..... {&6F System

----- &} Cerificates

H-J8F Settings
@ Cramairs
- FC

----- & Iscsl

5.

Configuration
Save Reload | |Disconnect
Diagnostics  CoreDump
FileM arme Size Timestamp Location

-oreDlump_demoFile_5...

100.0 MB
coreDurmp_demoFile_E... | 100.0 ME 06/27/2025 14: 3201 45 databocaroothcores
coreDurmp_demoFile_7... | 100.0 ME 06/27/2025 14: 3201 45 databocaroothcores
coreDurmp_demoFile_8... | 100.0 ME 06/27/2025 14: 3201 45 databocaroothcores
coreDump_demoFile_9... [100.0 MB 06/27/2025 14: 3201 “5datahocaothcones
coreDurmp_demoFile_1... | 100.0 ME 06/27/2025 14: 3201 45 databocaroothcores

Al downloads successtul,

ChProgramDatatetinetywTC\Diagnostics

Click OK to acknowledge the end of the process and Save the change of the configuration.

Licenses

VTC Management Console

User

E

BBOX2018-1\Administrator (Administrator)

o |

-5 BBOX20131

2 Services

@ VIC Admin

-4 VTC Emuiator (FC)
@ VTC Emulator (15C51)
9 VTC Asynclog

@ VTC Scipt Cortroller
~48¢ QoreStor

{8t Embedded Q5

4 Replication

¢ Cloud Tier

~48+ Diagnostics (1}
{8t Licenses (1)
System

46 Users
48+ Event Forwarder
48t Certficates

#F Settings

-3 Domains

& FC

& Iscsi

HPE

Configuration

Save!

|| Felozd | | Discornect

The node lists all active QoreStor licenses.

To upload anew license right-click on thelicense node.
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=-g) GENBSRVO4

é---.m“ Services

o VTC Admin

o VTC Emulator (FC)

o VTC Emulator {ISCSI)

o VTC Asynclog

o VTC Script Controller

=48 QoreStor

548t Embedded Q5

~48) ethD- 1 Gbps - (192.168.21.174)
@ eth1-10Gbps - )

48 eth2 - Intemal (192.168.5.5)

----- {8t Event Forwarder
[-48F Settings

[]---@ Domain Addresses
..... C_ FC

-G 1SCsI

In the Windows Explorer select the license file provided by the ETI-NET representative. The license is provided ina .dlv format
(DLV File).The right-hand panel displays the license ID, licensing starting date, description and the storage capacity associated

with the license. To delete a license right-click on the respective license and delete it.

Licenses

Licenseld StartDate Description |sEvaluated Capacity

PL-146-655.150 | Thu Mar 4 21-A0-06 2021 | 15TE ESTH ] 15TE

PL1 by 532021 15TBQORESTORlicense | []  15TB

Confirm the deletion in the pop-up window by clicking YES. Click NO, if you don't want to delete the license.

Confirm Delete

Are you sure you want to delete 15TB QORESTOR license?

Yes || No

System

The System tab displays both QoreStor and OS current versions. The tab allows automatic updates of the embedded QoreStor

and/or 0OS for Oracle Linux Server.

The update will automatically run both QoreStor and 0S updates.

® |f the QoreStor server is joined to an active directory, the QoreStor Server will need to leave the Active

be done using an account with AD Administrator privilege.

A Directory prior to the 0S upgrade. Once upgrade done, the QoreStor server can rejoin the AD. This will need to
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® Temporarily stop the replication either on the source and the target QoreStor servers during the system
upgrade.

&8 vrc Management Console - a X

User Configuration
ASTERIX\Administrator (Administrator) Save Cancel Disconnect

=g ASTERIX QoreStor System

=g Services
€ VTC Admin BBQS State Running

>

o VTC Emulator (FC) BBQS Status Operating nomally

€ VTC Emulator (ISCSI)

) VTC Asynclog | Current GoreStor Version _7.4.0.222

€ VTC Script Controller Curent OS Version Oracle Linux Server release 8.9

=46} QoreStor

548} Embedded QS
) eth0 - 1 Gbps - (192.168.20.85) QoreStor Status Healthy
@ eth1-10Gbps - ()
) eth2 - Intemal (192.168.5.5)
8} Active Directory

{46} Replication

46} Cloud Tier

{8} Diagnostics (2)

46} Licenses (0)

&

4} Users

46+ Event Forwarder

£} Certficates

+-48F Settings

® g Domains

w-& FC

BACK 108

QoreStor State Operational Mode (Filesystem is fully operational for 1/0.)

Update

1. Before proceeding with the automated update, locate the ISO file UPDQS721169.iso, necessary for the procedure, and
copy it to the local machine. The ISO file is delivered with the BabckBox version package and contains the update scripts for
both QoreStor and 0S.

BACKBOX > Delivery > CDHPEQRSTR > BBOX-QS-741zip

= ] Tl sort = view & Extract all sen

MName Type Compressed size P

W] QoreStor GEMN2_05-0L8,exe Application 1,632,562 KB M
Readme-sig-verify.td Text Document TKB M
UPDO5T41165.0s0 Disc Image File ZN24NEKE I
UPDCO5741168.050.5ha2 56 SHAZ256 File 1KE I

B UPDQO5741168.is0.5ig OpenPGP Signature 1TKB M

[W] UpgradeBBOS-GEM2-05-Disk.exe Application 22KB M

2. Returnto the System tab in the VTC Management Console and click Update.

3. Inthe dialog window, click on ISO File location browse button to find the I1SO file UPDQS721169.iso and click Mount.
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Update QoreStar System *

In order to update Embbeded QoreStor Vi,
you need to mount the ISO file received from
ETINET on the WTC server

Location of ISO File on VTC OBELIX

C:\Users\Administrator\Desktop'BBOX-05-7. 4 1\UPDASH []

M ount

Cancel

In case of a file error location, Dismount and choose the right ISO file.

"} Follow the procedure delivered in the ReadMe file along with the ISO zipped package.
X Make sure the ISO file location is not remote. Copy the file on the local machine to avoid getting an error message
L% | when mounting the ISO file.

Update QoreStor System *

In order to update Embbeded QoreStor VM,
you need to mount the ISO file received from
ETINET on the VTC server

Location of 150 File on VTC ETHCA-ETLS1

Emor: The |50 file
\\Etfps(1 etinet local»\DF5*Data’\Projects\BACKBO X\ Trunk V35150
7.1.0.248\UPDQS710248 jso must be in a local path, and not a UNC path

4. Once the green message shows that the iso file has been mounted, click Next.

Update QoreStar System *

In order to update Embbeded QoreStor VM,
you need to mount the ISO file received from
ETINET on the YTC server

Location of SO File onWTC OBELE

[C:AU sers\Administrator\Desktop\BBOX-05-7.4. 15UPDOS | | ..

Dismount

IS0 iz mounted

o

5. Inthedialogclick Complete to start the update process that will be running in the background.
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Update QoreStor System

'A Update process will be started after you click

"Complete” button. Please be advised that
you cannot interrupt the updating process
after it start

r 5 A warning message will inform you that the update process will start after you click Complete. Once the updating
process is started, it cannot be interrupted.

While the update process is running, all the processing actions are displayed at the bottom of the VTC MC update window.

The progress bar will show the status of the update during the process .

Configuration
BBOX2019-2\Administrator (Administrator) Save Reload Disconnect
=g BBOX20132 GoraSior Systom
B¢ Services 7
@ VTC Admin BBQS State Running
€ VTC Emulator (FC) BBQS Status Operating nomally
@ VTC Emulator (1SCSI)
) VTC Asynclog Current QoreStor Version ~ 7.4.0.222
49 VTC Scipt Controller Curent O Version Oracle Linux Server 8.9
St
% Qorestor QoreStor State Operational Mode
6} Embedded QS
#t Replication QoreStor Status Filesystem is fully operational for 1/0.
48+ Cloud Tier
48t Diagnostics (0)
{8} Licenses (0) 5
#t System o
b I
{8} Event Forwarder — —
) Validating prerequisites to perform the upgrade.
4} Cerfficates Adding repo from: file:///mnt/cdrom/cdromOL2.repo
8t Settings QoreStor Installed Version 7.4.0.222
QoreStor Target Version 7.4.1.1€5
4D Domains Verifying archive integrity...
&R
& Iscsi
User Configuration
BBOX2019-2\Administrator (Administrator) e Reload Disconnect
=-{§) BBOX20192 GoreStor System
-4 Services
@ VIC Admin BBQS State Running
€ VTC Emulator (FC) BBQS Status Operating nomally
4 VTC Emulator (1SCSI)
€ VTC Asynclog Current QoreStor Version ~ 7.4.0.222
49 VTC Scipt Controller Curent O Version Oracle Linux Server 8.9
=48 QoreStor
QoreStor State Stopped
48t Embedded QS
£t Replication QoreStor Status N/A
48 Cloud Tier
48 Diagnostics (0)
46} Licenses (0) —
46+ System o
o I
48t Event Forwarder
=== DPreparing components for install/upgrade...
16 Certficates Stopping service: ...
48 Settings === Dreparing components for install/upgrade...
Stopping service: ...
& a Domains Upgrading component: samba
w-& FC Upgrading ofsd vfs plugin
A Upgrading ofsd vfs plugin
-G 1Csl === Upgrading to Version 7.4.1.1€9...
Stopping service: ...
Stopping service: ...
Upgrading component: oca-libs
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User Configuration

BBOX2019-2\Administrator (Administrator) Reload Disconnect
=) BBOX20132 e
- Services
@ VTC Adnin BBAS State Running
) VTC Emuator (FC) BBQS Status Operating nomally
) VTC Emulator (1SCSI)
@ VTC Asynclog Curent QoreStor Version ~ 7.4.1.169
9 VTC Scipt Controller Curent OS Version Oracle Linux Server 8.9
= St
@ GoreStor QoreStor State Initializing
48 Embedded QS
£+ Replcation QoreStor Status initalizing
%+ Cloud Tier
48t Diagnostics (0)
8} Licenses (0)
8} System
& I
{8+ Event Forwarder X .
== Starting services == ~
¢ Cetificates Starting service: choam ...
-8 Settings Starting service: choam ...
™ Dor Stopping service: ...
-4 Domains Starting service: ocards ...
w-& FC ... Done.
& C_ 1SCSI =," ‘1' : https bbf;si-i ?Cl.’lé( local:5233 ===
Verifying required external python libraries...
Installing offline required external python libraries.
v
< >

'5 The updating process might take several minutes. Don't interrupt the process while updating. If the update fails, an
error message will be displayed and the version will be rolled back. For details on update error(s), verify the
QSUpdate Log.

6. Once the update is completed, the server will automatically restart. At the end of the updating process, the System tab will
display the QoreStor version updated to.

User Configuration
BBOX2013-2\Administrator (Administrator) Reload Disconnect
= {5 BBOX20192 LIRS
=4 Services
0 VTC Admin BBQS State Running
€ VTC Emulator (FC) BBQS Status Operating nomally
€ VTC Emulator (ISCSI)
€ VTC Asynclog Curent QoreStor Version  7.4.1.169
9 VTC Script Controller Curent OS Version Oracle Linux Server 8.10
s QoreSt
e @ orester QoreStor State Initializing
484 Embedded QS
£+ Replcation QoreStor Status intializing
48 Cloud Tier
48t Diagnostics (0)
46} Licenses (0)
£ System Update
{8} Users
8 Event Forwarder
kernel-4.18.0-553.58.1.e18_10.x86_€4 A
{8} Certficates kernel-core-4.18.0-553.58.1.e18_10.x86_€4
448 Settings kernel-modules-4.18.0-553.58.1.e18_10.x86_€4
python3-distro-1.4.0-2.module+els.10.0+50473+c30184£5 .noarch
43 Domains systemtap-sdt-devel-4.9-3.0.1.e18.x86_¢4
#-& FC Complete!
5-G 1SCSI Update process complete!
Last QoreStor update and commit are successful
QoreStor VM wil restart to finalize the OS update
v
< >

The displayed Current QoreStor Versionis now 7.4.1.169 and Current OS Versionis 8.10.
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B yTC Management Console — [u] x

User Configuration
TOUTATIS\Administrator (Administrator) St | Reload | | Disconnect

@ VTC Asynciog ~| GoreStor System
- VTC Script Controller
=-48 QoreStor

E-48F Embedded G5 BBQS Status Operating normally
L) cthD -1 Gbps - (192.168.20.47)

&) eth1 - 10 Gbps - ) [[Curent GoreSior Vewon 741163 ]
€ eth2-Iniemal (152.163.5.5 [ Carent G5 Version Oracle Linux Server 810 |

ﬁi? 2‘”6 Brecory GoreStor State Operational Mode.
eplication
-8} Cloud Tier Gore Stor Status Filesystem is fully operational for /0.

BBGS State Running

{8 Diagnostics (1)
48 Licenses (0}

Update ‘ | Package installed ~ @5-741169 |

ECq
48t Event Forwarder

§gF Certficates

148} Seftings

A License

j‘ Scripting

-~ VTC Admin

#~ VTC Emulator (FC)

-~ VTC Emulator (1SCS1)

' Securty

[]--g Domains W

Users

QoreStor users are listed on the right-hand panel when the Users node is selected.

User Corfiguration

- GENSSRVD4
= 2 Senvices
-4 VTC Admin
-4 VTC Emulator (FC)
) VTC Emulator (1SCSI)
@ VIC Agynclog
9 VTC Seript Controller
=48 QoreStor
=46 Embedded Q5
~4Z) ethD - 1 Gbps - (192.168.21.174)

@ =th1-10Gbps - )
@) eth2 - Iniemal (192.168.5.5)
L-48 Active Directory

48k Replication

48# Cloud Tier

48+ Diagnostics (1)

48} Licenses (D)

w8k Settings
&40 Domain Addresses New User Change Password
G FC

B 1SCS

To add anew user, click New User.

Add User X

e N E—
I —
e —

Specify the values for the mandatory fields* (Name, Password, Confirm Password) and click OK to save the entries.
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Administrator, admin or monitor as user Name* values are not accepted. Only alphanumeric (letter
P and/or digit) values are allowed as names for users.

Only letter and space (no number) values are accepted in the Full Name field.

Description field does not accept special characters, but only numbers, letters and spaces.

To change the password for an existing user, select the user from the users list and click Change Password.

QoreStorChangePassword - [m} x

Old Password® | |

New Password™ | |

Caorffirm Password™ || |

The pop-up window allows changing the password for the selected user. All fields are mandatory.Click OK to save the password
change.

For QoreStor users, when deleting a user from Windows server, the user will not be automatically deleted
&5 in the VTC MC, therefore generating a display inconsistency in the user list.
Do NOT delete QoreStor users in the Windows server list to avoid such inconsistencies.

Event Forwarder

Use the Event Forwarder node to enable/disable forwarding QoreStor events to the Nonstop.The default setting of the
Event Forwarder is disabled.

User Corfiguration
GENBSRVD4 \Administrator (Administrator) Save Cancel Disconnect

B GENasRvD4
—-3° Services
© \VTC Adrin QoreStor Event Forwarder

.48 VTC Emudator (FC) Enable Event Forwarding to host
-4 VTC Emulator (I5CSI)

48 VTC Asynciog Forward Event of type info
) VTC Script Controller

@ Gore Stor ] Forward Event of type waming
—-46F Embedded QS

@) eth0- 1Gbps - (192.168.21.174) [ Forwand Evert of type crtical
@ eth1-10Gbps -
- eth2 - Intemal (192.168.5.5)
48} Active Directory
i~48 Replication
|48+ Cloud Tier
i 46+ Diagnostics (1) Save Evert Config
@ Licenses (0)
i 4 System
48k Users
b Evert Fonvarded
+-48F Settings
= Q Domain Addresses
Gk
5-& 15C5I

You can forward the events by severity: info, warning or critical. Choose any of the applicable or all of the event types to be



Save Event Corfi
forwarded to the Nonstop.Save the event configuration by clicking se s e button. A pop-up window will confirm that

the event configuration setting has been automatically saved.

CoreStor Event forwarder 2

Value correctly saved.

Certificates

For an extra security layer, use the Certificates feature to upload your organization certificates: Server Certificate and
CA(Certified Authority) Certificate.

1. Under QoreStor node, go to Certificates > Server Certificate and browse to upload the two server certificate files.

The files should be with a .pem extension, tagged as cert and key in the file name.

I M = | Qorestor - [m] x
Home Share View (2]
4 ||+ Qorestor v ®| | Search Qorestor P
A Name Date modified Type Size
# Quick access
W Desttor [ albergs.key.pem PEM File 4KB
[ albertgs.cert.pem PEM File 3KE
& Downlosds [ ca.cert.pem PEM File 3KB
5] Documents [ qorestor.cert.pem PEM File 3KB
= Pictures [ Qorestor.key.pem PEM File 4K
BoostFS
Logs
Qorestor
System32
I This PC
L JEL W TR 52
Sitems  State: 3R Shared =

2. Once uploaded, the certificate panel will display details related to the certificate, showing - next to the subject line
- the organization name the certificate belongs to.

User Configuration
GENBSRYD4\Administrator (Administratar) Reload Disconnect

-G GENBSRV04 Server Cetficate  CA Cetficate

=g Services M}]ed{ =CA. 5T =QC, L = Montreal, O = ETINET.|OU = Development\0D0D\0D. CN = zxbbgs
o VTC Admin issuer=C_ =_U\. = uU.l:Hl:L. L = Montreal, U = etinet, OU = R&D Department, CN = Albert_root_CA
notBefore=Feb 2 03:06:14 2024 GMT

- 0 VTC Emulator (FC) notAfter=Feb 1 03:06:14 2025 GMT
- o VTC Emulator ISCS1) SHA1 Fingerprint=01:24:67-A0:FF:5B:9A:64.CF:E2:35D:25:09:83:64-A2.6C:4E:DF:30

D VTC Asynclog
= 0 WTC Script Controller
148t GoreStor
-6} Embedded Q5
48 Replication
4t Cloud Tier
38} Diagnostics (5)
48 Licenses (0)
& System
3B Users
4t Event Forwarder
8 Upload
48 Settings
2 Dormains Cetficate Fie | | Browse
& FC
& Iscsl Key File \ | Browse

Upload

3. Browse to the same certificate folder and upload the CA Certificate. Once uploaded, the tab will display details
related to the CA Certificate.
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User

GENBSRVD4\Administrator (Administrator)

Configuration
Save Reload Disconnect

-5 GENBSRVO4
él--q“ Services
@) VTC Admin
- VTC Emulator (FC)
- VTC Emulator ISCSI)
) VTC Asynclog
0 WTC Seript Controller
-8 QoreStor
48} Embedded Q5
48} Replication
48} Cloud Tier
48} Diagnostics (5)
8t Licenses (0)
&t System
48} Users
48} Event Forwarder
48} Certficates
{c}} Settings
3| Domains
& FC
- 15CSI

Server Certficate  CA Certflicate

pkes11id=%16%35%F2% A2%49%CEY 30%85% 7A% AN 1C%EE% 82 % AF % DF % A1%6B%18%36 %41 type=cert
type: certificate
label: Albert_root_CA
trust: anchor
category: authority
pkes11id="37 % 7F % 3E%IELIILT1 %60 HCAL24 %L DA% Y1 %13%T79%D0% 74 29% B4 A8 %24 % DB type-cert
type: cerfficate
label: ACERT ADVANCED
trust: anchor
category: authority
pkes171id="48%3C%8C% 1D %85%ES6F LAD type=cert
type: certificate
label: A-Trust-Gual-01
trust: anchor
category: autharity
pkes11id="42%30%28%24 % A6 %C1 %45 %CEtype=cert
type: cerificate
label: A-Trust-Qual-02
trust: anchor
category: authority
pkes11id="46%06% DF %37 %F2%C2% 374 10 ype=cert
type: certificate
lahel- A-Trust-Choal-N3

Upload

CA Certficate File Browse

Upload

4. Save the configuration by clicking on the Save button on top of the panel.

Settings

The following settings are available:

LICENSE

All details (including, expiration date, license number and type, host name details, FCports, iSCSI devices connected and system

ID) related to the active license are listed under the License node.

Byre Management Console

User

TOUTATIS\Administrator (Administrator)

&) Toutamis
° Services
€ VTC Admin
€ VTC Emulator (FC)
€ VTC Emulator (ISCSI)
@ VTC Asynclog
£ VTC Script Controller
{8 QoreStor
148} Settings
]
f' Scripting
# VTC Admin
#~ VTC Emulator (FC)
#~ VTC Emulator (1SCS)
@ Securty
-4 Domains
w G FC
@G 1501

- o *
Configuration

Reload Disconnect
License Infommation
License Number 20250535 License To E5056900
Creation Date 20250305 Expiration Date 2025-11-26
License Type Eim License Class ETINET
Generator Version 5
VTC Serial Number 2M41516LTV
Server Model Unknown
0s Microsoft Windows Server 2022 Standard
Compatible with E409andup
FC Ports # 6 ISCSI Devices # 6
Encryption Devices # 12 NAS Support False
Qore Stor Enabled True
QoreStor System ID 91CBDODACBASFF48ADI024640A87575E
Max Domain Unlimited

Right-click on the license node to import (as an .xml file) anew license file.

EI-Er} Settings

]

,(.v ..... S E:— Import

% ITC Admin

Once you click on the Import button, a folder browsing pop-up will open to let you select the location of the license you want to

import.
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Browse For Folder *

. Desktop

a Administrator

& This PC
Libraries

= DVD Drive (E:)

¥ Network

[E2] Control Panel

& Recycle Bin
Files
QSDataRebuild

templicense

Make New Folder Cancel

Browse for the license folder and select it to install it.

To install a new license: Import the license .xml file provided (via email along with the report .txt file) by your ETI-NET
representative.The License is sent via email containing two files: license & license report.

. fileready for download
License

. file with relevant license details
License Report

Download the license and save it locally on the folder of your choice.

Import the license using VTC MC>Settings>License>Import

3. Click Import and select the license you saved at step 1.4. Once the license is imported, all the license-related
details will be available on BackBox Ul under license.

N

Save the changes by clicking the Save button under Configuration tab. The pop-up window will prompt the restart of all services.
ah
=
User Configuration
WIN-HCBLF67BEBO0\Administretor (Administrator) Cancel Disconnect
= G WINHCELFETBESD Sy

2P Services
@ VTC Admin SSLPotocol  [TLST2 v
€ VTC Emulator (FC)
€ VTC Emulator (ISCSI)
@ VIC Asynciog Ceticate Infomation
€ VTC Script Controller

& ;Z“':i;se Certficate VTC (N/A) - 4/14/2033 5:19:12 PM v
4 scrpting Friendly Name: Not Avaiable
4 VTC Admin
4 VTC Emulator (FC) Issued By vIC
- VTC Emulator (1SCS1)
© secuty Veid From:  4/17/20235:18:12pM | "0 x

-4 Domains
& FC aid To 14/
LS s Ve 1SSz “ All services were restarted.
@) 19216821169
BOX

When selected, properties for script execution are displayed on the screen in the right-hand side panel. There are no actions when
the mouse is right-clicked on the Scripting setting node. These properties apply only when scripts are running without the Script
Controller.



B8 \TC Management Console

User Configuration
TECHWRITER\Administrator (Administrator) Save Cancel Disconnect
=) TECHWRITER Saipting Settings
a® Services Properties
v Common
© VIC Adnin Max parallel Backup Script 5
€ VTC Emulator (FC) Max parallel Delete Script 5
€ VTC Emulator (ISCSI) Max parallel Restore Script 0
@) VTC Asynclog v Script Controller Service
€ \TC Scipt Controk Max Script Execution Timeout (minutes) 180
cript Controller
=46} Settings
LY License
*
4 VTC Admin

4% VTC Emulator (FC)
4 VTC Emulator (ISCSI)
' Security
=43 Domains
(=) YINES00
& FC
=& 15CSI
-4 192.168.20.110

Max parallel Backup Script
Maximum Backup or Copy Sync Script allow running in parallel. A value of 0 disable the control. Dont apply if the
Data Store use the Script Controller

A gray-scaled panel indicates the read-only properties associated with the specified setting. When selected, any of the listed

properties is shortly explained at the bottom of the window. Any change made to this setting requires a restart of the VTC Script
Controller service.

' Save the changes by clicking the Save button under Configuration tab. The pop-up window will prompt the restart of the VTC
Fa N Script Controller service.

=
User Cofiguration
WIN-HCBLF67BESO\Administrator (Administrator) Cancel Disconnect
=-{§) WIN-HCBLFE7BESO Scipting Settings
o Propetties
54 Services z
€ VTC Admin Max parallel Backup Script 5
€ VTC Emuator (FO) Max parallel Delete Scipt 5
€ VTC Emulator (1SCSI) Max parallel Restore Script 1
@ VIC Asynciog v Script Controller Service
© VTC Sorpt Cort Max Script Execution Timeout {minutes) 187
cript Cortroller
=48 Settings
£ License
4 Scripting Info X
4% VTC Admin

4% VTC Emulator (FC)
4% VTC Emulator (1SCSI)
@ Securty
-4 Domains
or
=& Iscs|
w9 192.16821.1639

“ VTC Script Controller service was restarted.

Max Script Execution Timeout (minutes)
‘The maximium period of time waiting for the script execution finish. Default 3 hours

VTC ADMIN

b Thesesettings should not be changed before communicating with technical support.

When VTC Admin is selected, the available properties for the service are displayed on the screen in the right hand side panel.
There are no actions available when right- clicking on the VTC Admin setting node.



= El VBACKBOX-2C
& -2 Services

-9 VTC Admin
Q WTC Emulator (FC)

) VTC Emulator (ISCSI)
Q VTC Asynclog
0 WTC Secript Controller
=4 Settings
‘," Scriptting
W]
- 4% \TC Emulator (FC)
)’ WTC Emulator {ISCSI)
. Security
&3 vﬂ Domain Addresses

G FC
& 15Csl

) 152162363

=@ 172.17.233.243

A gray-scaled window indicates read-only properties associated with the specified setting. When selected, any of the listed
properties is shortly explained at the bottom of the window.Any change made to the setting requires restarting the VTC Admin

service.

WTC Admin Settings
Properties
4 Advanced
Max Import Block Size
4 Common
IP Port 8766
4  Diagnostic
Trace Level 0

IP Port
IP port used by the service

Admin service.

=) WIN-HCBLF67BESO
- Services
4 VTC Admin
4 VTC Emulator (FC)
9 VTC Emulator (1SCS1)
@ VTC Asynclog
€ VTC Script Controller
S Settings
£y License
4~ Scripting
4% VTC Admin
& VTC Emuator (FC)
¢ VTC Emuiator (1SCS)
@ Securty
+-4) Domains
& e
5-< IsCs!
-4 192.168.21.169

'WIN-HCBLF67BESO\Administrator (Administrator)

Save the changes by clicking the Save button under Configuration tab. The pop-up window will prompt the restart of the VTC

Configuration

==

VTC Admin Settings
Propeties

v Advanced

Max Import Block Size
Common

v Diagnostic
Trace Level 8

Info X

“ VTC Admin service was restarted.

Trace Level
Sepcify the trace level of the application log. 0 = no trace 16 = maximal trace

VTC EMULATOR (FQ)

h Thesesettings should not be changed before communicating with technical support.

When VTCEmulator (FC) is selected, the available properties for the service are displayed on the screen in the right-hand side
panel. There are no actions available when right-clicking on the VTC Emulator (FC) setting node.



ZRYTC Management Console

User
OBELIX\Administrator (Administrator)

€ VTC Script Controller
=48 QoreStor
=48 Embedded QS
) th0- 1 Gbps - (192.168.20.105)
@ =th1-10Gbps - ()
) eth2- Intemal (192.168.5.5)
4t Active Directory
£+ Replication
48} Cloud Tier
4} Diagnostics (3)
4} Licenses (0)
4+ System
8} Users
6t Event Forwarder
=48 Settings
&Y License
4 Scripting
4 VTC Admin
PR C rir )
4~ VTC Emulator (1SCS)
@ Securty
=43 Domains
() UPE4T
(=) UPE4TI

A

Configuration

Reload Disconnect

VTC Emulator (FC) Settings

Properties
v Common

v Diagnostic
Device No Write
Enable LARGEBLOCKS Mode
Trace Level 0

Device No Write
I true, the data is not written in the Data Store. ONLY FOR TEST PURPOSE: Works only for BACKUP and
requires usage of UNLABELED volumes.

A gray-scaled window indicates read-only properties associated with the specified setting. When selected, any of the listed

properties is shortly explained at the bottom of the window.Any changes made to this page requires restarting the VTC Emulator

(FC) service for the change to take effect.

F1Y

User

= ) WIN-HCBLF6TBESO

g Services
€ VTC Admin
€@ VTC Emulator (FC)
€ VTC Emuiator (1SCS)
€ VTC Asynclog
€ VTC Script Controller
=48 Settings
£ License
4~ Scripting
4~ VTC Admin
4 VTC Emulator (FC)
4 VTC Emulator (ISCSI)
@ Securty
52 Domains
& FC
=& 15CSI
4@ 192.168.21.169

WIN-HCBLFE7BEBO\Administrator (Administrator)

Save the changes by clicking the Save button under Configuration tab. The pop-up window will prompt the restart of the VTC
Emulator (FC) service.

Corfiguration

Gt | [Dowes
] VTC Emulator (FC) Settings
Propetties

v Common
v Diagnostic
Device No Write

Enable LARGEBLOCKS Mode
Trace Level 4

Info X

0 VTC Emulator (FC) service was restarted.

Trace Level
Sepcfy the trace level of the application log. 0 = no trace 16 = maximal trace

VTC EMULATOR (ISCSI)

Thesesettings should not be changed before communicating with technical support.

F1LY

When VTC Emulator (ISCSI) is selected, the available properties for the service are displayed on the screen in the right-hand side

panel. Thereareno actions available when right-clicking on the VTC Emulator (ISCSI) setting node.



ZRYTC Management Console _ = %

User Configuration
OBELIX\Administrator (Administrator) Reload Disconnect

€ VTC Script Controller A | VTC Emulator (ISCSI) Settings
=-48% QoreStor Properties
S+ Embedded QS i Common;
4 &th0- 1 Gbps - (152.168.20.105) v Diagnostic
@ eth1-10Gbps - () Device No Write False
@ eth? - intemal (152.168.5.5) Enable LARGEBLOCKS Mode True
¢ Active Directory Trace Level 0
46t Replication
{8} Cloud Tier
48 Diagnostics (3)
{8t Licenses (0)
6} System
B Users
46+ Event Forwarder
=48 Settings
Y License
," Scripting
4% VTC Admin
¥ VTC Emulator (FC)
PR e 151
@ Securty
=43 Domains Device No Write

=) UPESN ¥ true, the data is not writen in the Data Store. ONLY FOR TEST PURPOSE: Works only for BACKUP and
=) UPERI requires usage of UNLABELED volumes

A gray-scaled window indicates read-only properties associated with the specified setting. When selected, any of the listed
properties is shortly explained at the bottom of the window.
Any changes made to this page, requires restarting VTC Emulator (iSCSI) service for the change to take effect.

X Save the changes by clicking the Save button under Configuration tab. The pop-up window will prompt the restart of the VTC
P Y Emulator (iSCSI) service.

=
= Configuration
WIN-HCBLFE7BEBO\Administrator (Administrator) Cancel Disconnect
= ) WINHCBLF67BERD VTC Emulator (1SCSI) Settings
o Propeties
4 Services
v Common
€ VTC Admin Sy
€@ VTC Emulator (FC) v Diagnostic
€ VTC Emulator (1SCSI) Device No Wite False
) VTC Asynclog Enable LARGEBLOCKS Mode True
Trace Level 16
@ VTC Script Controler i3ce teve
=48 Settings
LY License
4 Scripting Info e
4 VTC Admin

¥ VTC Emulator (FC)
¢ VTC Emuator (SCS1)
@ Securty
-4 Domains
¢
=& 1S
- 15216821169

0 VTC Emulator (ISCSI) service was restarted.

Trace Level
Sepcify the trace level of the application log. 0 = no trace 16 = maximal trace

B

SECURITY

When selected, information related to the support of TLS/SSL from the VTC server is displayed in the right-hand side panel.
LARGEBLOCK mode is set to ON at installation for both FC and iSCSI. It is recommended to leave it ON as it has no impact
on the system when not using this option. On the contrary, turning it OFF on the VTCand having it ON on the Nonstop will
resultin error when performing any backup operation.
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8 VTC Management Console — o X

User Configuration
ASTERIX\Administrator (Administrator) Reload Disconnect
8) AsTeRIX Securty Information
&° Services
@ VTC Admin SSLProtocol | TLS12

&) VTC Emulator (FC)
€ VTC Emulator 1SCSI

© VTC Asynclog Certficate Information
€ VTC Script Controller
Y -
g ::Sm Certficale:  VTC (N/A)-4/14/2033 51912 PM v
ngs
i;:n' License Frendy Name: Nt Avalable
Scnpting
¢ VTC Admin Issued By vIC
4~ VTC Emulator (FC)
& VTC Emudator (1SCS| Valid From:  4/17/2023 81812 PM
] -
+-4J) Domans Valid To 41472033 515:12PM
oG FC
oG 1SCSI

BACKTIA
SSL Protocols: To indicate to VTC Server components what kind of TLS/SSL channel communication should be used The available
protocols are shown in the drop-down list: NONE, TLS1.0, TLS1.1, TLS1.2.
Certificate Information: VTC certificate details, listed by type, validity period and
Certificate: Certificate summary including type (VTC), friendly name, expiration date and time. The drop-down list
displays the available certificates to choose from.

Cerificate Information

Certificate: VTC (N/A) - 2/11/2026 12:50:27 AM hl

- Select Certfficates -

Friendly Name: BackBox_VTC (N/A) - 6/7/2024 10:31:30 PM
©[WTC (NAA) - 4/15/2033 9:15:12 AM

NVTC (NAA) - 241172026 12:50:27 AM

Friendly Name: Name set up in the license generator

Issued By: Server type that issued the certificate

Valid From: the starting date and time of the certificate validity
Valid To: the end date and time of the certificate validity

If you don't use any SSL Security protocol select NONE from the drop-down list.

If the Ul is separately installed - on another instance - than the VTC MC, go to Ul > Preferences and set up
the SSL protocol manually to match the VTC MC settings. For more details, see section User Interface.

Go to the Nonstop to set up the SSL parametersin such a way that the SSL settings are accordingly applied
L% | to correctly communicate with the VTC MC. Moreover, if you need to encrypt the server key pass code,
you have to run an encryption program: BBpsCode. For more details, see section Sign In/Out in the User
Guide for more information on enabling/disabling SSL.

Certificate File: Point to a mandatory PEM format certificate file used to identify the VTC Server in TLS/SSL channel
communication. Only PEM format is supported. The certificate file provided by ETI- NET is the file located in C:
\ProgramData\ETINET\VTC\Cert\vtc.crt.

CA File: Point to an optionally PEM format certificate file that identify the Certificate Authority use in TLS/SSL channel
communication. Only PEM format is support. CA certificate must also be added into the Trust Root Certification Authorities Store.
The CA file provided by ETINET is the file located in C:\ProgramData\ETINET\VTC\Cert\nsk.crt.

Private Key File: Point to a mandatory PEM format file that contain the private key use in TLS/SSL channel communication. Only
PEM format is support. The private key file should be protected using a password. The private key file provided by ETI NET is
the file located in C:\ProgramData\ ETINET\VTC\Cert\vtc.key.

Pass Phrase: Password used to protect the private key. If you use ETI NET certificate, the pass phrase is: test or a pre-defined
pass phrase sent to the client along with the other certificates.The Pass Phrase- if generated along with the certificate - willbe
validated by VTCMC.Click Save to validate certificates and pass phrase.Certificate, CA and Private Key files need to be granted
for the SYSTEM local user withfull access. See the screenshot below:



| LECOPYF1.IND Properties X

General Securty Details Previous Versions

Object name:  C:AWIN-STORAGE\LBCOPYF1.IND

GI'OIJD Or User Nnames:

SYSTEM
SR Administrators (SEN25RVI4\Administrators)
SR Users (GEN8SRVD4\sers)

To change permissions, click Edit. Edit

Pemnissions for SYSTEM Allow Dieny
Full control
Modify
Read & execute
Read
Write
Special permissions

For special permissions or advanced settings, Advanced
click Advanced.

Cancel Poply

All VTCservices need to be restarted for the changes to take effect.

Save the changes by clicking the Save button under Configuration tab. The pop-up window will prompt the restart of all the services.

- | X
User Configuration
WIN-HCBLF67BEBO \Administrator (Administrator) Cancel Disconnect
=) WIN-HCELFE7BERD Ty
- Services
-4 VTC Admin SSL Protocol TLS12 v
- 0 VTC Emulator (FC)
€ VTC Emulator (ISCSI)
€ VTC Asynclog Certfficate Information
- o VTC Script Controller
=48 Setti ‘
4t Settings Certificate: VTC (N/A) - 4/14/2033 5:19:12 PM v
{E, License
4 Scipting Friendly Name: Not Available
= j‘ VTC Admin
4% VTC Emulator (FC) lssued By:  VTC
4% VTC Emulator (ISCSI)
@ Secury Veid Fom:  4/17/2023513:12pm | MO *
e a Domains
& FC Valid To: 4/14/2033 5:13:12 PM
= & I1sCSl o All services were restarted.

-4 192.168.21.169

"'z Customers using their own security certificates have to store these certificates in a special local folder after they have
been issued by a certification authority. In order to copy certificate trust lists and certificate revocation lists they need
to be saved in a certificate store, along with identity confirmation used to protect data and establish secure network
connections.

For additional information see Certificate Store section in APPENDIX - SSL SETUP.
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Domain Addresses

When expanded, the Domain Addresses node displays all domains currently configured on the VTC server.

X Each VTC Server has its own Domain list. When the Domain Addresses category node is selected, there is
L% | norelated information shown in the right hand side panel.

+ 48} Settings

- 0 ESE

-.{Z] DH404|

(2] DRH404XM

----- (=] ETIH4D4

-(E] ETIv404

----- (=] ZxH403

A new domain can be added to the list by right-clicking on the Domain Addresses category node and selecting Add orby
pressing the Insert key while the Domain Addresses category nodeis selected. Type the name of the domain and press Enter to
complete the node insertion.

Elv@ Damain Addreszes

-{#] CREBE1
-] DoMDOC
-{%] GCE40MEZ
-{Z] GCEADTEA
-{#] LSBBE
) [MvDOM]
_ﬁl VEACKBOX-2C Domain VENMBMNEM
4--&“31::; .. Log VT Controller messages on this Domain
min
-4 VTC Emulator (FC)
0 VTC Emulator {ISCSI) Guardian IP Port™ l:l
) VTC Asyriclog
0 WTC Script Controller Guardian IP Address(es)” @ List
+{§} Settings
—@ Domain Addresses
2] DH404
-{] DRH404xM
-{2] ETIH4D4
-{2] ETIV404
- [EEED
-[5] ZXH403
..... & FC
=+ 15CSI

L@ 192158363
=) 17217233243

Complete the domain registration by entering the appropriate information in the fields on the right-hand side panel.
To add a Guardian IP Address, right-click on the List node and select Add or press the Insert key while the List node is selected. A

new IP node will be added in the list. Enter the network address in either numeric or DNS form. Check the option Log VT
Controller messages on this Domain that allows the VTC to send information (as an .xml file) to the domain .
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Domain DHA04

Log VT Controller messages on this Domain

Guardian IP Portt™ 4562

Guardian IP Addressies)”

List
o) Add Ins - 3@1?2335

If missing or invalid information is entered, an error marker "'] will appear to theright side of the field.

o

Guardian IP Port™ ||

Hover the pointer on the error marker to get the error description.When theregistration process has been completed, Add a new
domain name or Save the modification(s).

To browse or editadomain in the List expand the Domain Addresseslist and select the targeted domain. Domain related
information will be shown in the right-hand panel.

User Conrfiguration
VBACKBOX-2C\Administrator (Administrator) 3
= VBACKBOX-2C Domain DHA041
St Servi
;MCES Log VT Controller messages on this Domain
- VTC Admin

@ VTC Emulator (FC)
48 VTC Emustor (1SCS1) Cuerden I Pos e
o VTC Asynclog
42 VTC Saript Controller Guardian IP Address(es)” 2] Lit
5.4} Settings T 172172339
= }' Scriptting
- )' VTC Admin
/% TC Emulator (FC)
% VITC Emulator (I5CS1)
' Security
—-ﬂ Domain Addresses
S
~{Z) DRHAD4XM
(2] ETIH4D4
-{Z) ETIV404
(2] ZXH403
- FC
W 15CSI

To Delete or Rename a domain, select it and right-click on it: Delete (or press the Delete key while the Domain is selected) or
Rename (or press the F2 key while the Domain is selected).

_@ Domain Addresses Guardian |P Addressies)” @ List

/(@ Delete Del =f Edit F2
—'_EI Rename F2 '-?-‘ Delete Del

.

----- [Z] ETIV4D4

(2] ZXH403

o< I15CSI

To Export/Import a Domain Addresses List right-click on the Domain Addresses node and select either Export or Import. The
Export feature allows using the Domain Addresses list on another VTC server of the same domain by extracting the (Domain

BackBox® E5.01 User Guide | 247



Addresses) list and placing it in a local file as backup.

- Export:it opens a Save dialog box with the server name as a predefined filename. You can change both the name
and the destination or keep the default values. Press Save to save your values.

- Import: to copy the list to another server, connect to the target VTC server, right-click on the Domain Addresses
node, and select Import. A dialog window opens up. Navigate to the exportedfile, press the Open button, then Save
the configuration changes.

The Stand Alone Load allows virtual tape mounting without the Domain Manager when:

® ANonstop is cold-loaded from a virtual SIT tape.
® TheDomain Manager is not operational because the catalog (Guardian files VOLUME*) is not available. A tape with a
backup of VOLUME* must first be restored.

Thefollowing restrictions apply:
® Thisisalow-level tool that requires the user to enter all configuration information.
® The Ul must be running in a VTC directly attached to the Nonstop and the tape drive used must be on that VTC.

® The volume is loaded in Read-Only mode.

® Encrypted volumes cannot be used.

The page allows stand alone volume loads. The table displayed on the page shows all connected devices listed by
Volume Label.

Elementsdisplayed in the Stand Alone Load table:

Device Serial Number: Serial number of the connected device. The names are consistent with the devices added
through VTC MC to either iSCSI or FC

Port Type:iSCSlor FC
Volume: Volume that has been loaded, if any. If the column is empty, no volume is loaded on the device.
Action: Load or Unload, depending on the device status.

To load:

1. Inthe VTCMC select the device to be loaded, either under the FC or iSCSI node, right-click the device and under
Actions, click Manual Load.



& VTC Management Console

User Configuration
BBOX2019-2\Administrator (Administrator) Save Reload

4~ VTC Emulator (FC) | BBO4FBECSS

4 VTC Emulator (ISCSI)

@ Securty

23 Domains Serial Number:  BBO4FBEC55
& FC
&} FC-82EN (Siot 2)

-3 210000108604FBEC (Channel 1)
BBO4FBECO0 - STest1
BBO4FBECOT Emuation Type: | LTO8 v
BBO4FBECO2 - $Tape01
BBO4FB6CO3
BBO4FBECO4
BBO4FBEC20
BBO4FBEC21
BBO4FB6C29

"E ail Actions  » || Manual Load ]
(@) BBO4FBED0O M

BBO4FBEDO1
BBO4FBED02
(=) BBO4FBEDO3
BBO4FBED39

Fondy Name:

=-& 1SCS!
@ 1921682041

[ VTC Management Console

BBOX2019-2\Administrator (Administrator) Save Reload Disconnect

@ Securty Al o1e2102
2D Domains
& FC
- FC-82EN (Shot 2)

Ip Address 192,168 2041
-+ 210000108604FB6C (Channel 1)

BBO4FBECO0 - $Test! Serial Number [BB192102
(=) BB0#FBSCOT Attetion; changing serial number could cause connection
@ BBO4FBECO2 - $Tape01 pmb\aﬂ with the host. Please keep the defaut value f you
are ot sure.
(&) BB04FBECO3 T
(B BB0saecos Update Name of Device Tape.
2
S prlosin T Tree
(=) BBOSFBEC21
Attention: changing target type could cause connection
o o problem with the host. Please keep the defaut value f you
{E) BBO4FBECSS - Lyra are not sure.
=-+(§ 210000108604FB6D (Channel 2)
{2 BBO4FBEDOO un o
() BBO4FBEDOT
@ seosrasD02 wmaa? [ ]
@ BBO4FBED03 If address empty, this device will be available to any
BB0SFRED initiators that query for devices to connect to
& Iscsi
= 192.168.20.41
=] s8 15210 -
(@ eerozi0l__ Actions > |[ Manual Load ]
Delete Manual Unload

HPE

2. Inthe pop-up window select the Label Type of the device you want to load. The following options are available:

Label Type: W
ANSI

IBM
Windows Data T™E

User Account: |UNLABEL

3. Connect to the Data Store with the provided credentials and specify the Fully Qualified Path:
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Stand Alone Load =
Label Type: BACKUP w
DataStore Type: Windows
‘Windowa Data Som

Fuly Quithed Fath:
[G D5 _mSaILIC_win_CoPY ]

=N

Data Storage Type: Windows Data Store is the default value and hard-coded. TSM volumes cannot be used.

®  The user account details for the selected Data Store: User Account and Password (credentials
used to access the Windows disk pool).

; Use the assigned credentials for the Data Store to avoid getting access errors.

®  The Fully Qualified Path of the Index File: name of the path containing the virtual media
index file (*.IND file).

If the path is not correct, an error message will be generated to let you know that the system cannot find
A the path specified.

4. Click the Display Volumes button to open up the table with all volumes associated with the specified index file.
Based on theirlabel, all volumesarelisted in the table, along with all comments, if any.

Stand Alone Load *

Label Type: BACKUP hl
DataStore Type: Windows
Windows Data Store
Jo——
-

Fully Qualfied Path:
|@:\DS_H501LIC_WIN_COPY

Display Volumes
Volume Label Label Type

H50102
H50103

BACKUP
BACKUP

Load Cancel
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5. Select the volume and click Load. A pop-up window will prompt the message that the tape has been successfully
loaded.

Information *

Tape loaded successfully.

Next to the device name, between brackets, the VTC MCis displaying now the name of the loaded tape.

B¢ FC
=-}® FC-82EN (Slat 2)
-+ 210000108604FBEC (Channel 1) =< IsCs|

—{E2) BBO4FBECO0 $Test1 &€ 192.168.99.41
—{c3) BBO4FBECO1 0 - Medusa (H50102)
() BBO4FBECO2 $Tapell (@) BB192001
BBO4FBECO3 (=) BB192002
() BBO4FBECO4 (=) 88192003
.-(E) BRO4FBEC20

-{=3) BBO4FBEC21

() BBO4FBEC2S

S =] BB04F BECSS Lyra (H50102
[#-#f8 210000108604FBED (Channel 2)
=< 1SCSI

To unload:

1. Click the Unload button in the Actions menu when right-clicking on the selected device, if any tape us loaded.

() BBO4FREC29 ‘
(=]} BB04FBECSS Lyra (H50101

- 210000108604FBED (Channel Adions b | Manual Load
3 ISCS| | [ Manual Unload
=& 1SCSI e e VU
=@ 192.168.99.41 ;ﬁ;nﬁgﬁmglg;ﬁ
R [=]] 88132000 - Medusa (H50107) ame oot e
; BB192001 r Actions  » | Manual Load
: BB192002 Delete | Manual Unload

BB192003 _
‘ Initiator IP 1127.0.0.1

2. 0Once the device has been unloaded, a pop-up information message will confirm that the tape was successfully
unloaded.

Information *

Tape unloaded successfully.

[ox 1]
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FC Node

AlLLVTC Fiber Channel configurations are grouped under the FC category node. Changing of any of the elements described below
requires restarting Services for the change to take effect.When expanded, the FC category node lists all target mode cards
installed on the VTCServer. When the FCcategory node is selected, no information is shown in the right-hand panel.Right-click on
the FC node to configure ATTO registry entries, to enable/disable Initiator, and to enable/disable Target mode Celerity HBA
features. These features are based on family models and they apply to all ATTO Celerity HBA filesinstalled

on the server. ATTO Celerity family models supported are FC-4, FC-16 and FC-32. Family models are shown only if one or more
Celerity HBA files are installed on the server.

+@ Domain Addresses Flash Bundle |08/03/2015

107

- |i8f Celerity Registries  » ] Disable Initiator Mode  » |. Celerity FC-8
+¢_ i—S-CSI ' |. Enable Target Mode 3

When enabled, the feature will be checked . .A diamond |Z| indicates that the feature is enabled only for part of the HBAs on
the server.

To enable or disable a feature, simply check or uncheck the feature on the model and Save the modification.
ALLATTO Celerityfeatures require aserverreboot to be enabled.

TARGET MODE CARDS LIST

When the FC category node is expanded a list of all target mode cards available on the server is dis- played. When a target mode
card nodeis selected, basic card information isdisplayed on theright hand panel. No functions are available if right-clicking on a
target mode card.

E’VTC Management Console - a x

User Configuration
TOUTATIS \Administrator (Administrator) Reload Disconnect

@ Users | Card Information

{8k Event Forwarder
8} Cesificates
{8k Settings
&% License Model
4 Scrpting Hardware Version  Lancer Fev 1
4 VTC Admin
¥ VTC Emulator (FC)
4 VTC Emulator (1SCSI) Flash Bunde  6/12/2025
W Secuy Driver Version  2.11.01
44 Domains
& FC
Bl 22 e 2
+3 1000001086054E36 (Channel 1)
(=) BBOS4EB600
(=) BBOS4ERE01
=-#§ 1000001086054E87 (Channel 2)
(=) BBOS4ES700
(=) BBOS4ER701
= ISCSI
=€ 132168.20.78
(=) BBTIS000
(=) BBTIS001
(=) BBTIS002

Firmware Version 14 4576.17

BOX.|

1. To edit devices under an FC port, right-click on the channel and select Edit Tape Devices.
- FC
5@ FC-82EN (Slot 2)

SN 210000108604FBEC (Channel L

() BBOFBECO0 STest1 (% Edit Tape Devices

2. Inthe pop-up window you can select an Emulation Type or keep the default NO CHANGE.
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Edit Tape Devices - O bt

FC Port

210000108604FB6C {Channel 1)

Fadaiion Type

NO CHANGE ™

Apply to

+-[]210000108604FBEC (Channe

. 3 The options available for Emulation Type are V0505, LT04, LTO6, LTO7 and LTO8.

3. Youcan apply it to selected devices (select only the devices you want to apply the change to) or to all devices, if
you check-mark the box next to the selected port.

Apply to
=541 210000108604FBEC (Cha A

[~]BBO4FBECO0 $Test1
[~1BBO4FBECOT
{“1BBO4FBECO2 $Tapel
[F1BB04FBECO3
[~1BBO4FBECO4
A RRNAFRA N 9

£ >

4. Click OK to confirm the changes and Save the configuration. A pop-up window will confirm that the service has
been restarted.
Infa K
o VTC Emulator (FC) service was restarted.
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CARD PORTS LIST

When the target mode card node is expanded, a list of all the available ports on the card are shown. Each node represents a
specific Fiber Channel port that can be identified by its port name. Under the FC card, all the channels associated to that specific
card are listed by identification number and number of channel between parenthesis.

Bvrc Management Console - o x

User
TOUTATIS\Administrator (Administrator)

Configuration

Reload Disconnect

Lt Users ~ | Port Name: 1000001086054E86

8% Event Forwarder

{8} Cerficates Trpe =
@ Settings Propeties

£ License e

J' Scrpting Scsi Inactivity Timeout 180

~ Special Behavior
- VTC Admin Force Legacy Tape Emulatiol False

¥ VTC Emulator (FC)
- VTC Emulator (ISCSI)
@ Securty
44 Domains
& FC
T2 FC162P (Siot 2)
”
BBOS4E600
BBOS4ESE01
=-+f§ 1000001086054E87 {Charnel 2)
BBOS4ES700
BBOS4ES701
-G 1SCS|
=4 1521682078
{&) BeTIS000
{=) seTIS001
{5 BBTIS002

Force Legacy Tape Emulation
Special flag to force the usage of 3480 under CLIM when system use
CA catalog (affect only 3480 emulation device)

Provision Vittual Devices

BOX.|

Device names are listed under the selected device. Detailed information, such as Serial Number, Friendly Name or Emulation
Type or Lun number, is displayed on the right-hand panel.

The Friendly Name is editable and the Emulation Type can be modified, based on the drop-down list displayed types.
Device Serial Number and Lun port cannot be modified.

@ Secury ~ | BBO4FBECO2

= ég Domains

(2 AAY4K

{Z]) H500UPX

{Z) H501ESS

{Z) H501ESSM

--& FC

=} FC-82EN (Slot 2)

- 210000108604FB6C (Channel 1)
{E2) BBO4FBBCO0 - STest1
{=2) BBO4FBECO1
5] ssoeroicoz -sTovt
(=) BBO4FBECO3
BBO4FB6C04
BBO4FB6C20
BBO4FBGC21
(=) BBO4FBEC29
(&) BBO4FBECSS - Lyra
=-#{§ 210000108604FB6D (Channel 2)

(=) BBO4FBEDO0

Serial Number: ~ BBO4FBECO2

LTO6 v

Friendly Name:

Emulation Type:

PORT CONFIGURATION ELEMENTS

- Port Type

To change the port type, open the Type selection box and choose one of the types.

Changing aport type automatically resets the port configuration elements to the default values as per the
newly selected type. (ex: The number of the LUN is reset, as is the device emulation).

F1LY
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Port Name: 210000108603B38C

Type: | | v |
- FC
Propeties BRIDGE
4 Common EXTERM

Scsi Inactivity Time =808
4 Special Behavior HOST
Force Legacy Tap False

Force Legacy Tape Emulation
Special flag to force the usage of 3480 under
CLIM when system use CA catalog (affect only 3...

Provision Virual Devices

FCtype is used when connected to a Nonstop system.

BRIDGE type is used when connected to a Nonstop S-Series system using SCSI via ETI-NET SCSI-to-FC bridge.
EXTERN type is used when connected to a Virtual Tape System for LTS mediamigration.

RELAY and HOST typeare reserved for BackLib usage.

- Port Properties

Port properties arerelated to the port type. A grayed-out property indicates aread-only section. When a property is selected a
message will be displayed at the bottom of the page.

Propeties

4 Common
Scsi Inactivity Timef@ k]

Scsi Inactivity Timeout
Mumber of seconds without activities before
devices under this port are considered inactive

PROVISIONING VIRTUAL DEVICES

To add or remove LUN in the port available device list use the Provision Virtual Devices button.This button launches a dialog
box that allows adding or removing LUN by checking or unchecking the LUN number.
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User Configuration
BBOX2019-2\Administrator (Administrator) : Reload Disconnect
=@l BBOX2015:2 | Port Name: 210000108604FBEC
- Services =
@ VIC Adnin Type: v
@ VTC Emulator (FC) Propeties
@ VIC Emulator 1SCSI) ||~ Common
@ VTC Asynclog E- Provision Virtual Devices - ] x
@ VTC Script Controller
2t GoreStor Mwo Owng w1 Jwn2d [Jwn32 [Qwndd [Jwnds [Jn5e
-4 Settings Mwt1 Ouws Owe1? Jwn2s Juwe3d Jwndl [Jwndd [Jlns7
%) Domains Mw?2 Ouw1 Quwed w2 Jwn¥d [Juwnd2 [Juwnso Jnse
=5-¢ FC Mw3 Ouwett Jwe1d Dwr2? Jwnds [Jwndd Juwn51 [(Jns

S FCRNGAD  Guns Ountz Fun2 Oun2t Jundk Ounss Ouns2 [June

= 0
- ":"zf;mmm;:uws Oun? An2t Awn2 Ound Cunds (wns (]l

& soosrpecn 06 Ountt Onz2 Ound Oun3 O un d6plbiugubeg ] n 62
@ seowrmecy I n? Ounts OQun2 Oundt Ounds Dund Lm63
(&) BBOSFRECO2
(&) BBO4FBECDS

BBO4FBEC20
(=) BBO4FBEC21

0K Cancel

Once you added the device click OK and Save.

The VTC Emulator (FC) service will be restarted.

Info X

o VTC Emulator (FC) service was restarted.

Click Reload to have the new added device listed under the selected Channel.

oG FC
- }3 FC-82EN (Skot 2)

-+ 210000108604FBEC (Channel 1)
BBO4FBECO0 $Test1
BBO4FBGCO1
BBO4FBECO2 $Tape01
BBO4FBECO3
BBO4FBECO4
BBO4FBEC20
BBO4FBEC21
BBO4FBEC29

| (=] BBO4FB6CSS Lyra (H50102)
G-#f8 210000108604FBED (Channel 2)

PORT LUN LIST

The port Aliasused in the BackBox Domain serves as a Root Element to regroup the configured LUN for a port. Each child node
represents a specific Virtual tape device that will be presented to the Nonstop host. Each LUN can have its own emulation type. To
change the emulation type select the device and choose the emulation type from the drop down list.

5 Available emulation can change according to the port type chosen.
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Edit Tape Devices

FC Port

210000108604FB6C (Channel 1)

Emulation Type

LTO7 v

Apply to
[1BBO4FBECO3 A
[]BBO4FBECO4
[1BBO4FB6C20
[CIBBO4FBEC21

BBO4FB6C29

BBO4FBECSS - Lyra o

< >

Save the configuration change to apply the emulation type change.

Emulation Type

LTO7

NO CHANGE
V0505

LTO4

LTO6

LTO8

The emulation tape will be listed as changed to the new type.

© Securty
= :g Domains
{2 AAY4K
() H500UPX
{Z) H501ESS
{Z) H501ESSM
=& FC
=} FC-82EN (Slot 2)

-+ 210000108604FBEC (Channel 1)
BBO4FBECOD - STest1
(=) BBO4FBECO1
{e2) BBO4FB6CO2 - $Tape01
(=) BBO4FBECO3
(=) BBO4FB6CO4
(=) BBO4FBEC20
(=) BBO4FBEC21
(3] BBO4FBEC29

BE] s804rB6C55 - Lyra

=--#f4 210000108604FB6D (Channel 2)

iSCSI Node

ALLVTCiSCSI configurations are grouped under the iSCSI category node. Changing of any of the elements described below requires

BB04FB6CS55

Serial Number: ~ BBO4FB6CS55

Friendly Name: l Lyra

]

Lun: 55

restarting Services for the change to take effect.

When expanded, the iSCSI category node lists all target IP addresses installed on the VTCServer. When the iSCSI category node is

selected, no information is shown in the right-hand panel.

Installing iSCSI

Configuration of the iSCSI is done through the VTC Management Console. The VTCMC displays the avail- able NIC cards as nodes
(node name is IP address of the NIC). Under each node you can add up to 12 iSCSI devices. These devices must beadded to the
interface that reaches the virtual Nonstop publicLAN address. Limitation on the number of devices is done by the license in the
Domain Manager. Open the VTC Management Console and follow the procedure to add the iSCSI devices:

1. Right-click on the iSCSI node in the VTC Management Console and click Add to display the iSCSI device creation

box.
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User
BBOX2013-2\Administrator (Administrator)

{Z) HS01ESS "
{Z) H501ESSM
SR
=} FC-82EN (Slot 2)

=+ 210000108604FBEC (Channel 1)
{E) BBO4FBECO0 - STest1
(=) BBO4FBECO1
{E) BB04FBECO2 - $Tape01
(=) BBO4FBECO3
(=) BBO4FBECO4
(=) BBO4FBEC20
(=) BBO4FBEC21
(=) BBO4FBEC29
{c) BBO4FBECSS - Lyra Port

=+ 210000108604FB6D (Channel 2)
(=) BBO4FBED0O
(=) BBO4FBEDO1
(=) BBO4FBEDO2

Add iSCSI Targets X

192.168.99.41 (UP) v
192.168.99.41 (UP]

172.0.0.2 (UP)
(=) BBO4FBEDO3
(=) BBO4FBED39 Target Type
=-& [B V0505 v
= a 1 Add
d[E@ Delete All Targets
{@) 88192103 L oy

2. Inthe pop-up window, first select a NIC address to be used for the Storage CLIM connection and choose the number
of targets (up to maximum 12 devices per port) to be added with tape emulation type. If you have a limited
number of targets licensed, you can either add them to the same storage CLIM or spread them across all ports.
Click ok.

3. If you have multiple ports dedicated to different CLIM connection, the Add iSCSI Targets procedure needs to be
redone for each port.

4, Oncethe targetsare added, they will be shown under each IP address.

Bvic Management Consale - o X

User Configuration
TOUTATIS \Administrator (Administrator) Reload Disconnect

2t Users ~ | 1SCSI
{8 Event Forwarder
8} Certficates
{6 Settings vEthemet (Comorate Switch)
LY License
4 Scripting
4 VTC Admin Status  |Up
4 VTC Emulator (FC) MAC
4% VTC Emulator ISCS1)
@ Secuty
#1- 4 Domains
5 FC
=-¥@ FC-162P (Siot 2)
-3 1000001086054E86 (Channel 1)
{E) BBO54E8E00
{z) BB054E8601
=+ 1000001086054E87 (Channel 2)
{2 8B054E8700
(=) BBOS4EETY
- ¢ 15Cs|
" o [EEER
{) 8BTIS000
{®) sBTIS001
(=) BBTISO02

5. Select, one by one the targets and define its connection parameters. Changing the Serial Number and/or the target
Type could cause connection errors.

Hyper-V Virtual Ethemet Adapter 3

Speed
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Dyrc Management Console - [m] ®

User Configuration
TOUTATIS \Administrator (Administrator) Reload Disconnect

Bt Users Al  ATISO00
{8F Event Forwarder
{8} Cenficates
¢ Settings Ip Address
4% License
&~ Serping Serial Number [BBTIS000
4% VTC Admin Aitert anging ; ’
A~ VTC Emulater (FC) potios Ml e Bit e Lep e daat v &
& VIC Emuator 1SCS1) FlendyName [ |
@ Securiy )
#-§J) Domains
& e
B FC-162P (Sket 2)
+} 1000001086054EB6 (Channel 1)
(=) BBOS4ES600
(=) BBOS2EB6D1 Lun
=-#3 1000001086054E87 (Channel 2)
(=) BBOS4EE700
(=) BBOS4EET0T
=G 1SCSI
= 1921682078
E]eorisieo

(=) BBTIS001
BETIS002 .

Emulation Type |V0505 v

Initiator IP [127.0.0.1

BOX.

a. Serial Number is the target identifier and shouldn’t be modified, as the connection is securely
established with the host based on the serial number.

b. Friendly Name is the name that helps with identifying the device
C. Emulation Type is the emulation tape type to be used for the target (V0505, LT0O4, LTO6 to LT08).

d. Lun is assigned by default and cannot be changed, asit’s used to provision virtual devices.

e. Initiator IP links the selected target to a specific CLIM. Once linked, the iSCSI device will only answer to the
discovery command from that specific storage CLIM. By default, new added device is assigned with a
dummy value of 127.0.0.1 that must be changed with the CLIM storage IP address of the target device to
be to connected to. The new added device IP address can be left blank to answer to any CLIM storage.

If not updated and left with the default value (127.0.0.1), the target device will not answer to any CLIM
storage when attempting to adding iSCSI tape target devices by using the CLIMCMD

- - addi scsi t ape.

If updated to blank, the target device will answer to any CLIM storage when attempting to adding iSCSI
tape target devices by using the CLIMCMD

- - addi scsi t ape.

If updated to a specific CLIM address IP, the target device will only answer to that specific CLIM storage
when attempting to adding iSCSI tape target devices by using the CLIMCMD

- - addi scsi t ape.

To edit all targets right-click on the target and select Edit All Target, change Target Type and/or Initiator IP and apply the
changes to the selected devices.

- 15CSI
SR v 192.168.20.4]
(=) BB19210 [0 Add
(=) BB19210 [Z3 Delete All Targets
[ edit Al Targets
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Edit All Targets X

Port

192.168.20.41 (UP)

Target Type

LTO8 v

Initiator |P

NO CHANGE

If address empty, this device
will be available to any initiators
that query for devices to
connect to

Apply to

=-192.168.20.41
-[ABB192102
..[718B192103

Ok Cancel

6. To deletean existing target, right-click on the selected targetand Delete.

=& ISCS
=€) 192.168.20.41
BB192100 - Dove
Actions  »
| Delete

4

If all targets under a port are deleted, the port itself will be deleted along with the associated targets.

@--+3 210000108604FB6D (Channel 2)
& Iscsl

SR %2 1682 [0 Add
(=) BB192
i EA Delete All Targets
(1) BB192
[ Edit Al Targets

Once the targets are deleted, save the changes by clicking the Save button under Configuration tab. The VTC Emulator (iSCSI)

h_i service will be restarted and the target deletion will loaded into the system.

Info X

0 VTC Emulator (ISCSI) service was restarted.
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7. Oncethetargetsareadded, they will be shown under the IP address with their respective IDs/- names.

Devices are identified in the target list by the prefix identifier BB followed by the target specific ID.

- ISCS

SR ] 192 168.20.41
(=] 88152100 -Dove |
[ BB192102
(=) BB192103

If the device has been manually added in the BackBox Ul on the VT Controller page, refresh the Ul page to|
— make sure the device is properly displayed in the Virtual Devices list.

When the Nonstop scans and adds the devices, each device ID is displayed with the IQN identifier.

SETINET QCTEST 2> climcmd sclim000 lunmgr —-—addiscsitape 192.168.20.78

192.168.20.78:3260,-1 ign.2000-0l1l.com.etinetibbtisl00
192.168.20.78:3260, -1 iqn.ZOOG—Dllccm.etinEt bbtisl0l
8. Save the configuration or Cancel it.

I /TC Management Console s O *

User Corfiguration
GENBSRVI4 \Administrator (Administrator) Reload Disconnect

Once you have completed your change, Save the configuration.

) Once all the changes have been done, save the changes by clicking the Save button under Configuration tab. The VTC Emulator
F 1Y (iSCSI) service will be restarted and the changes will loaded into the system.

Info X

0 VTC Emulator (ISCSI) service was restarted.




APPENDIX - SSL SETUP

TRUST ROOT CERTIFICATION

Thewaytoadd certificatesinto the Trust Root Certification Authorities Storeis as follow:

1. RunMMCin command line.

2. 0n the menu, click file Add/Remove snap-in > select "certificates" in "Available snap-in" list >Add > choose
"Computer Account" > Next and finish. You will then see certificates console.

3. In certificates console, click Trust Root Certification Authorities and add CA certificates (or the server
certificate if self-signed).

L If you have two (2) CA certificates, one as the root certificate and the other one as intermediate certificate,
they need to be merged into one single CA certificate.

Note that CA and Certificate file must be PEM format.

For more details on how to add CA or Certificate File to the Trust Root Certification Authorities Store refer to documentation
of the 0S you are using.

Perform the following steps only if the User Interface is installed on a workstation.

Toinstall the CA Certificatein the operating system, follow the steps described below:

1. OntheBackBox Ul menu > Preference > Internet Options.

Preference
\3.3 Session

] @ Internet Options

2. In the pop-up window click on the Content tab and then choose Certificates in the appropriate section.

&% Internet Properties [4 X

General Security Privacy Content  Connections  Programs  Advanced

Certificates

Use certificates for encrypted connections and identification.

Clear 5L state Certificates Publishers

AutoComplete -

5_:2 AutoComplete stores previous entries Settings
= on webpages and suggests matches
for you,

Feeds and Web Slices

L

—"| Feeds and Web Slices provide updated Settings
content from websites that can be

read in Internet Explorer and other

programs.

oK Cancel Apply

3. IntheCertificateswindow select Trusted Root Certification Authority andImport.



€Y Certificates X
Intended purpose: <all= ~
Intermediate Certification Authorities  Trusted Root Certification Authorities  Trusted Publ * | ¥
Issued To Issued By Expiratio...  Friendly Name ol
[SladdTrustExternal ... AddTrust External CA...  5/30/2020  The USERTrust ...
;"_E]Ealtimore CyberTru... Baltimore CyberTrust... 5/12/2025  DigiCert Baltimor...
[Zlcertum ca Certum CA 6/11/2027  Certum
[Slcertum Trusted Ne...  Certum Trusted Netw...  12/31/2029  Certum Trusted ...
[5]class 3 Public Prima... Class 3 Public Primary ...  8/1/2028 Verisign Class 3 ...
EECOMODO RSA Cert... COMODO RSA Certific... 1/18/2038 COMODO SECL...
Eé]Copyright (c) 1997 ... Copyright (c) 1997 Mi...  12/30/1999 Microsoft Timest...
[ZlDigiCert Assured ID... DigiCert Assured IDR... 11/8/2031  DigiCert
Eé]DigiCert Global Roo... DigiCert Global Root CA  11/9/2031  DigiCert v
Export... Remove Advanced
Certificate intended purposes
View
Close
*

% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dlick Next.

Cancel

4. Specify thefileto beimported. Browseit or simply pasted in the File name field. Click Next.
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& £* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

| | Browse...

MNote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7B)

Microsoft Serialized Certificate Store (\55T)

Cancel

1 The certificates and the key files provided by ETI- NET can be found in C:\Pro-gramData\ETINET\VTC\Cert.
25

5. Select a certificate store. Keep the default settings. Click Next.

& &¥ Cerificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(@ Place all certificates in the following starei

Certificate store:
| Trusted Root Certification Authorities Browse...

Cancel

6. To complete the importing process, click Finish. Verify if you selected the right path, certificate type, and content before
exiting the Wizard.
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€ &¢ Certificate Import Wizard

‘You have specified the following settings:

The certificate will be imported after you dick Finish.

Completing the Certificate Import Wizard

Content

Certificate
File Name

\etifpsD1.

Lo it e R S LGRS Trusted Root Certification Autharities

Finizh Cancel

CERTIFICATE STORE

Customers using their own security certificates have to store these certificates in a special local folder after they have been
issued by a certification authority. In order to copy certificate trust lists and certificate revocation lists they need to be saved in a
certificate store, along with identity confirmation used to protect data and establish secure network connections.

X Self-signed certificates distributed with the BackBox application are for test purposes only. For details, see VTC
a5 Management Console section in the User Guide.

To import your own certificates use the Microsoft Management Console (mmc)

1. Right click on Windows icon, click on Run item, input mmc in the Open field and click OK.
Run *
—= Type the name of a program, folder, document, or Internet
—_ resource, and Windows will open it for you.
Open: | m

e

E; This task will be created with administrative privileges,

Browse...

2. After the new Management Console pops up, click on File menu and click Add/Remove Snap-in item.
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[& Consolel - [Console Root] X
@ File Action View Favorites Window Help -8 x
* New Ctr+N
=  Open. Ctieo o
Save Ctrl+s
S There are no items to show in this view. ConsolcRoot, )
More Actians b
Add/Remove Snap-in... ctrisM
Options..

1 CAUsers\..\Consolel
2 CAWindows\system32\eventvwr
3 CAWindows\System32\virtmgmt
4 CAWindows\system32\compmgmt

Exit

Enables you to add snap-ins to of remove them from the snap-in console.

3. Choose Certificates item and click the Add button.

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Add or Remove Snap-ins X

Available snap-ins:

Selected snap-ins:

SnapHn vendor [ Consale Root Edit Extensions. ..
=] ActiveX Control Microsoft Cor... T
uthorization Manager Microsoft Cor...
rtificates Microsoft Cor...
. Component Services  Microsoft Cor... Move Up
;E'Compuher Managem... Microsoft Cor...
HDevice Manager Microsoft Cor... I Add > Move Down
i Disk Management Microsoft and... —
@ Event Viewer Microsoft Cor...
I Folder Microsoft Cor...
_EJ Group Policy Object ... Microsoft Cor...
Hyper-V Manager Microsoft Cor...
.g IP Security Monitor Microsoft Cor...
.g IP Security Policy M...  Microsoft Cor... Advanced...
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

| Cancel

4. Choose Computer account and click Next.

Certificates snap-in

() My user account

(") Service account

{®) Computer account

This snap-in will always manage certificates for:

< Back

MNext =

Cancel

BackBox® E5.01 User Guide | 266



5. Keep Local computer radio box selected and click the Finish button.

Select Computer

Select the computer you want this snap-n to manage.
This snap-n will always manage:

(®) Local computer: {the computer this console is running on)

(") Another computer: Browse..

[] Mlow the selected computer to be changed when launching from the command line. This
only applies f you save the console.

< Back Cancel

6. ClickOKintheAdd or Remove Snap-ins dialog.

Add or Remove Snap-ins

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendor ~ [ ] Eonsole Root Edit Extensions...
' ActiveX Control Microsoft Cor... @Certiﬁcahes (Local Computer) Bemane
Authorization Manager Microsoft Cor...
I:;}‘ Certificates Microsoft Cor...
. Component Services  Microsoft Cor... Move Up
&'Compuher Managem... Microsoft Cor...
HDevice Manager Microsoft Cor... v MO DG
e Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
_EJ' Group Policy Object ... Microsoft Cor...
meer—\-‘ Manager Microsoft Cor...
.g IP Security Monitor Microsoft Cor...
.g IP Security Policy M... Microsoft Cor... o Advanced...
Description:
The Folder snap-in adds a folder node to the tree. This can be used to organize your snap-in console.

G

7. Expand Certificates (Local Computer) treenode.
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[& Console! - [Console Root]
@ File Action View Favorites Window Help

CC=EN)

| Console Root Name i tons

~ [ Certificates (Local Computer)
[ Personal

[ Trusted Root Certification Authorities More Actions
(7] Enterprise Trust

[ Intermediate Certification Authorities

(] Trusted Publishers

(] Untrusted Certificates

| Third-Party Root Certification Authorities
[ Trusted People

[ Client Authentication lssuers

[ Preview Build Roots

(| Remote Desktop

(] Certificate Enrollment Requests

(] Smart Card Trusted Roots

(] Trusted Devices

(¥ Certificates (Local Computer) Console Root

(] Web Hosting
‘Windows Live D Token lssuer
(] WindowsServerlpdateServices

8. Right click on Personal item, chose All tasks and click Import item.

[& Console! - [Console Root\Certificates (Local Computer)\Perscnal]
@ File Action View Favorites Window Help
e amoleE H

1 Console Root Object Type Actices)

~ [ Certificates (Local Computer)
o — There are no items to showin this view. Bozond)

Find Certificates... More Actions

Al Tasks > Find Certificates...

= View > Request New Certficate...

[ NewWindow from Here Impor

~  New Taskpad View.. Advanced Operations >

Refresh
Export List...

T Hep
() smart Cara rustea roots

[ Trusted Devices

(1 Web Hosting

] Windows Live ID Token Issuer
5 (71 WindowsServerUpdateServices

Contains actions that can be performed on the item.

9. ClickNext to start theimport.
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= Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.

10. Click Browse to look for the file to import.

€ £ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

| | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (,PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7B)

Microsoft Serialized Certificate Store {L55T)

Cancel

11. Select All Files(*.*) in file type drop down list, then select VTC.
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E Open

X
™ ; » ThisPC » Downloads v O Search Downloads 2
Organize « New folder - m @
A
A MName Date modified Type Size
# Quick access
B oty # 25 ChromeSetup 4/3/202312:50PM  Application 1,394 KB
[ nskert File 2KB
¥ Downlosds 15 SetupBBWind 4/21/20235:19PM  Windows Installer... 31,816 KB
[£ Pocuments [Fvrc 4/17/20239:22PM  Personal Informati... 3KB
[E] Pictures [l windows10.0-kb4103723-x64 2adf2ea?d0... 1/23/2023 1136 AM  Microsoft Update .. 1,303,471 KB
BBOX [l windows10.0-kb5022289-x64 79d8b59¢2...  1/23/2023 11:29 AM  Microsoft Update .. 1,588,638 KB
Config
Log
[ This PC
[ Desktop
[£ Documents
(Lo S %
File name: [VTC <] [AiFiles () |
| e
12. Click Next.
x

€ ¢ Certificate Import Wizard

File to Import
Specify the file you want to impaort.

File name:

C:\Wsers\Administrator \DownloadsWTC.p12

| | Browse...

Microsoft Serialized Certificate Store (,55T)

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)

Cancel

13. Input the password of private key and click Next.
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& b# Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.,

Type the password for the private key.

Password:

[ Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[Imark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Include all extended properties.

Cancel

14. Choose Place all certificates in the following store and click Next.

X

& &% Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

| Personal Browse...

15. Once you complete the import, the Import wizard will prompt the The import was successful message.
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<# Certificate Import Wizard

‘ou have specified the Follo

Content
File Name

The certificate will be imported after you click Finish,

wing settings:

Completing the Certificate Import Wizard

Certificate

CriUserst AdministratoriDocumentsi W TCCRT . crk

Trusked Rook Certification Authorities

Cancel

& Certificate Import Wizard

o The import was successful,

16. The VTC certificate can

be located under Certificates (Local Computer) > Personal > Certificates folder.

Consolel - [Console Root\Certificates (Local Compi
@ File Acion View Window  Help

+s|a@blc= HE

Favorites

uter)\Personal\ Certificates]

o

x

& x

| ConsoleRoot
v () Certificates (Local Computer)
v [ Personal
| Certificates
| Trusted Roct Certification Authorities
| Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers
| Untrusted Certificates
| Third-Party Roat Certification Authorities
| Trusted People
| Client Authentication Issuers
| Preview Build Roots
| Remote Desktop
| Certificate Enrollment Requests
) Smart Card Trusted Roots
) Trusted Devices
| Web Hosting
| Windows Live 1D Token Issuer
| WindowsServerlUpdateServices

Issued To
Fvic

Issued By
vTC

Expiration Date
4/14/2033

Intended Purposes
<All>

Friendly Name

<None>

Status.

Certi | Actions
Certificates

More Actions.

Personal store contains 1 certificate.

17. Repeat steps 8 to 16 to import VTC certificate to Trusted Root Certification Authorities > Certificates
sure Stand Alone Load works properly. Skip this step if the certificate is not self-signed.

Console1 - [Console Root\Certificates (Local Computer\Trusted Root Certification Authorities\ Certificates] o X
@ File Action View Favorites Window Help e
= | 2@ 0|6:| B

T Console Root Issued To Issued By Expiration Date  Intended Purposes  Frienclly Name Status  C 7 || Actions
v G Certifcates (Local Computer) 5IDigiCert High Assurance Y Ro.. DigiCert High Assurance EY Root...  11/9/2031 <All> <Nene» Certficates -
e D“[“::“ﬁmﬂ 5 IDigiCert High Assurance EV Ro... DigiCert High Assurance EV Root .. 11/9/2031 Client Authenticati.. DigiCert Wore Actions Y
. . [ IDigiCert Trusted Root G4 DigiCert Trusted Root G4 1/15/2038 Client Authenticati... DigiCert Trusted Ro.
~ [ Trusted Root Certification Authorities
Contifiontes E51DST Root CA X3 DST Root CAX3 9/30/2021 Client Authenticati.. ~ DST Root CA X3 vic -
5 E:‘E’pmmst [55letinet-ADDCO1-CA etinet-ADDCO1-CA T/4/2017 <All> <None> c More Actions »
| Intermediate Certification Authorities Siletinetcert etinetcert 172172006 <All- <None~
| Trusted Publishers Egletinet-LYNCSVR-CA etinet-LYNCSVR-CA 7/8/2054 <All> <None>
| Untrusted Certificates C5letinet-VMDC-CA-1 etinet-VMDC-CA-1 6/8/2020 <All> <Nene> c
| Thire-Party Roct Certfication Authorities || EalGlobalSign GlobalSign 3/18/2029 Client Authenticati... ~ GlobalSign Root CA.
= Trusted People [IGlobalSign Root CA. GlobalSign Root CA 1/28/2028 Client Authenticati.. GlobalSign Root CA.
| Client Authentication Issuers ESISRG Roat X1 1576 Raot X1 6/4/2035 Client Authenticati.. 1SRG Root X1
| Preview Build Roots 5lMicrosoft Authenticode(tm) Ro... Microsoft Authenticode(tm) Root... 12/31/1999 Secure Email, Code... Microsoft Authenti...
| Local NonRemovable Certficates ExlMicrosoft Forefront TMG HTTP... Micrasoft Forefront TMG HTTPS L., 12/31/2048 Private Key Archival.. <None>
| MSlEHistorylournal ExlMicrosoft Root Authority Microsoft Root Authority 12/31/2020 <All> Microsoft Root Aut,
| Remote Desktop ExlMicrosoft Root Certficate Auth... Microsoft Root Certficate Authori... 5/9/2021 Al Microsoft Root Cert
| Certificate Enrollment Requests E5IMicrosoft Root Certificate Auth... Microsoft Reot Certificate Authori... 6/23/2035 <Al Microsoft Root Cert
] Shielded VM Local Cerificates 5IMicrosoft Root Certificate Auth... Microsoft Root Certificate Authori... 3/22/2036 <All> Microsoft Root Cert
- Smart Card Trusted Roots E5]Microsoft RSA Root Certficate .. Microsoft RSA Root Certificate Au..,  7/18/2042 Client Authenticati..  Microsoft RSA Root..
7 Trusted Devices [55INO LIABILITY ACCEPTED, ()97 ... NO LIABILITY ACCEPTED, ()97 Ve... 1/7/2004 Time Stamping VeriSign Time Stam.
- af:d::;‘g‘i F— SINONSTOP NONSTOP 1272072026 <All> <None>
= EINsK NSK 41472033 <All> <None>
| WindowsServerUpdateServices
AQJSIEFHEH Class 2 Certification A... Starfield Class 2 Certification Auth... 6/ 024 Client Authenticati Starfield Class 2 Cer..
E5JSymantec Enterprise Mobile Ro... Symantec Enterprise Mobile Root .. 3/14/2032 Code Signing <Nonex
5] Thawte Timestamping CA Thawte Timestamping CA 1273172020 Time Stamping Thawte Timestamp.
23l Toutotis.etinet local Toutatis.etinet.local 6/24/3022 Server Authenticati..  <None>
ﬂuiERTrust RSA Certification Aut... USERTrust RSA Certification Auth. 1/18/2038 Client Authenticati Sectigo
CLJUTN-USERFirst-Object UTN-USERFirst-Object 71912019 Encrypting File Syst..  Sectigo (UTN Object)
E5VeriSign Class 3 Public Primary .. VeriSign Class 3 Public Primery Ce... 7/16/2036 Client Authenticati... VeriSign
[ IVeriSign Universal Root Certific... VeriSign Universal Root Certificati...  12/1/2037 Client Authenticati... VeriSign Universal R...
EIVMDC YMDC 4/7/2026 <All <Nonex c
Egvic vTC 4/14/2033 <All> <None>
v
< >

Trusted Root Certification Authorities store contains 43 certificates.

18. Repeat steps 8 to 16 to import NSK certificate to Trusted Root Certification Authorities > Certificates folder. Select
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folder. Make



nskcrt

Certification Authorities

> Certificates

in step 11. The NSK certificate can be

folder.

found u

nder Certificates (Local

Computer)

F Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates] = a X
File Action View Favorites Window Help 8 x
e nm 0 = Hm
=1 Console Root lesued To Issued By Eqpiration Date _ Intended Purposes _ Friendly Name Status | C | [ Actions
v C\E"p‘"“‘“ I[Lm‘ Computer) [5JAAA Certificate Services ARA Certficate Services 1273172008 Client Authenticati.  Sectigo (AAA) i =
v [ Persons
raf T [SIAddTrust Bxtemal CA Root AddTrust Eternal CA Root 543072020 Client Authenticati..  Sectigo (AddTrust) s %
E = [5lBaltimore CyberTrust Root Baltimore CyberTrust Root s/12/2005 Client Authenticati..  DigiCert Baltimore .
M v [ Trusted Root Certification Authorities
by g 551Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio.. 8/1/2028 Client Authenticati..  VeriSign Class 3 Pu
PR i 5 410D0 RSA Certfication Au.. COMODO RSA Certfication Auth..  1/18/2038 Client Authenticati..  Sectigo (formerly C
— yright (c) 1997 Microsoft C... Copyright (c) 1997 Microsoft Corp.  12/30/1999 Time Stamping Microsoft Timesta,
= Twstedpul VW ? CertAssured IDRootCA  DigiCert Assured ID Root CA 11/9/2031 Client Authenticsti..  DigiCert
| Untrusted ¢ New Window from Here Cert Global Root CA DigiCert Global Root CA 115972031 Client Authenticati... DigiCert
> [ Third-Party Mo Fett Cert Global Root G2 DigiCert Global Roct G2 1415/2038 Client Authenticati... ~ DigiCert Global Reo.
Trusted Pec =R e e Cert High Assurance EV Ro... DigiCert High Assurance EV Root...  11/6/2031 Client Authenticati... ~ DigiCert
] Client Autk Refresh Cert Trusted Root G4 DigiCert Trusted Root G4 1415/2038 Client Authenticati... DigiCert Trusted Ro.
1 Preview By Bpartint) Root CAX3 DST Root CA X3 9/30/2021 Client Authenticati... DST Root CAX3
> [ Remote De &t-ADDCO1-CA etinet-ADDCO1-CA /4720017 <All> <None> C
| Certificate Sep etcert etinetcert /2172016 <All> <None>
] Smart Card Trusted Roots iletinet-LYNCSVR-CA tinet-LYNCSVR-CA 74872054 <All> <None>
| Trusted Devices [ letinet-VMDC-CA-1 etinet-VMDC-CA-1 6/8/2020 <All> <None> [«
> [ Web Hosting [SGlobalSign GlobalSign 311872029 Client Authenticati..  GlobalSign Root CA...
Ml Wsiclows [rve IIVTokeds fostier 5JGlobalSign Root CA GlobalSign Root CA 1/28/2028 Client Authenticati..  GlobalSign Root CA...
[ WindowsServerlipdateServices [51ISRG Root X1 1SRG Root X1 6/4/2035 Client Authenticati.. 1SRG Root X1
Microsoft Ro.. Micresoft Root.. 12/31/19%9 Secure Email, Code .. Microsoft Authenti,
[E5IMicrosoft Forefront TMG HTTP... Microsoft Forefront TMG HTTPS | 12/21/2048 Private Key Archival <None>
[ Microsoft Rect Authority Microsoft Reot Authority 123172020 <Al Microsoft Root Aut.
[5]Microsoft Root Certificate Auth... Microsoft Root Certificate Authori... 5/9/2021 <All> Microsoft Root Cert.
[Eg]Microsoft Root Certificate Auth... Microsoft Root Certificate Authori 6/23/2035 <All> Microsoft Root Cert.
E;M\Lmsnﬂ Root Certificate Auth... Microsoft Root Certificate Authori... 3/22/2036 <All> Microsoft Root Cert.
L_'QJNO LIABILITY ACCEPTED, ()97 ... NO LIABILITY ACCEPTED, (c)97 Ve... 1/7/2004 Time Stamping VeriSign Time Stam.
L?“JNONSTOP NONSTOP 12/20/2026 <All> <None>
[5)Starfield Class 2 Certification A... ~ Starfield Class 2 Certification Auth... 6/29/2034 Client Authenticati...  Starfield Class 2 Cer...
[55JSymantec Enterprise Mobile Ro... Symantec Enterprise Mobile Root ... 3/14/2032 Code Signing <None>
lThawte Timestamping CA Thowte Timestamping CA 1243172020 Time Stamping Thaute Timestamp.
local tais.ctinet.| 6/2473022 Server Authenticati.,  <None»
T 1T IGERE et i et TN ICEREirek Nbiact /01700 Erceombing Fila Gt Cartinn TR Akic -t &
< >
Trusted Root Certfication Authorities store contains 35 certificates.
& Open
Nk ; s ThisPC » Downloads v & Search Downloads y-a
Organize « Mew folder ~ [N 9
-
o o : :
Log MName Date modified ype Size
- B 2.50 T g4 K|
[ This PC i ChromeSetup 31259 PM Application 1,384 KB
nskert File 2 KB
[ Desktop L
. < =
= 5 setupBBWin64 ndows Installer 31,816 KB
Documents
=] 4
VTC Personal Infarmati... 3KB
* Downloads i i e
windows10.0-kb4103723-x64_JadfZealdl. 11 Microsoft Update .. 1,303,471 KB
Jﬁ Music 2 T i d sl ]
windows10.0-kb3022289-x64_79d8b5%c2...  1/23/2023 11:29 AM  Microsoft Update ... 1,588,658 KB
=] Pictures
m Videos
e Local Disk (C:)
- data (D)
= SD_CARD (E)
¥ MNetwork v < >
File name: | nskert All Files (%) e
Open Cancel
Console1 - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates] - o X
File Action View Favorites Window Help & %
e @ 4 XEEHE
I ConsoleRoat Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  C~ || Actions
v & CE"D"““E‘ ‘(L“”‘ Computer) 5] Copyright (c) 1997 Microsoft C.. Copyright () 1987 Microsoft Corp.  12/30/1999 Time Stamping Microsoft Timesta.. e -
e SIDigiCert Assured IDRoot CA DigiCert Assured ID Root CA 11/9/2031 Client Authenticati.. ~DigiCert [T =
= DigiCert Global Root CA DigiCert Global Root CA /972031 Client Authenticati..  DigiCert
v [ Trusted Root Certification Authorities
e DigiCert Global Root G2 DigiCert Global Root G2 1/15/2038 Client Authenticati..  DigiCert Global Roo... NSk -
il Erterprie i C5DigiCert High Assurance EV Ro... DigiCert High Assurance EV Root .. 11/9/2031 Client Authenticati..  DigiCert More Actions »
3 Intermediats Cerefieation Authorities [IDigiCert Trusted Root G4 DigiCert Trusted Root G4 1/15/2038 Client Authenticati... ~DigiCert Trusted Ro.
£ Trusted Publishers [IDST Root CA X3 DST Root CA X3 9/30/2021 Client Authenticati... DST Root CAX3
£ Untrusted Certficates [Sletinet-ADDCO1-CA etinet-ADDCOT-CA. /472017 <All> <None> q
| Third-Party Root Certification Authorities || aletinetcert etinetcert 1/21/2018 <All> <None>
[ Trusted People 55l etinet-LYNCSVR-CA etinet-LVNCSVR-CA 7/8/2054 Al <Nonex
| Client Authentication Issuers [letinet-VMDC-CA-1 etinet-VMDC-CA-1 6/8/2020 <All> <None> C
" Preview Build Roots SGIobalsign GlobalSign 3/18/2029 Client Authenticati... ~GlobalSign Root CA.
| Remote Desktop [55IGlobalSign Reot CA GlobalSign Reot CA 1/28/2028 Client Authenticati... ~GlobalSign Root CA.
| Certificate Enroliment Requests [S1ISRG Root X1 ISRG Root X1 6/4/2035 Client Authenticati ISRG Root X1
() Smart Card Trusted Roots GlMicrosoft Ro... Mi Root... 12/31/1999 Secure Email, Code ...  Microsoft Authenti.
[ Trusted Devices Microsoft Forefront TMG HTTP... Microsoft Forefront TMG HTTPS | 12/31/2048 Private Key Archival... <None>
| Web Hasting IMicrosoft Root Authority Microsoft Root Authority 12/31/2020 <Al Microsoft Root Aut.
@ Windows Live ID Token lssuer SMicrosoft Root Certificate Auth... Microsoft Root Certificate Authori... 5/9/2021 <Al Microsoft Root Cert.
M WindowsServeUpdatetenices 55 Microsoft Root Certficate Auth... Microsoft Root Certificate Authori... 6/23/2035 <Al Microsoft Root Cert.
Microsoft Root Certificate Auth... Microsoft Root Certificate Authori... 3/22/2036 <All> Microsoft Root Cert.
[SINO LIABILITY ACCEPTED, ()97 ... NO LIABILITY ACCEPTED, ()97 V... 1/7/2004 Time Stamping VeriSign Time Stam..
mNONSTOP NONSTOP 12/20/2026 <All> <None>

[l starfield Class 2 Certification A...
[lsymantec Enterprise Mobile Ro...
I Thawte Timestamping CA

] Toutati etinet ocal

Starfield Class 2 Certification Auth..
Symantec Enterprise Mobile Root
Thawte Timestamping CA
Toutatis.etinetlocal

I UTN-USERFirst-Object
[5lVeriSign Class 3 Public Primary ...
[SlVeriSign Universal Root Certific.
Elvmpc

<

UTN-USERFirst-Object

VeriSign Class 3 Public Primary Ce.
VeriSign Universal Root Certficat
vMDC

6/20/2034
3/14/2032
12/31/2020
6/24/3022
7/9/2018
7/16/2036
12/1/2037
4/7/2026

Client Authenticati
Code Signing

Time Stamping
Server Authenticati..
Encrypting File Syst.
Client Authenticati
Client Authenticati
<All>

Starfield Class 2 Cer..
<Nonex

Thaute Timestamp.

<Nonex

Sectigo (UTN Object)

Verisign

VeriSign Universal R...

<None> [«

Trusted Root Certification Authorities store contains 36 cs

ertificates.

> Trusted Root

19. Certificate Information has been correctly added to the VTC MC and selected accordingly under Settings > Security.
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CERTIFICATES UPGRADE ON NONSTOP

Certificatesare part of the upgrade procedure, therefore they need to be up to date.
In order to have the certificates updated to be at the latest version, retrieve the new certificates from the BB5.01 package using
the following TACL command:

UNPAK BBE501, ($*.*.NSKDER, $*.*. VTCCRT, $*. *. NSKCRT), VOL <DQVAI N SUBVOLUVE>, LI STALL,
MYl D, OPEN, AUDI TED

EXAMPLE:

$DATAL15 NGE412 18> UNPAK BPAKTMPH. BBE501

$*. *. NSKDER, $*. *. VTCCRT, $*. *. NSKCRT) ,

VOL $DATAL15. NGE412, LI STALL, WYl D, OPEN, AUDI TED

UNPAK - File deconpression program - T1255H01 - (2025-02-15)

Archive version: 1

File Mode RESTORE Program - T9074HO01 (190CT2022) (AGX)

(O Copyright 2015 Hewl ett Packard Enterprise Devel opment LP Drives: (\ETIN UM $Y43P)
System \ETINI UM Qperating System J06 Tape Version: 3

Backup options: AUDI TED, BLOCKSIZE 8, NO | GNORE, OPEN, PARTONLY OFF, | NDEXES IMPLICIT
*WARNI NG 7147* Files created and stored via OSS and SQ./MX objects are not
support ed.

Restore tine: 6Nov2023 10:17 Backup time: 300ct 2023 11:13 Page: 1 Tape: 1 Code EOCF Last
modi f Owmer RWEP Type Rec Bl

$DATAL5. NGE412

NSKCRT 1316 17Apr2025 21:25 255,100 NCNC

NSKDER 1773 18Apr2025 13: 05 255,100 NCNC

VTCCRT 1316 17Apr2025 21:24 255,100 NCNC

Summary | nformation

Files restored = 3 Files not restored = 0
$DATALS5 NGE412 19>



APPENDIX A - GUARDIAN TOOL SAMPLES

BBREST - Restore Files Through MEDIACOM

Scenario Using the Detailed Report:

$DATA15 SHE409 4> run bbrest
Specify a single filename or filename tenplate at the pronpt. Disk
file(s) name / pattern: \ETIN UM $DATAO06. QCl NPUT. E2KRO5M Opti onal tape
file nane / tenplate : SHE409- OBK11DEF
Default tape file generation is the |latest generation. Optional
tape file generation (ALL/nn) : all
Maxi mum backup tine (2020-11-17 11:25):
**** executing MEDI ACOM query
Disk file(s) name / pattern: \ETI N UM $DATA06. QCl NPUT. E2KRO5M Tape file nane
/ pattern: SHE409- OBK11DEF
Tape file generation : all
Detail report, Sunmary, or Qit (DDS/Q: D
(1) File Catal og \ETINI UM FI LECAT Tape
Fi | e SHE409- OBK11DEF
Generation 4
Version 0
Time Archived 17Nov20 11:13
File Name Code EOF Last Modified Status

\ ETI NI UM $DATA06. QCI NPUT
E2KRO5M 0 5120000 30Apr03 16: 04 VALID
(2) File Catal og \ETI NI UM FI LECAT Tape
Fi | e SHE409- OBK11DEF
Generation 3
Version 0
Time Archived 17Nov20 11:12
File Name Code EOF Last Modified Status
Page pause: enter 'E to end or any key to continue:

\ ETI NI UM $DATA06. QCl NPUT

E2KRO5M 0 5120000 30Apr03 16: 04 VALID
(3) File Catalog \ETI Nl UM FI LECAT Tape

Fi | e SHE409- OBK11DEF

Ceneration 2

Version 0

Time Archived 17Nov20 10:48

File Nane Code EOF Last Mbdified Status

\ ETI Nl UM $DATA06. QCI NPUT
E2KRO5M 0 5120000 30Apr 03 16: 04 VALID
(4) File Catalog \ETI Nl UM FI LECAT

Page pause: enter 'E to end or any key to continue: Tape File
SHE409- OBK11DEF

Generation 1

Version 0

Time Archived 15Nov20 21: 06

File Nane Code EOF Last Modified Status

\ ETI NI UM $DATA06. QCI NPUT
E2KRO5M 0 5120000 30Apr03 16: 04 VALID
4 disk files returned.
Enter (#) of tape file to recover from (or Qfor quit):1 Recover
destination subvol : $DATA07. RESTORE
Recover report output ($S.#DSMIC. RESTORE) :
testing if LOCALTOREMOTE is required ... About to
execut e:
RECOVER DI SKFI LE \ ETI Nl UM $DATA06. QCl NPUT. E2KRO5M  TAPEFI LE SHE409- OBK11DEF, GEN
4,
VAP NAMES (\ ETI NI UM $DATA06. QCI NPUT. E2KRO5M TO $DATAO7. RESTORE. *), QOUT $S. #DSM
TC. RESTORE,
LI STALL, OPEN, TAPEDATE, AUDI TED
Confirm execution (Y/N): y



**** executing MEDI ACOM recovery

MEDI ACOM - T6028H01 (31JUL2014)

(C Copyright 1993-2002, 2004 Hew ett- Packard Devel opment Conpany, L.P.
The tape file selected is shown as the following: File

Cat al og \ ETI Nl UM FI LECAT

Vol une Cat al og \ ETI Nl UM VOLCAT Pool

Name SHE409_POOL1

Tape File SHE409- OBK11DEF

Generation 4

Versi on 00

Physi cal Copy 01

Logi cal Copy 1

Ti me Archived 17 NOV 2020, 11:14:09 Tape

File Mode FI LEMODE BACKUP Catal og Fil es

YES

Tape Name RT304

Total count of valid matching disk files: 0000000001 Do you
want to see the matching disk files ? (y/n) y File Name Code
Last Modified Status

\ ETI Nl UM $DATA06. QCI NPUT. E2KRO5M 00000 30APR0O3 VALID
Do you want RESTORE to be started? (y/n) y Starting
RESTORE. . .

Tape vol unes used: RT304

Summary | nformation
Files restored = 1 Files not restored = 0
1 recover diskfile conpleted.

Scenario Using the Summary Report:

$DATAL5 SHE409 5> run bbrest

Specify a single filename or filename tenplate at the pronpt. Disk
file(s) name / pattern: \ETIN UM $DATAO06. QCl NPUT. E2KRO5M Opti onal tape
file nane / tenplate : SHE409- OBK11DEF

Default tape file generation is the |latest generation. Optional

tape file generation (ALL/nn) : all

Maxi mum backup tine (2020-11-17 11:30):

**** executing MEDI ACOM query

Disk file(s) name / pattern: \ETI N UM $DATA06. QCl NPUT. E2KRO5M Tape file nane
/ pattern: SHE409- OBK11DEF

Tape file generation : all

Detail report, Summary, or Qit (D/S/Q: S ETI-

NET: TapeFiles listed in backup tine

File Catal og

Tape File Gen Ver Tine Archived
( 1) SHE409- OBK11DEF 4 0 17Nov20
( 2) SHE409- OBK11DEF 3 0 17Nov20
( 3) SHE409- OBK11DEF 2 0 17Nov20
( 4) SHE409- OBK11DEF 1 0 15Nov20

Enter (#) of tape file to recover from (or Qfor quit):2 Recover
destination subvol : $DATA07. RESTORE
Recover report output ($S. #DSMIC. RESTORE):
testing if LOCALTOREMOTE is required ... About to
execut e:
RECOVER DI SKFI LE \ ETI Nl UM $DATA06. QCl NPUT. E2KRO5M  TAPEFI LE SHE409- OBK11DEF, GEN
3,
MAP NAMES (\ ETI Nl UM $DATA06. QCl NPUT. E2KRO5M TO $DATAQ07. RESTORE. *), OUT $S. #DSM
TC. RESTORE,
LI STALL, OPEN, TAPEDATE, AUDI TED
Confirm execution (Y/N: vy
**** executing MEDI ACOM recovery
MEDI ACOM - T6028H01 (31JUL2014)
(C Copyright 1993-2002, 2004 Hew ett- Packard Devel opment Conpany, L.P.
The tape file selected is shown as the following: File
Cat al og \ ETI Nl UM FI LECAT
Vol une Catal og \ ETI Nl UM VOLCAT Pool



Name SHE409_POOL1

Tape Fil e SHE409- OBK11DEF

Generation 3

Version 00

Physi cal Copy 01

Logi cal Copy 1

Time Archived 17 NOV 2020, 11:13:08 Tape

Fil e Mode FI LEMODE BACKUP Catal og Fil es

YES

Tape Nanme RT303

Total count of valid matching disk files: 0000000001 Do you
want to see the matching disk files ? (y/n) y File Name Code
Last Modified Status

\ ETI Nl UM $DATA06. QClI NPUT. E2KRO5M 00000 30APR03 VALI D
Do you want RESTORE to be started? (y/n) y Starting
RESTORE. . .

Tape vol unes used: RT303 Sunmary

I nformation

Files restored = 1 Files not restored = 0

1 recover diskfile conpleted.

TMFC2 - Extensions to TMFCOM Commands on Media

Sample 1

$DATAL5 RUE409 15> tnfc2 info nedia tnfb*

TMFCOM - T8652J01 - (15AUR2014- TMF)

(C) 2005 Hew ett-Packard Devel opnent Conpany, L.P. TMF
1> I NFO MEDI A TMFBOO

Medi a Nane Media Type Media Status

TMFBOO t ape assigned
TMF 2> I NFO MEDI A TMFBO1
Medi a Nane Media Type Media Status

TMFBO1 tape assigned
TMF 3> I NFO MEDI A TMFB02
Medi a Nane Media Type Media Status

TMFB02 tape assigned

$DATAL5 RUE409 16> tnfc2 info nedia tnfd*

TMFCOM - T8652J01 - (15AUR2014- TMF)

(C) 2005 Hew ett-Packard Devel opnent Conpany, L.P. TMF
1> I NFO MEDI A TMFDOO

Medi a Nane Media Type Media Status

TMFDOO t ape assigned

TMF 2> | NFO MEDI A TMFDO1
Medi a Nane Media Type Media Status

TMFDO1 tape assigned
TMF 3> I NFO MEDI A TMFDO2
Medi a Nane Media Type Media Status

TMFDO2 tape assigned
TMF 4> | NFO MEDI A TMFDO3
Medi a Nane Media Type Media Status

TMFDO3 tape assigned
TMF 5> | NFO MEDI A TMFDO4
Medi a Nane Media Type Media Status

TMFDO4 t ape assigned
TMF 6> | NFO MEDI A TMFDO5
Medi a Nane Media Type Media Status

TMFDO5 t ape assigned
TMF 7> I NFO MEDI A TMFDO6
Medi a Nane Media Type Media Status

TMFDO6 tape assigned
TMF 8> | NFO MEDI A TMFDO7



Medi a Nane Media Type Media Status

TMFDO7 tape assigned
TMF 9> | NFO MEDI A TMFDO8
Medi a Nane Media Type Media Status

TMFDO8 t ape assigned

Sample 2

$DATAL5 RUE409 38> tnfc2 PEEK, file tnfin, alter nedia tnf*, select status

rel eased, status scratch

ALTER MEDI A TMFDO7 , st atus SCRATCH
ALTER MEDI A TMFDO8 , st at us SCRATCH
2 RECORDS TRANSFERRED

$DATA15 RUE409 39> fup copy tnfin
ALTER MEDI A TMFDO7 , st atus SCRATCH
ALTER MEDI A TMFDO8 , st at us SCRATCH
2 RECORDS TRANSFERRED

Sample 3

$DATA15 RUE409 40> tnfc2 alter nedia tnf*, select status

rel eased, status scratch

TMFCOM - T8652J01 - (15AUGR014- TMF)

(C) 2005 Hew ett-Packard Devel opnent Conpany, L.P. TMF
1> ALTER MEDI A TMFDO7 , status SCRATCH

TMF 2> ALTER MEDI A TMFDO8 , st at us SCRATCH

BBOOO_COLLECT - Gather Information for Support

Sample:

$DATAL5 SHE409 23> BBOOO_COLLECT TARGET SHE409T
creating \ETI Nl UM $DATA15. SHE409T. COL222* files for node nunber 222
WARNI NG - $DATA15. SHE409T. COL222*: ERR 11
0 FILES PURGED
CREATED - $DATA15. SHE409T. ETI Nl UM
1 RECORDS TRANSFERRED
MEDI ACOM - T6028H01 (31JUL2014)
(C Copyright 1993-2002, 2004 Hew ett- Packard Devel opment Conpany, L.P.
MEDI ACOM - T6028H01 (31JUL2014)
(C Copyright 1993-2002, 2004 Hew ett- Packard Devel opment Conpany, L.P.
MEDI ACOM - T6028H01 (31JUL2014)
(C Copyright 1993-2002, 2004 Hew ett- Packard Devel opment Conpany, L.P.
2 RECORDS TRANSFERRED
$DATAL5. SHE409T. COL222X PURGED.
1 FILE PURGED
SCF - T9082HO1 - (23JUN11) (02MAY11l) - 11/17/2020 18:36:36 System
\ETI Nl UM
(© 1986 Tandem (C) 2006 Hewl ett Packard Devel opnent Conpany, L.P. SCF W20052
Creating file \ETI Nl UM $DATA15. SHE409T. COL222J
SCF W20052 Creating file \ETIN UM $DATAL15. SHE409T. COL222G
SCF - T9082HO1 - (23JUN11) (0O2MAY11l) - 11/17/2020 18:36:37 System
\ETI Nl UM
(C 1986 Tandem (C) 2006 Hewl ett Packard Devel opment Conpany, L.P. default tines
extracting events from 2020-11-16 18: 36: 30 to EOF CREATED -
$DATA1L5. SHE409T. COL222E
. creating PAK file \ETI Nl UM $DATA15. SHE409T. COL222P
PAK - File conpression program- T1255H01 - (2014-04-29) File Mode
BACKUP Program - T9074HO1 (10JUL2015) (AGP)
(C) 2000 Conpaq (C)2007 Hew ett-Packard Devel opnent Conpany, L.P. Drives:
(\ ETI NI UM $Z40X)
System \ETINI UM Qperating System J06 Tape Version: 3
Backup options: AUDI TED, BLOCKSIZE 8, NO | GNORE, OPEN, PARTONLY OFF,

I NDEXES | MPLICIT
*WARNI NG 7147* Files created and stored via OSS and SQL/ MX
are not

obj ects



support ed.

*WARNI NG 7033* This tape can only be restored wth TNS/ 1] RESTORE
(B41, CO0 or

later).

Sunmary | nformation

Files dunped = 57 Files not dunped = 0

Total bytes: 2871488

Conpressed bytes: 745534

CREATED - $DATAL5. SHE409T. COL222M
FI LES DUPLI CATED: 1
----> Two files to pick up:
----> binary file \ETI Nl UM $DATA15. SHE409T. COL222P
---->text file \ETI Nl UM $DATA15. SHE409T. COL222A STOPPED: 0, 190
CPU time: 0:00:00.027
1: Process termnated with warning diagnostics Total Errors
= 0 Total Warnings = 3

BB010 - Extraction of BackBox Catalog Record

$DATA15 SHE409 11> run bb010 RT3* report

BBO10 - Extraction of the BackBox catalog to file VOLEXT 2020/11/17 11:50
Sel ection of volunes matching the |abel pattern: RT3*
Label : RT301 BACKUP

Max vol une size: 25000 MB

Aut omatic nmount: Y

Creation tinme : 2020/11/15 21:05 Last

|l oad time : 2020/11/16 19: 36

Expi ration date: 2020-11-17

fileld: SHE409- OBK11DEF , gen=0001, fileSeq=0001, fileSet- t=RT301
Omner : \ETIN UM 255, 50

Vol une group : VG CAT_W N3

Store id : DS WNL

Store type : WNDI SK

I ndex path : \\ KRAKEN\ DS W N1\

Label : RT302 BACKUP

Max vol ume size: 25000 MB

Automatic nmount: Y

Creation tine : 2020/11/15 21:05 Last

load tinme : 2020/11/17 10: 48

Expi ration date: 2020-11-22

fileld: SHE409- OBK11DEF , ¢gen=0002, fileSeq=0001, fileSet- t=RT302
Omner : \ETIN UM 255, 50

Vol une group : VG CAT_W N3

Store id : DS _WNL

Store type : WNDI SK

I ndex path : \\ KRAKEN\ DS_W N1\

Label : RT303 BACKUP

Max vol unme size: 25000 MB

Automatic mount: Y

Creation tine : 2020/11/15 21:05 Last

load tinme : 2020/11/17 11:31

Expi ration date: 2020-11-22

fileld: SHE409- OBK11DEF , gen=0003, fileSeq=0001, fileSet- t=RT303
Onner : \ETI NI UM 255, 50

Vol une group : VG CAT_W N3

Store id : DS WNL

Store type : WNDI SK

I ndex path : \\ KRAKEN\ DS_W N1\

Label : RT304 BACKUP

Max vol ume size: 25000 MB

Automatic nount: Y

Creation time : 2020/11/15 21: 05 Last

load tine : 2020/11/17 11:28

Expiration date: 2020-11-22

fileld: SHE409- OBK11DEF , gen=0004, fileSeq=0001, fileSet- t=RT304
Omner : \ETIN UM 255, 50

Vol une group : VG CAT_W N3



Store id : DS WNL

Store type : WNDI SK

I ndex path : \\ KRAKEN\ DS_W N1\

Label : RT305 BACKUP

Max vol une size: 25000 MB

Automatic nount: Y

Creation tine : 2020/11/15 21:05 Last
load time : 2020/11/17 10:37
Expiration date: SCRATCH

fileld: , gen=0001, fileSeq=0001, fil eSet= Oaner
\ ETI Nl UM 255, 255

Vol une group : VG CAT_W N3

Store id : DS_WN1L

Store type : WNDI SK

I ndex path : K:\ UNSPECI FI ED_BBPATH
Nurmber records read : 18

Nunber records extracted : 5

BB044 - Series of Tape Label Reports

Sample:

$ETI NET RTE409 11> run bb044 BPAK REPORT y, CATALOG REPORT y, MERGED_ REPORT y
RTE409- BB044 Series of tape |abels 2020-11-18 20:58: 55 Nunber of

vol umes in BackBox : 16

Nurber of volunes in DSM TC of \INSIDX : 741 Nunber

of volunmes in TMF of \INSIDX : 10 BB044-1 Labels in

BackBox donai n RTE409 Label s Nunber of Label Media

Cat al ogue

fromto volumes type type type Vol une G oup

VNCP01- VNCP08 8 BACKUP LT3 BackBox VG NC SN VWACP01-

VWCP08 8 BACKUP LTO3 BackBox VG WC SN

*** end of report BB044-1 ***

BB044-2 Labels in catalogs seen from system \INSIDX and from domai n RTE409
Label s Number of Label Media Catal ogue

fromto volunes type type type pool, volcat

BBAO0O- BBA739 740 BACKUP LTC3 DSMIC BBOXPOCL, | NSI DCAT DAVE - DAVE 1
BACKUP OPEN DSMIC DAVE, DAVETEST

INSIDO-INSID9 10 TMF TMF TMF \ | NSI DX

*** end of report BB044-2 ***

BB044-3 Labels in BackBox domain RTE409 and in catalogs seen from
\ I NSI DX

Label s Number of Label BackBox TMF node, or

fromto volumes type Volume group Catal og DSM TC pool, vol cat

BBAO0O- BBA739 740 BACKUP (unknown in BackBox) BBOXPOOL, | NSI DCAT DAVE - DAVE
1 BACKUP (unknown in BackBox) DAVE, DAVETEST

I NSI DO-1 NSID9 10 TMF (unknown in BackBox) TMF \|NSI DX VNCPO1-

VNCP08 8 BACKUP VG _NC SN (no cat al ogue)

VWACPO1- VWCPO8 8 BACKUP VG WC SN (no catal ogue)

*** end of report BB044-3 ***

0BB011 - List of Volumes in Windows Files Data Stores

Sample:

$DATA15 SHE409 17> run obb011 RT3*

BB010 - Extraction of the BackBox catalog to file VOLEXT 2020/11/17 12:03
Sel ection of volunes matching the | abel pattern: RT3* Nunber

records read : 18

Nurmber records extracted : 5

Enform Plus - TO0295H01; AAR - (18JAN12)DATE - TIME : 11/17/2020 - 12:03:08
(C) 2005, 2008-2012 Hew ett-Packard Devel opnent Conpany, L.P. BB0l1l1l

Vol unes RT3* sorted by index path 2020-11-17 12:03 Vol ume Label Last

|l oad | ast | oad Owmer Omner DSMIC - TMF | abel type date tinme node user

st at us

Store id : DS_WNL



I ndex path: K:\UNSPECI FI ED_BBPATH

RT305 BACKUP 2020/11/17 10:37:21 \ETIN UM 255, 255 SCRATCH

1 volunes in path

Store id : DS_WN1L

I ndex path: \\KRAKEN\ DS_W N1\

RT301 BACKUP 2020/11/16 19:36:48 \ETINIUM 255,50 ASSIGNED RT302
BACKUP 2020/11/17 10:48:27 \ETINIUM 255,50 ASSI GNED RT303 BACKUP
2020/ 11/17 11:31:18 \ETI Nl UM 255, 50 ASSI GNED RT304 BACKUP 2020/ 11/17
11:28: 27 \ETI Nl UM 255, 50 ASSI GNED

4 volunes in path

5 volunes in the report

0BB012 - List of Virtual Volumes

Sample:

$DATA15 SHE409 10> run obb012 RT3*

BB010 - Extraction of the BackBox catalog to file VOLEXT 2020/11/17 14:47
Sel ection of volumes matching the | abel pattern: RT3* Number

records read : 18

Nunber records extracted : 5

Enform Plus - T0295H01 AAR - (18JAN12)DATE - TIME : 11/17/2020 - 14:47:05
(C) 2005, 2008-2012 Hew ett-Packard Devel opnent Conpany, L.P. BB012 List of
BackBox vol umes RT3* 2020-11-17 14:47

Vol une Label Last |oad |ast |oad Tapecat Tapecat VTC owner hostnane | abel type
date tinme node status or Library slot

Store id: DS_WNL Store type: WND SK

RT301 BACKUP 2020/11/16 19:36:48 ASSIGNED OBELI X RT302
BACKUP 2020/ 11/17 10:48:27 ASSI GNED OBELI X RT303 BACKUP
2020/ 11/ 17 11:31:18 ASSI GNED  OBELI X RT304 BACKUP
2020/ 11/ 17 11: 28: 27 ASSI GNED  OBELI X RT305 BACKUP
2020/ 11/ 17 10:37:21 SCRATCH

5 volunes in the report

OBB018 - Statistics Report

Sample:

$DATAL5 SHE409 27> obey obb018 COMVENT

EE R R Ik O Sk R S O R R S I O R O O COV'VENT * %
COMMENT * BB018: List the BackBox activity fromthe statistic files * COMENT * *
COMVENT

kkhkkhkhkkkhkkhkhkhkhkkhkkhhhhkkhkhkhhhkhkkhhhhkhhhhhhkddhhrhhhkdhkrhkddhrhhhdhkrxhkddhrhrhkhkdhxhdd,xx LmD /KEEP
1/ $DATA15. SHE409. BBSETUP $DATA15. SHE409. MACROS

Loaded from $DATA15. SHE409. BBSETUP:

BBSV_ADDR BBSV_PORT BBSV_TCPI P VTC_OBJECT EZX_MAXRETRY EZX_RETRYDELAY

EZX_TI MEQUT

Loaded from $DATAL5. SHE409. MACRCS:

BB_BPAK_PGM VERSI ON BB_041_TI MEQUT

BB_041_DEVI CE BB_041_LABELS

VI EWI TMFC2

BB054_ SHUTDOWN

COMVENT

kkhkkhkhkkkhkkhhkhkhkkhkkhhhhkkhhhhkhkhkhdhhrhkhkhhhhhkddhrhhhdhhhkddhrhhhkdhkrxhkddkhrhrhkhkdhxhkddkxx CIJVIVENT * STEP
1: Sets the selection parameters *

COMMENT * for the two next steps, file extraction and report. * COMMENT * *
COWENT * By default, the last 24 hour period will be selected. * COWENT * *
COWENT * Two paraneters can be forced before calling BB0O18 DEFAULTS: COMMVENT * CUTOFF-
TI ME hh: m:ss *

COWENT * tells when the 24 hours periods end * COMMENT *

default value is the next round hour * COMMENT * RELATI VE-

START- DAY nunber *

COMMENT * choose the starting 24 hour period relatively to today* COWENT *
default value is O (current period) *

COMVENT

kkhkkhkhkkkhkkhhkhkhkkhkkhhhhkkhkkhkhhkhhkddhhhkhhhhhhkddhhhhkdhhhkddhrhhhdhrxhkdddrhrrkhkdhxhkddkxx C:LEAR ALL
COMMENT PARAM CUTOFF- TI ME 00: 00: 00 COMVENT

PARAM RELATI VE- START- DAY -1 BB018_DEFAULTS



PARAM CUTOFF-TI ME 14:00: 00
PARAM RELATI VE- START- DAY 0
PARAM FROM DATE 2020-11-16
PARAM TO- DATE 2020-11-17

ASSI GN STATS- FI LE- REC, STAT2011
COMVENT

R R bk S R R b O S R R R R bk kS S R R R o kS w\/'vENT * STEP

2: Extracts an extract file for the followi ng step, *

COMMENT * fromthe statistic files nmatching the pattern * COMENT *

configured in the BackBox domain configuration. * COWENT * Set an

ASSI GN STATS-FILE-REC to the extract file. * COMMENT * *

COMMENT * | nput PARAM s: * COMMENT *

CUTCFF-TI ME hh: m:ss *

COWENT * FROM DATE yyyy-mmdd *

COMMENT * TO- DATE yyyy-nmdd * COMVENT

COMMENT * Activity is selected from FROM DATE & CUTCFF- TIME (included)*
COMMENT * to TO DATE & CUTOFF-TI ME (excl uded) * COMMENT

LR R R E R EREEEEEEREEEEEEEEEEREEREEEREEEEREREEEEEEEREREEEREREEEEEE SRS SRS BBO3O EXTRAC'I’ STATS
EXTRACT_FI LE STATEXT

SHE409- BB0O30 - Extraction of statistic files 2020-11-17 13:29 Stats file

nanes : \ ETI Nl UM $DATAL5. SHE409. STAT%YY%84M/o

Extract file : STATEXT

Sel ection from: 2020-11-16 14:00:00 to: 2020-11-17 14:00:00

Existing statistic files Records read Records extracted

\ ETI Nl UM $DATA15. SHE409. STAT2010 ski pped 0

\ ETI Nl UM $DATA15. SHE409. STAT2011 16 10

Total records witten: 10

COMVENT

kkhkkhkhkkkhkkhhkhkhkkhkkhhhhkkhhhhhkhkdhhhkhkhhhhhkdhhhhhkdhhhkddhrhhhkdhkrhkddkhrhrhkhkdhxhddkxx CIJV'VENT * STEP
3: Produce report *

COMMENT * fromthe file specified in ASSI GN STATS-Fl LE- REC * COMMENT * *

COMMENT * | nput PARAM s: * COMMENT *

CUTOFF-TI ME hh: m:ss *

COMMENT * FROM DATE yyyy-mmdd *

COMMENT * TO DATE yyyy-mmdd * COMVENT

* %

COMMENT * Activity is selected from FROM DATE & CUTCFF- TIME (included)*
COMMENT * to TO DATE & CUTOFF-TI ME (excl uded) * COMVENT

EIE R R R S I I R I R R I I R R I I R R R R S I R R I R I I R R I R R S R R I I R I I S R I ENFmM/IN
BB018 /

Enform Plus - T0295H01 AAR - (18JAN12)DATE - TIME : 11/17/2020 - 13:29:51
(C) 2005, 2008-2012 Hew ett-Packard Devel opnent Conpany, L.P. SHE409 -BB018
BackBox activity by data store page 1

From 2020-11-16 14:00:00 to: 2020-11-17 14:00: 00

Data store: DS W NL

Start End R Vol unme Data size Rate Se tine

time Oper. WIlabel MB MB/s ve VIC

Start date: 2020-11-16

14:15:25 15:50:25 LOAD W RT302 0 0.0 W ETI 4KDI SK
14:20:42 15:52:10 LOAD W RT303 0 0.0 W ETI 4KDI SK
14:42:13 16:20:23 LOAD W RT304 0 0.0 W ETI 4KDI SK
15:51:48 11:12:52 LOAD W RT303 0 0.0 W ETI 4KDI SK
16:20: 01 11:14:02 LOAD WRT304 0 0.0 W ETI 4KDI SK
Start date: 2020-11-17

10:48: 27 10:48:50 LOAD W RT302 50 4.2 | OBELI X
11:12:30 11:13:01 LOAD WRT303 50 3.6 | OBELI X
11:13:39 11:13:58 LOAD WRT304 50 4.5 | OBELI X

11:28:27 11:28:41 LOAD R RT304 4 0.0 | OBELI X
11:31:18 11:31:28 LOAD R RT303 4 4.0 | OBELI X
BackBox activity summary for DS _W N1

10 vol unes accessed

162 MB of transferred data



OBB0O19 - Statistics Report - Script Controller

Sample:

$DATA15 SHE409 10> obey obb019 COMVENT

LR R R E R EREEEEEEREEEEEEEEEEREEREEEEEREREREEEEEEEREEREEEREEEEEEEE SRS SRS COV'VENT * *
COWMENT * BB019: List the script controller activity * COMWENT *

fromthe statistic files *

COMVENT

EIR R I R R S I R S S R S I R I S R CO\/'\ENT

EZE R R O I O o O S R S O I CO\/,VEN"' * STEP

1: Sets the selection parameters *
COWENT * for the two next steps, file extraction and report. * COMMENT * *
COMMENT * By default, the last 24 hour period will be selected. * COMENT * *
COWMMENT * Two paraneters can be forced before calling BB018_ DEFAULTS:
*
COMMENT * CUTOFF-TI ME hh: m:ss *
COWENT * tells when the 24 hours periods end * COMMVENT *
default value is the next round hour * COMMENT * RELATI VE-
START- DAY nunber *
COMMENT * choose the starting 24 hour period relatively to today* COMMENT *
default value is O (current period) *
COMVENT

R S S bk S R R b O S R S R Rk bk S b o S R R b o R R CI_EAR ALL

COMMENT PARAM CUTOFF- TI ME 00: 00: 00 COMVENT

PARAM RELATI VE- START- DAY -1 BB018_DEFAULTS

PARAM CUTOFF- TI ME 13: 00: 00

PARAM RELATI VE- START- DAY 0

PARAM FROMVt DATE 2020-11-18

PARAM TO DATE 2020-11-19

ASSI GN STATS- FI LE- REC, STAT2011

COMVENT

EE R R R S R I I R I R R I R R I I R R R R R I R R S R R I R I R R S R I I R I I S R S I I CO\/'VEN"’ * STEP
2: Extracts an extract file for the following step, * COWENT * fromthe
statistic files matching the pattern *

COMMENT * configured in the BackBox domain configuration. * COMENT * Set an
ASSI GN STATS-FILE-REC to the extract file. * COMMENT * *

COWMMENT * | nput PARAM s: * COMMENT *

CUTOFF-TI ME hh: m:ss *

COVMMENT * FROM DATE yyyy-mmdd *

COWMMENT * TO- DATE yyyy-nmdd * COMVENT

* %

COMMENT * Activity is selected from FROM DATE & CUTCFF- TIME (included)*
COMMENT * to TO DATE & CUTOFF- TI ME (excl uded) * COMVENT

EE R R R S R I I R I R R I R R I I R R R R R I R R I R I R I R R S R S I I R I I I R I BBOSO EXTRAC"' STATS
EXTRACT_FI LE STATEXT

SHE409- BB030 - Extraction of statistic files 2020-11-19 12:35 Stats file

nanes : \ ETI Nl UM $DATAL5. SHE409. STAT%YY%84/M/o

Extract file : STATEXT

Sel ection from: 2020-11-18 13:00: 00 to: 2020-11-19 13:00: 00

Existing statistic files Records read Records extracted

\ ETI Nl UM $DATA15. SHE409. STAT2010 ski pped 0

\ ETI Nl UM $DATA15. SHE409. STAT2011 30 10

Total records witten: 10

COMVENT

EE R I S O I S I I S S I S I I S I I S I S R I S I S I S CO\/'VENT * STEP
3: Produce report *

COMMENT * fromthe file specified in ASSI GN STATS-Fl LE- REC * COWMMENT * *

COWENT * | nput PARAM s: * COMMENT *

CUTOFF-TI ME hh: mm:ss *

COWMENT * FROM DATE yyyy-mmdd *

COMMENT * TO DATE yyyy-nmmdd * COMVENT

* *

COMENT * Activity is selected from FROMW DATE & CUTCOFF- TIME (included)*
COWENT * to TO DATE & CUTOFF-TI ME (excluded) *

COMVENT



R S o bk b S R R I b S I kR Rk kR ko S R R O SR ENFmM / I N

BB019 /

Enform Plus - TO0295H01 AAR - (18JAN12)DATE - TIME : 11/19/2020 - 12:35:09
(C) 2005, 2008-2012 Hew ett-Packard Devel opment Conpany, L.P. SHE409 -

BB019 Scripts subnmitted by Script controllers page 1 From 2020-11-18

13: 00: 00 to: 2020-11-19 13:00:00

Start Start End Data size Rate Se VIC

date time time Oper. MB MB/s ve

OBELI X 2020-11-19 12:37:01 12:37:03 SYNC BAT 101 50.5 |
OBELI X 12:37:46 12:37:48 SYNC-BAT 101 50.5 |

OBELI X 12:38:17 12:38:19 SYNC-BAT 101 50.5 |

*** BB019 end of report

0OBB021 - Emulation Statistics Report

Sample:

$DATA15 SHE409 35> OBEY obb021 COMVENT
kkhkkhkhkkkhkkhhkhkhkkhkkhhhhkhkkhkhhkhhkkhhhhkhhhhhhkddhhhhkdhhhkddhrhhhdhkrhkddhrhrrhkdhxhkddkxx CIJVIVENT * *
COWMENT * BB021: List tape enulation activity fromstatistic files * COMWENT * *
COMVENT

EE R R RS EREEEEEEREEEEEEEEEEREEREEEREEREREREEEEEEEREREEEREREEEEEEE SRS SRS LmD /KEEP
1/ $DATA15. SHE409. BBSETUP $DATA15. SHE409. MACROS

Loaded from $DATA15. SHE409. BBSETUP:

BBSV_ADDR BBSV_PORT BBSV_TCPI P VTC_OBJECT EZX_MAXRETRY EZX_ RETRYDELAY

EZX_TI MEQUT

Loaded from $DATA15. SHE409. MACRCS:

BB_BPAK_PGM VERSI ON BB _041_TI MEQUT

BB_041_DEVI CE BB_041_LABELS

VI EWI TMFC2

BB054_SHUTDOWN

COMVENT

LR R R E R EREEEEEEREEEEEEEEEEREEREEEREEEEREREEEEEEEREREEEREREEEEEE SRS SRS COV'VENT * STEP
1: Sets the selection paranmeters *

COMWENT * for the two next steps, file extraction and report. * COMENT * *
COWENT * By default, the last 24 hour period will be selected. * COWENT * *
COMMENT * Two paraneters can be forced before calling BB018_ DEFAULTS:

*

COWMENT * CUTOFF-TI ME hh: m:ss *

COWENT * tells when the 24 hours periods end * COMMENT *

default value is the next round hour * COMMENT * RELATI VE-

START- DAY nunber *

COMMENT * choose the starting 24 hour period relatively to today* COMMENT *
default value is 0 (current period) *

COMVENT

EIE R R R S R I I R I R R I R R I I R R R R S I R R S R S I I R I R R S R R I Rk I I S I R I I O_EAR ALL
COMVENT PARAM CUTOFF-TI ME 00: 00: 00 COMVENT

PARAM RELATI VE- START- DAY -1 BB018_DEFAULTS

PARAM CUTCOFF- TI ME 14: 00: 00

PARAM RELATI VE- START- DAY 0

PARAM FROMW DATE 2020-11-16

PARAM TO DATE 2020-11-17

ASSI GN STATS- FI LE- REC, STAT2011

COMVENT

EE R R Ik O Sk S R R I O O R O O COV,VENT * STEP
2: Extracts an extract file for the following step, * COWENT * fromthe
statistic files matching the pattern *

COWMENT * configured in the BackBox donmmin configuration. * COWENT * Set an
ASSI GN STATS-FILE-REC to the extract file. * COMMENT * *

COMMENT * | nput PARAM s: * COMMENT *

CUTOFF-TI ME hh: m:ss *

COWMENT * FROM DATE yyyy-mmdd *

COWMENT * TO- DATE yyyy-nmdd * COMVENT

* *

COMMENT * Activity is selected from FROMW DATE & CUTCOFF- TIME (included)*
COMMENT * to TO DATE & CUTOFF- TI ME (excl uded) * COMVENT

R S o bk b S R R b O kR Rk R kR SRR o kS BBOSO EXTRAC"’ STATS



EXTRACT_FI LE STATEXT

SHE409-BB030 - Extraction of statistic files 2020-11-17 13:40 Stats file
nanmes : \ ETI Nl UM $DATA15. SHE409. STAT%Y%R4/M/o

Extract file : STATEXT

Selection from: 2020-11-16 14:00:00 to: 2020-11-17 14:00:00

Existing statistic files Records read Records extracted

\ ETI Nl UM $DATA15. SHE409. STAT2010 ski pped 0

\ ETI Nl UM $DATA15. SHE409. STAT2011 16 10

Total records witten: 10

COMVENT

R R R Ik O R S R R I O O R O O w\/NENT * STEP
3: Produce report *

COMMENT * fromthe file specified in ASSI GN STATS-Fl LE- REC *

COMMENT * *

COMMENT * I nput PARAM s: *
CUTCOFF-TI ME hh: m:ss *
COMMENT * FROM DATE yyyy-mmdd *
COMWENT * TO DATE yyyy-mmdd * COMVENT

COMMENT *

* %

COMMENT * Activity is selected from FROM DATE & CUTCFF- TIME (included)*
COMMENT * to TO DATE & CUTOFF-TI ME (excl uded) * COMMENT

EE R I O I O O o I S R O O I ENFmM/IN
BB021 /

Enform Plus - TO0295H01 AAR - (18JAN12)DATE - TIME 11/ 17/ 2020 - 13:40:28

(C) 2005, 2008-2012 Hew ett-Packard Devel opnent Conpany, L.P. SHE409 -BB021
BackBox enul ation activity by data store page 1 From 2020-11-16 14:00: 00
to: 2020-11-17 14:00: 00

Data store: DS W NL

Start End R Vol une Data size Rate Conpr En- Se tine tine

W1l abel MB MB/s ratio cryp ve VIC

Start date: 2020-11-16

14:15: 25 15:50: 25 WRT302 0 0.0 W ETI 4KDI SK

14:20: 42 15:52:10 WRT303 0 0.0 W ETI 4KDI SK

14:42: 13 16:20: 23 W RT304 0 0.0 W ETI 4KDI SK

15:51: 48 11:12:52 W RT303 0 0.0 W ETI 4KDI SK

16: 20: 01 11:14:02 W RT304 0 0.0 W ETI 4KDI SK

Start date: 2020-11-17
10: 48: 27 10:48:50 W RT302 50 4.2 | OBELIX
11:12: 30 11:13: 01 W RT303 50 3.6 | OBELIX
11:13: 39 11:13:58 W RT304 50 4.5 | OBELIX
11: 28: 27 11:28:41 R RT304 4 0.0 | OBELI X
11:31:18 11:31:28 R RT303 4 4.0 | OBELIX

Virtual tape enulation sumary for DS W N1

10 vol unes | oaded
162 MB of transferred data

$DATALS QCE409 22> run obb038 *

BB010 - Extraction of the BackBox catalog to file VOLEXT
2020/ 11/ 24 17: 31

Sel ection of volunes matching the | abel
Nunmber records read : 24
Nunber records extracted :

pattern: *
24

Enform Plus - T0295H01 ABE - (31JUL18)DATE - TIME 11/ 24/ 2020 - 17:31:15
(C) Copyright 2005-2018 Hew ett-Packard Devel opment Company L. P. BB038

Encrypted volunes with | abel matching * 2020-11-24 17: 31 Last DSMIC

Volunme wite or TMF

| abel date status Encryption key ID

Key manager id : KWLE

Client type : 5-VLE | NTEROPERABI LI TY

VEWC06 2020/ 11/ 23 ASSI GNED NDDC616B3VEW06DB02B604C6140008_BBBBBBBB_ 2011231719
VEWC07 2020/ 11/ 24 ASSI GNED NA9038157VEWC07DB02B60BAB710008_BBBBBBBB_ 2011241724
VEWC08 2020/ 11/ 23 ASSI GNED N9FA3A5ES5VEWC08DB02B60DCC550008 _BBBBBBBB_ 2011231720
VEWC09 2020/ 11/ 24 ASSI GNED N534B7400VEWC09DB02BC58ACB90008_BBBBBBBB_ 2011241725
VEWC10 2020/ 11/ 23 ASSI GNED N85D27352VEWC10DB0O2BC5E96E40008_BBBBBBBB_ 2011231721



VEWC12 2020/ 11/ 23 ASSI GNED NF5781C88VEWC12DB02BC61F9120008_BBBBBBBB_ 2011231722
VKMNO2 2020/ 11/ 23 NCAD7D5F8VKMNO2DAFC192C31830008_BBBBBBBB_2011231709 VKMNO3
2020/ 11/ 23 NACB3FDFAVKMNO3DAFC192C31C00008_BBBBBBBB_ 2011231714 VKMNO4 2020/ 11/ 24

NF27B17AEVKMNO4DAFC192CA0040008_BBBBBBBB_ 2011241432 VKIVNO5 2020/ 11/ 24
N720280FDVKMNOS5DAFC192D11DC0008_BBBBBBBB_2011241433 VKIVNO7 2020/ 11/ 24
N86CB4F85VKMNO7DB16D7F99D520008_BBBBBBBB_2011241721 VKM\O8 2020/ 11/ 24

N2 AEFBF41VKMNO8DB16D7FAS6E70008_BBBBBBBB_2011241724  VWCEO1 2020/ 11/20  ASSI GNED
N81597B53VWCEO1DACA284390C50008_ BBBBBBBB_ 2011202153

VWCEO2 2020/ 11/ 23 ASSI GNED NAED6EOCCVWCEO2DACA284DD61C0008_ BBBBBBBB_ 2011231712
VWCEO3 2020/ 11/ 24 ASSI GNED N1BC83C38VWCEO3DACA284FEC800008_ BBBBBBBB_ 2011241430
VWCEO4 2020/ 11/ 24 ASSI GNED NB2496751VWCE04DACA28518BC00008_ BBBBBBBB_ 2011241431
VWCEO5 2020/ 11/ 24 ASSI GNED NE17C2622VWCEO5DACA285337EA0008_BBBBBBBB_ 2011241721

17 printed volumes for Key manager KWLE

End of Report OBB038

OBB039 - List of Virtualizations / Materializations

Sample:

2020- 11- 23 15:45:09 \ ETI Nl UM $X4N7 ETI NET. 100. 100 5110 SHE409- KRAKEN- 15110

Starting VATERI ALI ZE session on tape devi ce PHYDEVI CE
Event tinme:2020-11-23

15: 48: 27

2020- 11- 23 15:45: 41 \ETI Nl UM $X4N7 ETI NET. 100. 100 5050 SHE409- KRAKEN- | 5050

Materializing virtual volume VWW1 started successfully Event tine:2020-

11-23 15:48:59

2020- 11- 23 15:45:46 \ETI Nl UM $X4N7 ETI NET. 100. 100 5046 SHE409- KRAKEN- | 5046

Mat eri al i zi ng vi rtual vol une VMW 1 ended successfully

Event tinme:2020-11-23

15: 49: 04

2020- 11- 23 15:46: 08 \ ETI Nl UM $X4N7 ETI NET. 100. 100 5111 SHE409- KRAKEN- 15111

Endi ng MATERI ALI ZE session on tape device PHYDEVICE Event tine:2020- 11-23

15: 49: 26

2020-11-23 15:58: 00 \ ETI Nl UM $X4N7 ETI NET. 100. 100 5108 SHE409- KRAKEN- 15108

Starting VI RTUALI ZE session on tape device PHYDEVI CE Event time: 2020- 11-23

16: 01: 18

2020- 11- 23 16: 00: 40 \ ETI Nl UM $X4N7 ETI NET. 100. 100 5051 SHE409- KRAKEN- 15051

Virtualizing physical volunme VWW1 started successfully Event tine:2020-

11-23 16:03: 58

2020- 11- 23 16:00: 53 \ ETI Nl UM $X4N7 ETI NET. 100. 100 5053 SHE409- KRAKEN- | 5053

Virtualizing physi cal vol une VMWW 1 ended successful |y
Event time:2020-11-23

16: 04: 11

BBO30_EXTRACT_STATS Usage

Sample:

$DATA15 SHE409 40> run BB030

SHE409- BBO30 - Extraction of statistic files 2020-11- 17 13:48
Stats file names : \ETI Nl UM $DATA15. SHE409. STAT%Y%R4M/o

Extract file : SEXTRACT

Selection from: 2020-11-16 14:00:00 to: 2020-11-17 14:00:00
Existing statistic files Records read Records extracted

\ ETI Nl UM $DATA15. SHE409. STAT2010 ski pped 0
\ ETI Nl UM $DATA15. SHE409. STAT2011 16 10
Total records witten: 10

OBBO055 - Low Level Tape to Tape Copy

Sample:
$DATA15 SHE409 34> o obb055
COV'VEN"’ ER R I S I I R S I R R I I R I R I S I I S I S R I S I I S I I R I I S COV'VEN"’

Virtualize / materialize vol unes
COWENT using the |Iowlevel tape copy program BB055



CO\/'VENT R R R o bk S R Rk S b kO R Rk kb o R R o kI o CI_EAR ALL

RESET DEFI NE *
DELETE DEFI NE =BackBox_BBSETUP

ADD DEFI NE =BackBox_BBSETUP, CLASS MAP, FILE BBSETUP DELETE

DEFI NE =TCPI P PROCESS NAME

ADD DEFI NE =TCPI P PROCESS NAME, CLASS MAP, FILE $ZTCO PARAM

BBO55TRI GGER OPERATORLQAD

PARAM GROUPI D VG_CAT_W N1

coment PARAM sear chnode \renot e- node
conmmrent PARAM VOLUMELI ST vollist PARAM
I NDEVI CE $NUM201

PARAM OUTDEVI CE $OBELO1

comment PARAM | DLEWAI T 15

conmrent PARAM Tl MEQUT 60

coment PARAM MAXNOWAI T 5 RUN

BB055 / NANMVE/

SHE409- BBO55 virtualization is starting 2020-11-23 12:14: 25 PARAM

BBO55TRI GGER OPERATORLQAD
PARAM | NDEVI CE $NUM201 PARAM
QUTDEVI CE $OBELO1 PARAM
GROUPI D VG _CAT_W N1

PARAM |IDLEWAIT 15 mnutes
PARAM TI MEQUT 600 seconds
PARAM MAXNOWAI T 5

SHE409- 13486 NSK tape virtualization ready
$NUMRO1 to
$OBELOL1. Volune group is VG CAT_W N1.

SHE409-13484 NSK tape virtualization waiting
be | oaded on drive $NUM201.

SHE409- 13485 NSK tape virtualization: input

to volunes from

copy

15 minutes for an input tape to

vol une VWCPO1 (| abels BACKUP) is

| oaded. (SHE409- OBK11RT, GEN-=1)

Warning 3162 |oading WWCP0O1 - WB162 Domain license will expire on 2020-12-16.
13

023 WACPO1 | oaded on $OBELOL.

Wi ting 600 seconds for $OBELO1 be | oaded ... Wiiting 600

seconds for $NUM201 be un-1| oaded ...

SHE409- 13487 NSK tape virtualization of vol une
data and 12 fil e-marks copied

SHE409- 13484 NSK tape virtualization waiting
be | oaded on drive $NUM201.

SHE409-13489 NSK tape virtualization is idle.
for a tape be | oaded on drive $NUM2O1.
SHE409- 13495 NSK tape virtualization ends.

50 MB. 0 vol unes ski pped

VWACPO1 (| abel s BACKUP) successful .

15 minutes for an input tape to

Stops after waiting 15 minutes

1 volunes successfully copied for

SHE409- BBO55 virtualization ending 2020-11-23 12:30:49

OEMS2 - EMS Messages Display

Sample:
$DATALS SHE409 14> run oens2
20- 11- 17 22:01:23 \ETIN UM $Z6R9 *ETI NET. 100. 100 003162 SHE409- WB162
Domain license will expire on 2020-12-16.
20- 11- 17 22:05:46 \ETINIUM $ZSVR TANDEM TAPE. HO1 000600
$ZSVR: 5133
MOUNT RTANO2 W TH RI NG
20- 11- 17 22:05:51 \ETINIUM $ZSVR TANDEM TAPE. HO1 000648
$ZSVR:  MOUNT
OF RTANO2 ACCEPTED
20- 11- 17 22:05:51 \ETINIUM $ZSVR TANDEM TAPE. HO1 000638
$ZSVR STATUS
1504 - RTANO2 TAPE OPENED ON $OBELO1
20- 11- 17 22:05:51 \ETINIUM $ZSVR TANDEM TAPE. HO1 000699
$ZSVR. STATUS
1516 - RTANO2 TAPE ON DRI VE 20-11-17 22:07:3
20- 11- 17 22:07:48 \ETINIUM $ZSVR TANDEM TAPE. HO1 000659
$ZSVR: STATUS
1512 - RTANO2 TAPE DI SMOUNTED FROM DRI VE

$OBELO1

50

MB



OEMS - EMS Message Extraction

Sample:

DATA15 SHE409 55> fup copy oens fup

purge ensout

fup /in EVMSFUPIN /
emsdi st / name / type printing, filter
$DATAL5. SHE409. EMSFI LT2, &

collector $0 textout EMSQUT, & tinme 30 Sep 2020 08:00, &
stop 30 Sep 2020 09: 50

TAPEWR - Performance Test

Sample:

$DATAL5 SHE409 18> clear all

$DATAL5 SHE409 19> del ete define =TAPEO1l

$DATALS SHE409 20> RESET DEFI NE *

$DATA15 SHE409 21> ADD DEFINE =TAPEO1, CLASS TAPE, FILEID
testfile, VOLUVE RTANO

2, LABELS ANSI, RETENTION 1

$DATA15 SHE409 22> RUN TAPEWR =TAPEO1 56000 500 100 200 TAPEWR

PARAM s in use...

UNLOAD : ON

maxNoWait : 5

BUFFERMODE : ON

BACKBOXVOL : ON

Vol une | abel : RTANO2

Vol une group : VG WNL

Conmmand |ine paranmeters ....

File size to wite: 500 MB

Nunber of Blocks : 9, 362

Length of Bl ocks : 56,000

Varout, m nReclen : 100,

maxRecl en : 200

Start tine : Tue Nov 17 22:05:51 2020
End tinme : Tue Nov 17 22:07:46 2020
El apsed time 00: :01.055

Rate : 4.348 MB/ sec

TAPERD - Performance Test

Sample:

$DATAL5 SHE409 24> ADD DEFINE =TAPEO3, CLASS TAPE, FILEID testfile, VOLUME
RTANO2, LABELS ANSI, USE I N, BLOCKLEN 56000
$DATAL5 SHE409 25> RUN TAPERD =TAPEO3 56000 TAPERD

[ NOT VERI FYI NG DATA ]
Start tine Tue Nov 17 22:15:37 2020
End time Tue Nov 17 22:15:45 2020

read bl ocks = 9362 read records= 0
Total exfer = 499. 000 MBytes El apsed tine
00: :00.008 Rate : 62.375 MB/ sec

Trace Macros

Sample Report:

$DATAL5 SHE409 12> LQOAD BBSETUP MACROS
Loaded from $DATA15. SHE409. BBSETUP:



BBSV_ADDR BBSV_PORT BBSV_TCPI P VTC_OBJECT EZX_MAXRETRY EZX_RETRYDELAY
EZX_TI MEQUT

Loaded

from $DATA15. SHE409. MACRCS:

BB_BPAK_PGM VERSI ON BB _041_TI MEQUT
BB 041 DEVI CE BB 041 LABELS

VI EWI TMFC2
BB054_SHUTDOWN

$DATALS
$DATALS
TRCZ3H3

SHE409 13> V SHE409T
SHE409T 14> listt *

18: 02: 03. 6  Updat ePer mi ssi ons

\ ETI Nl UM $DATAL
18: 02: 09.1 Get Vol uneLi st 18 volunme(s) listed
18: 02: 09. 3 Get Vol uneLi st 18 volunme(s) listed
18:02: 09.9 CreateVolunme WB162 Dommin license will expire on 2020-12-

TRCZ3H38
TRCZ3H38
TRCZ3H38
16.

TRCZ3H38
TRCZ3JF
TRCZ452
TRCZ6R8
TRCZ6R9
16.

TRCZ6TA

9 files

Operation

13477 Domain configuration

18: 03: 45. 6 Get Vol uneLi st 23 volunme(s) listed
18: 03: 48. 8 Get Vol uneLi st 23 volunme(s) listed

18: 45: 40. 2 (unknown)

22:01:19.6 CetVoluneList E3375 Domain configuration has changed. Confi
22:01:23.3 CetConfig WB162 Domain license wll expire on 2020-12-

22:05:46.5 Load WB162 Dormain license will expire on 2020-12-
16. 13023 R
TRCZ6VS 22:07:48.8 EndVol umeQper ati on RTANO2
browsed, 11 transactions |isted.

VI EWI' TRCZ3H3

s samples OBB0O17

Sample Report:

$DATALS NGH412 11> o obbO17A

COV'\/EI\' kkkkkhkhhkkkkhkkhhhkhkhkkhhhhkhkkhhhhkhkkhdhhkhkhhhhkdkhkhddhhhkhddhkrhddhdkdkrddhkkxdddxxk**x%x

COMVENT *
COMVENT *
COMMVENT *
COMMVENT *
COMVENT *
COMVENT *
COMMENT *
COMMVENT *
COMVENT *
COMVENT *
COMMVENT *
COMMVENT *
COMVENT *
COMVENT *
COMVENT *

BackBox data store cleanup

1- BBO17_FREE_EXPIRED in all

*

*

data stores, free storage allocated *

to volunes expired in DSMIC and TMF cat al ogs *

*

2- BB023 _DEL_BACKEDUP in "Wndows files" data stores, delete backed*

up files according to the volume group config*
*
3- BB022_CHECK SPACE in "Wndows files" data stores, *
check the avail abl e di sk space *
PARAM BB017| GNORECHECKHDRL 1 ( TO BYPASS hdr1 check on NSK)

DEFAULT 0

PARAM VOLUME- SYNC- ONLY 1 (TO BYPASS CLEANI NG vol urmes i n DataStore)

DEFAULT 0

COV'\/EI\' kkkkkhkhhkkkkhkkhhhkhkhkkhhhhkhkkhhhhkkhkkhdhhkhkhhhhdkhhdhhhkhddhkrhddhdkdrddhkkxdddxxk**x%x

LOAD / KEEP 1/ $DATA15. NGH412. BBSETUP $DATA15. NGH412. MACRCS

Loaded fro

BBSV_ADDR

Loaded fro

m $DATAL5. NGH412. BBSETUP:

BBSV_PORT BBSV_TCPI P VTC_OBJECT EZX_MAXRETRY
EZX_RETRYDELAY EZX_TI MEQUT

m $DATAL5. NGH412. MACRCS:
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BB_BBOX_PGM VERSI ON
BB_041_DEVI CE

BB_041 PROCESS

BB_QUALI FY_SUBVOL
BB_CHECK_EXI ST _FI LE
BB_VALI D_TI MESTAWP
BB_GET_TMP_FILE

LOG TEXT

BB_GET I N_SUBVOL
BBOO1 TIME_EDI T
BB003_UPGRADE
BB003_VALI D_TARGET
BB003_UPGRADE_EXEC
BBO18_DEFAULTS
BB020_RESERVE
BB004_DATASTORE_UPDATEPW
BBO05_DATASTORE_M GRATI ON
BB024 LI B_SYNC
BB027_| MPORT_CATALOG
BB038_FREE LI B_MEDI A
BBO41_VI RTUALI ZE_START
LI STT

TMFC2

CLEAR ALL

PARAM  BB017| GNORECHECKHDR1
PARAM VOLUME- SYNC- ONLY

BB017_FREE_EXPI RED

NGH412XX- BBO17

$DATAL5 RUE409 5> o o0bb017

COMVENT

R S S O S O S S S b S O S O CI]\/I\ENT *

BackBox data store cleanup *
COMMENT * *
COMMENT  *  1-

Free BackBox expired storage

BB017_FREE_EXPIRED in all

BB_041_TI MEQUT
BB 041 LABELS
BB_VALI D_HHWVBS
BB_GET_EXI STI NG FI LE
BB_FI LENAVE_SYNTAX
BB_TCPI P
| S_NUMERI C
BB_GET_DEFAULT_VOL
BBO0O_COLLECT
BB002_VERSI ON
BBO0O3_GET_OPTI ON
BB003_VALI D_BKUP
BBO17_FREE_EXPI RED
BBO30_EXTRACT_STATS
BB022_CHECK_SPACE
BB004_DATASTORE_VAL| DATE_ACC
BB023_DEL_BACKEDUP
BB026_EXPORT _CATALOG
BB036_BACKUP_STORE
BBO40_VI RTUALI ZE_PREP
BBO42_VI RTUALI ZE
VI EWT
BB054_SHUTDOWN

2023-11-07 13:15

data stores,

COWENT * to volunes expired in DSMIC and TMF cat al ogs * COMVENT * *

COMMENT * 2-

BB023_ DEL_BACKEDUP in "Wndows files"

cOWENT * up files according to the volunme group config®* COMMENT * *

COMMVENT * 3- BB022 CHECK SPACE in "Wndows files" data stores,

the avail abl e di sk space *
COVMENT *

COMMENT * PARAM BB0171 GNORECHECKHDRL 1 ( TO BYPASS hdr1l check on NSK) COMVENT *

DEFAULT O
COMVENT

free storage allocated *
data stores, del ete backed*

* COMVENT * check

SRR R R R O S I I I S S R LmD /KEEP

1/ $DATA15. RUE409. BBSETUP $DATA15. RUE409. MACROS
Loaded from $DATAL15. RUE409. BBSETUP:
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BBSV_ADDR BBSV_PORT BBSV_TCPI P VTC OBJECT EZX MAXRETRY EZX RETRYDELAY
EZX_TI MEQUT

Loaded from $DATA15. RUE409. MACRCS:

BB_BPAK PGM VERSI ON BB_041_TI MEQUT

BB _041_DEVI CE BB_041_LABELS

VI EWI TMFC2 BB054_SHUTDOWN
PARAM BB0171 GNORECHECKHDR1 0
BB017_FREE_EXPI RED QUT $S. #BBOX. BB017
WB173 BackBox storage space purge of expired tape volunes. 76 volunes in catal og
, 2 volunmes purged.
BB023_DEL_BACKEDUP STOREID ALL, QUT $S. #BBOX. BB023
<Storel d>ALL</ St or el d>
<St or el dAl i as>0</ St or el dAl i as>
13224 BB023: 0 backed up Wndows files have been deleted. Deleted size: O
byt es

BBO2'2_CHECK_SPACE QUT $S. #BBOX. BB022
13225 Normal job end.

BB017_FREE_EXPIRED

RUE409- BB0O17 Free BackBox expired storage 2020-11-26 16: 37 Processi ng scope
NEW SCRATCH vol unes
M ni mum si ze of volumes to purge: 0 KB

Ti meout per Delete script run : 5 mnutes
Li st of expired tape volunes that have been freed up: Label
Type Last | oad Freed up storage Vol ume group

NCBP02 BACKUP 2020- 11-23 BACKUP_NC F
WB165 Automatic wunload of volume NCBP02. Volunme was |oaded since 2020-1
1-23 19:48:18 on \ETI Nl UM $NUM201 that is now free VACPO3
BACKUP 2020-11-23 0 MB VG WC PR
VWCP06 BACKUP 2020-11-23 50 MB VG WC PR
76 Vol unes in BackBox catal og
39 Volumes not in integrated catal ogues such as DSM TC
37 Volumes in integrated catal ogues such as DSM TC
9 Scratch
26 Assigned
0 Rel eased
2 O her/unknown st atus
50 MB purged
WB173 BackBox storage space purge of expired tape volunes. 76 volunes in catal og
RUE409- BB017 for BackBox ends at 2020-11-26 16:37

BB023_DEL_BACKEDUP

Sample Report:

RUE409- BB023 Del ete backed up Wndows files 2020-11-26 16:37: 28 Executi on w ndow
from to: , max duration:

Store id to clean up: ALL

Processing will be interrupted on: No interruption G and total

0 volunes for which Wndows files have been del eted

0 Wndows files deleted

0 MB del eted

RUE409- BB023 ends at 2020-11-26 16: 37

BB022_CHECK_SPACE

Sample report:

RUE409- BB022- A Check di sk space in Data stores 2020-11-26 16:37:30 Data store
Locati on Space used (MB) Free space (M

DATASTORE_RUE48

=== Storage pool ===

P: in NUMEROBIS 4,816 110, 42
=== Copy pool ===



\\ TOUTATI S\ DS_TOUTATI S 32, 321 5, 356, 49
Total Storage pool only 4,816 110, 42

DATASTORE_W N

\'\ NUMERCBI S\ DATASTORE_W NSCI P 0 110, 42

Total data store 0 110,42 DS PR

\'\ NUMERCBI S\ DS_PR 558 110, 42

Total data store 558 110, 42

RUE409- BB022- B Vol une groups per BackBox data store 2020-11-26 16:37:34
Data store : DATASTORE_RUE48 (Type W NDI SK)

Vol une Nbr of Unconpressed Conpr. Nor of SCRATCH Potential size of group vol unes
data size(MB) ratio SCRATCH rati o SCRATCH vols (MB)

BACKUP_CAT_SALONE_F

2 49 1.00 1 50% 24, 966

BACKUP_CPSYNC_NC_F

13 33,788 1.00 n/a n/a n/a BACKUP_C F

6 1,493 1.00 1 16% 24, 966

BACKUP_NC_F

14 1,875 1.00 n/fa n/fa n/a

BACKUP_NOCAT_SALONE_F

2 49 1.00 nfa nfa n/la

BRCOM _F

8 2,991 1.00 1 12% 24,971

TMF_F

10 47 1.00 0 0% O

TMF_SMALL_F

3 140 1.00 0 0% O

Data store : DATASTORE_WN (Type W NDI SK)

Vol une Nbr of Unconpressed Conpr. Nbr of SCRATCH Potential size of group vol unes
data size(MB) ratio SCRATCH rati o SCRATCH vol s (MB)

W N_NC F

2 124 1.00 n/fa n/a n/la

Data store : DS PR (Type W NDI SK)

Vol une Nbr of Unconpressed Conpr. Nbor of SCRATCH Potential size of group vol unes
data size(MB) ratio SCRATCH rati o SCRATCH vol s (MB)

VG_NC_PR

8 456 1.00 nfa n/fa n/la

VG WC PR

8 102 1.00 6 75% 149, 795

RUE409- BB022 ends at 2020-11-26 16:37

BB004_PASSWORD_UPDATE

Sample report:

$DATA15 SHE409 61> o obb004

COMVENT

R R R I R O R S I I R I R I COV'VENT *
BackBox data store PWupdate *

COVMENT * *

COMMVENT * BB004_DATASTORE_UPDATEPW * COMMVENT *

*

COMMENT * PARAM DATASTORE- NAME Dat aSt or eName COMVENT

* PARAM UPDATI NG PASSWORD Passwor d COMVENT *

COMVENT

SRR R R R O S I I S R O_EAR ALL

LOAD / KEEP 1/ $DATALS. SHE409. BBSETUP $DATA15. SHE409. MACROS

Loaded from $DATA15. SHE409. BBSETUP:

BBSV_ADDR BBSV_PORT BBSV_TCPI P VTC_OBJECT EZX_MAXRETRY EZX_RETRYDELAY
EZX_TI MEQUT

Loaded from $DATA15. SHE409. MACROS:

BB_BPAK_PGM VERSI ON BB_041_TI MEQUT

VI EWI TMFC2 BBO054_SHUTDOMWN

conment replace the WnStore name & the account PWto update comment in the
foll owi ng PARAMG

PARAM DATASTORE- NAME DS _W N1

PARAM UPDATI NG PASSWORD NewPasswor d BB004_DATASTORE_UPDATEPW



SHE409- BB004 DataStore DS W N1 processing PW encryption & updating config 202
0-11-18 16:23

SHE409- BBO04 DataStore DS W N1, password updated 2020-11-18 16:23 |3225 Nor nal

j ob end.

BBOO4_DATASTORE_VALIDATE_ACC

This macrois usedto validate the password that protects the datastore access path.

Sample report:

$DATAL5 SHE409 67> o obb004b COMVENT

LRSS S S E S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEIEEEEEEEEEEESS COV'VENT *
BackBox validate data store account *

COVMVENT * *

COMMENT * BB004_DATASTORE_VALI DATE_ACC *

COVMVENT * *

COMMVENT * PARAM DATASTORE- NAME Dat aSt or eNane

COMMENT *
COVMVENT

kkhkkhkhkkkhkkhhkhkhkkhkhhhhkkhhhhkhkhkhhhhkhhhhhhkdhhhkhdhhhhhkdhhrhkddhhkhkhkdhkdrhkddkdrhrhhkdhxhddxx C:LEAR ALL
LOAD / KEEP 1/ $DATA15. SHE409. BBSETUP $DATA15. SHE409. MACRCS

Load ...

PARAM DATASTORE- NAME DS_W N1 BB004_DATASTORE_VALI DATE_ACC

SHE409- WB077 The disk pool is missing in the configuration of DataStore

DS_QSCOPY.

SHE409- WB077 The disk pool is missing in the configuration of DataStore
DS_QSCOPYPATH.

—============= DataStore Account Validation ========================= SHE409- BB004
DataStore DS WNL1 processing PW Validation 2021- 01- 12 16:24

E3017 No route defined to DataStore DS W N1.
=—=============Dat aSt ore Account Validation End ==================== | 0000
process term nates



APPENDIX B - EXTERNAL TAPE DEVICE INSTALLATION

This section does NOT apply to the Virtualized BackBox

For materialization and virtualization, physical tape devices must beinstalled in aVTCand configured in Windows as regular tape
devices.

For virtualization, direct connection can be established between aBackBox VTCand a VTS.

See below how to install the external tapes. Once installed, they are configured and operated the same way in the Ul.

If arestore script is configured, it is assumed that the files will be backed up again by the enterprise backup software
£ when the files are discovered in the new disk location. The BackBox does not submit the backup script after a Move
from Spare. If the Data Store is configured for backups through the script, the user has to manually initiate the
backup of the moved file.

In amulti VTCsinstallation, it is possible to dedicate a VTCto the materialization and virtualization, running no tape emulation for
Nonstop.

Physical Tape Device Attachment

Virtualization From Physical Tape Drive

WORKSTATION

BackBox Ul

NONSTOP SYSTEM

BackPak
Domain

DATA STORE
VIC WINDOWS SERVER %
= ' Disks through
—b “+ Windows File
n - . BackBox System
fo e — Software

. Tivoli TSM

The tape drive must be physically connected to the VTC and the appropriate Windows tape driver must be installed. If thereis no
Windows driver for the tapedrive, the VTCis ableto access the legacy drivesin raw mode.
Auto-loaders are supported.

VTC Configuration

Nonstop devices attached to the VTC should be stopped before the service is restarted.

CONFIGURATION IN THE BACKBOX DOMAIN

For physical devices , two items must be configured in the Domain configuration through the BackBox Ul:

® |n VT Controller Advanced Properties, the physical tape device(s) must be detected by the VTC and be given a name, i.e.



an Alias.

® |nData Store, the VTC that has attached physical tape devices, must be a route of the Data Store where virtual volumes will
be read or written.

STORAGE ACCESS IN THE VTC

The VTC server needs to be prepared to access the Data Store. For example, the IBM Spectrum Protect (TSM) API software might
have to be installed or the access to remote disk share must be verified.

The access to WINDISK Data Stores can be tested in the BackBox Ul on the Storage Admin page, by selecting the VTCwith
attached external tape asarouteto the DataStore.



APPENDIX C - MIGRATION TO BACKBOX

This appendix presents general guidelines for migrating legacy tape storage to BackBox with a focus on the tape media, their
content, and their cataloging:

On each site, the migration period requires detailed planning for data in storage, tape catalogs in the Nonstop systems and
tapedrive operations.

NONSTOP TAPE CATALOGS

For tape catalogs on Nonstop, the BackBox migration functionality is the same for all three catalog types BackBox can
access: DSM/TC, TMF and QTOS.

The migration functions (Virtualize Volume, Import from Tape Catalog and the Volume group auto-import feature) work the
same way for these three catalog types.

MEDIA TYPE

BackBox provides emulation for the following media types: CART3480, LTO2 (to mount on LTO3 drives), LTO3, and LTO4,
providing a native media type support to all Nonstop systems from G06.xx to JO6.xx.

If the BackBox media is virtual, the media type is not related to the volume format (except LTO4 which has to be accessed with
HPE VLE Encryption) and is not assigned to each volume individually. However, the media type registered in the catalogs DSM/TC
and CA must match the emulation type of the tape drive for $ZSVR read/write of a loaded media.

BackBox can manage different media types and device typesin a single system and single VTC. It selects the tape drive appropriate
to the media type configured in the Volume Group. During a migration, it might happen that:

® Thelegacy system uses amediatype that is not supported by BackBox (for example, DLTIII).
®  AnS-Series system that supports CART3480 is replaced by a Blade that does not support CART3480.

In these two cases, the media type of the volume cataloged in DSM/TC or CA must be modified when the volume is moved to the
new environment. This change of media type is automatically done by BackBox, in DSM/TC only (not in CA), as part of the three
migration functions (Virtualization, Import from Tape Catalog and the Volume group auto-import feature).

This change is reported in EMS by the message #3427: Medi a type of volume % changed from % to % in
% 9%, to match the configuration of the Volume group %.

SHORT TERM EXPIRATION

Short term expiration usually reduces the migration work load. A large part of tape volumes is often written for a short term
retention of either 7 or 30 days. It is much more economical to wait for the volumes with short time legacy to expire than to
configure them with long time retention settings.

New Tape Labels

Creating BackBox volumes with new labelsinvolves:

®  Modifying the backup OBEY files. For DSM/TC, the POOL of the TAPECATALOG define must be modified. (The restore jobs
are not affected).

®  Running BACKCOPY to move the non-expired data to the BackBox system. The data will be re-cataloged while being
copied.

Re-using old tape labels involves:

®  (ontrolling the two storage systems.

New Tape Labels Re-use Old Tape Labels

Backup OBEY files Must be updated (for DSM/TC change the No change required
POOL in TAPECATALOG defines) when new
tape label is created

Restore OBEY files No change required No change required
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Copy of non- expired BACKCOPY BackBox virtualization No change in catalogs.
data to BackBox Backups and backup content are cataloged | Data is moved directly between the storage
storage twice until the original backup isdeleted. systems.

Heavy data flow on the Nonstop

Automatic load in the Can be kept running for the restores. Must be stopped. Mount requests to be
legacy system executed manually in the legacy system.

Available Functionality to Migrate Volumes to BackBox
MIGRATION OF ASSIGNED VOLUMES

The data of these volumes must be converted to the BackBox format to be restored through BackBox. To migrate the tape
content:

®  Duplicate the content by a Nonstop utility to different tape labels in BackBox. Use BACKCOPY for backups, FUP for ANSI tapes.
® Use OBBO55 to do a low level cloning with no re-cataloging.

The legacy tape system provides and reads the source tapes as BackBox has written the target tapes. Multi-volume backups

might be re-organized in fewer and more BackBox tape volumes, depending on the capacity and compression configured in
BackBox.

The new volumes in BackBox must be cataloged again in DSM/TC. For a backup with the CATALOGFILES option, this might
considerably increase the size of the DSM/TC database until the old backup is uncataloged in DSM/TC.

®  Virtualize the mediato BackBox volumes with the same set of tapelabels.

Multi-volume backups arereproduced to the exact same set of tapelabels.
This operation is transparent to any tape catalog and what was cataloged is still registered for the same tape labels.

BackBox will register the tape volume in its catalog when the tape datais actually written in the BackBox storage.

MIGRATION OF SCRATCH VOLUMES

SCRATCH Volumes can be migrated only when the same tape labels are to be re-used in BackBox, so that the migration is
transparent to existing tape catalogs and to Nonstop OBEY files.

Specific functionality allows moving SCRATCH Volumes under the control of BackBox without converting expired data. In the
Volume tab, the page Import from Tape Catalog allows to select volumes that are SCRATCH and also populate the BackBox's own
catalog. The imported volumes are ready for new backups. As the migration may last several months, some volumes may expire
earlier, and they should be ready for reuse before they are virtualized. Auto-import will pick up these specific volumes.

This feature is enabled when the BackBox Volume Group is configured for IN-PROGRESS migration.

When $ZSVR issues a mount request for a SCRATCH volume, BackBox tries to process it even if the volume is unknown in
BackBox.

If the requested volume belongs to one of the tape catalogs associated with BackBox Volume Groups configured for "Migration
to BackBox" IN-PROGRESS:

®  Thevolume will be automatically registered in BackBox.

® Thevolume will be loaded for backup and stored as aBackBox virtual media.

CONCURRENT OPERATION OF LEGACY SYSTEM AND BACKBOX

Two scenarios of concurrent operations are supported; the choice of scenario is configured in the Volume Groups, through the
Migration to BackBox parameter.

Migration Feature Migration Migration Migration
\[o]g[<]
In Progress Being Prepared
Auto-import SCRATCH Volumes No Yes No
Automatic load Yes Yes No. Does not prevent a
manual load.
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Automatic update of the tape DSM/TC TAPEVOLUME Yes Yes No
entry to match the media type emulated by
BackBox

When there is amigration, the Migration to BackBox isusually set to In Progress:

1. Switch to using BackBox for all new backups.

2. Assigned volumes datais acquired by BackBox.

During the migration, BackBox executes new backups and restores from recent backups written by Back- Box. For restoring from
volumes not yet migrated, the legacy system must still be able to load volumes.

If a new series of tape labels were created for the BackBox, the data migration is made by BACKCOPY on different
F i labels.

Each backup is cataloged twice in DSM/TC. The possible load automation in the legacy system can be kept running and there
would be no likelihood for potential confusion.

If the same set of volume labels must be re-used by the BackBox system, the data migration is made by BackBox
&5 virtualization that does not involve the Nonstop tape system.

Each backup iskept cataloged oncein DSM/TC. The legacy system must not automatically load volumes that could also be
automatically loaded by BackBox.

3. Removethelegacy tapesystem.

When Migration to BackBox is set to Being prepared, the legacy system is still used in the same manner for all Nonstop tape
applications:

1. Start-up: Nothing changed for backup and restore. Still operated by the legacy system.

2. Dataofassigned volumesisacquired by BackBox virtualization.

Each backup is kept cataloged once in DSM/TC. Because of the Being prepared status, BackBox will not modify the media type and
will not automatically load the volume if $ZSVR issues a mount request.

3. Switch to BackBox for backup and restore, and removal of the legacy tape.

SAMPLE PLAN FOR MIGRATION WITH RE-USING EXISTING CATALOGED LABELS

This can be applied to DSM/TC, TMF and QTOS, with these following special notes for TMF:

Re-using existing labels is not possible when TMF has a single pool of virtual volumes.
P Round-robin should be enabled to help visually distinguish in which tape system the volumes were written (TMFCOM
ALTER CATALOG, ROUNDROBIN ON).

Initial Status

The BackBox configuration is assumed to be completed.

The VTCs, the Data store, and the Volume group paired to the DSM/TC, QTOS or TMF catalog are configured.

Be sure the Volume Group is set for Auto-import, such as the volumes that expired during the migration period and requested
for a new backup would automatically be registered in BackBox and processed by BackBox.

AVTCis equipped with physical tape drives or direct connection to third party VTS to allow virtualization and the cloning of legacy
mediato BackBox virtual volumes.

In this example, it is assumed that the legacy tape media is physical media, the VTC is equipped with an auto-loader and the tape
catalog is set to TMF type.

Step-1: Switch Write Operation to BackBox
®  Prevent any new mount requests for backups (TMFCOMALTER AUDITTRAIL, AUDITDUMP OFF).

®  Makesurethat thelegacy tape system will not mount any tape.
®  Registerin the BackBox domain all volumes that are currently SCRATCH.



On the BackBox Ul > Volume > Import from Tape Catalog, select the Volume group and ask for registering only
SCRATCH Volumes.

®  Allow new mount requests for backups (TMFCOM ALTER AUDITTRAIL, AUDITDUMP ON).
®  Besure the EMS Extractor isrunning for the BackBox domain.

Step-2: Migrate the Non-Expired Tape Volumes.
® Load aset of legacy tapesin the auto-loader.
®  Submit the virtualization of the media loaded.

On the BackBox Ul >Volume > Virtualize > enable Searching in DSM/TC, TMF and QTOS catalogs > select the VTC that
has the auto-loader > select All tape drives > select the Nonstop node where the catalog is located.

®  TheVirtualization task reports the processing of each volumein EMS.
® TheVirtualization status can be requested from the Virtualize page.

In Step 2, alegacy volume might expire. If anew backup request is issued, BackBox should automatically register it and load
it. This special case is reported by the EMS message #3445:

Automatically inporting the SCRATCH volune % requested by a backup and found in the
Nonstop catal og %, (volune group: %).

Step-3: Stop Using the Legacy Tape System

® Register the latest legacy volumes that have expired in the BackBox domain.
On BackBox Ul > Volume > choose Import from Tape Catalog > select the Volume group and ask for registering only
SCRATCH Volumes

® \Verify all the legacy volumesare now in the BackBox system.

Volume summary page can be compared to the number reported by DSM/TC: MEDIACOM INFO TAPEVOLUME *, POOL xyz

®  Update the BackBox configuration to disable the Auto-import in all Volume groups.



APPENDIX D - SHARED FILES PERMISSIONS

To set the permissions go to Server Manager > File and Storage Services > Shares and select the store you want to
change the permissions for.

-@1F

Manage  Tools  View

Server Manager * File and Storage Services * Shares

SHARES VOLUME
Servers AR i shares | 16 total TASKS ¥ SPARE-TST on Toutatis TASKS ¥
i Volumes ~ 3
Filter ye) - @ - © data (Dz)
Disks Capacity: 546 T8
> Storage Pools Share Local Path Protocol  Availability Type
26.9% Used M 147 T8 Used Space
[ &) iscsl albert Daalbert SMB Not Clustered
Work Folders Ds_10years DADS_10years SMB  Not Clustered
DS_10YEARS-COPY DA\DS_10YEARS-COPY SMB  Not Clustered
DS_QS_SPARE DA\DS_QS_SPARE SMB  Not Clustered
DS_UP_SSL DADS_UP_SSL SMB  Not Clustered
DS_UP_SSL_2ND DADS_UP_SSL_2ND SMB  Not Clustered Go to Volumes Overview >
DS_WIN DADS_WIN SMB  Not Clustered
DS_WIN_2VTC DADS_WIN_2VTC SMB  Not Clustered R
DS_WIN_AAV DADS_WIN_AAY SMB  Not Clustered SPARE-TST on Toutatis
DS_WIN_SSL DADS_WIN_SSL SMB  Not Clustered

Right-click on the selected storeand Properties.

SPARE-TST

testdatastore

DS_WIN_SSL_2ND
DS_WIN_TEST_SPARE
NORDEA-TST

SHCH409_DS_WIN

DADS_WIN_SSL_2ND
DA\DS_WIN_TEST_SPARE
D:ANORDEA-TST
DASHCH409_DS_WIN
DA\SPARE-TST

Dtestdatastore

SMB Not Clustered

SMB Not Clustered
SMB Not Clustered
SMB Not Clustered

SMB. Not Clustered
SMB Not Clustered

To use quotas, File Server Resource Manager must be installed.

To install File Server Resource Manager, start the Add Roles and Features Wizard.

If the specified location does not exist and you want to create it, go to TASKS tab and select New Share. Follow the wizard's steps
to create a new share.

i, Server Manager

Server Manager * File and Storage Services * Shares

Servers
[ | Volumes

Disks

® iSCSI

Work Folders

Storage Pools

Y s

w2 SHARES

All shares | 16 total

TASKS ¥

Filter

Share

4 Toutatis (16)
albert

DS_10years
DS_10YEARS-COPY
DS_QS_SPARE
DS_UP_SSL
DS_UP_SSL_2ND
DS_WIN
DS_WIN_2VTC
DS_WIN_AAV
DS_WIN_SSL
DS_WIN_SSL_2ND

DS_WIN_TEST_SPARE

NORDEA-TST
SHCH409_DS_WIN
SPARE-TST

testdatastore

s ®Y @~

Local Path

D:\albert
D:\DS_10years
D:\DS_10YEARS-COPY
D:A\DS_QS_SPARE
D:\DS_UP_SSL
D:\DS_UP_SSL_2ND
D:\DS_WIN
D:\DS_WIN_2VTC
D:ADS_WIN_AAV
D:\DS_WIN_SSL
D:\DS_WIN_SSL_2ND

D:\DS_WIN_TEST_SPARE

D:\NORDEA-TST
D:\SHCH409_DS_WIN
D:\SPARE-TST

D:\testdatastore

Select theuser you want to change the permissions for.
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Protocol

SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB

New Share...

Refresh

Availability Type

Not Clustered
Not Clustered
Not Clustered
Not Clustered
Not Clustered
Not Clustered
Not Clustered
Not Clustered
Not Clustered
Not Clustered
Not Clustered
Not Clustered
Not Clustered
Not Clustered
Not Clustered

Not Clustered



Advanced Security Settings for desktop m} X

Name: C:\users\Administrator\desktop
Owner: Administrators (TECHWRITER\Administrators) Change
Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
52 Allow SYSTEM Full control C:\users\Administrator\ This folder, subfolders and files
52 Allow Administrators (TECHWRITER\Ad... Full control C:\users\Administrator\ This folder, subfolders and files

Administrator (TECHWRITER\Adm... Full control C:\users\Administrator\ This folder, subfolders and files

Add Remove View

Disable inheritance

[IReplace all child object permission entries with inheritable permission entries from this object

To createanew user and assign permissions for this user click Add button.

Permission Entry for desktop m) X

Principal:  Select a principal
Type: Allow

Applies to: This folder, subfolders and files

Basic permissions: Show advanced permissions
Full control Select User or Group X
Modify o
Select this object type:
Read & execute P PR——
. User, Group, or Built-in security principal ‘ Object Types...
List folder contents
Read From this location:
Write TECHWRITER ‘ Locations...
Special permissions Enter the object name to select
Only apply these permissions to g ‘ CEEkNEmES Clearall
Advanced... OK Cancel

In the pop-up window, Select a principal user to configure.

Once the user is found, all the permission fields become active and the permission levels can be configured for this user. When
done with the configuration, click OK and then Apply.
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APPENDIX E - ISCSI CONFIGURATION (ON THE NONSTOP)

To enable the iSCSI option directly on the Nonstop you need to add a network (climconfig) interface that would allow to
configure iSCSI connection.

Set up theinterface on the eth2 connection; specify theip address, netmask and gateway. To add the network interface use the

commands below:

climnd sclim000 clinconfig interface -add eth2
climcnd sclim001 clinconfig interface -add eth2

climnd sclim000 clintonfig ip -add eth2 -ipaddress 192.168.20.251 - netmask 255.255.255.0

climnd sclim001 clinconfig ip -add eth2 -ipaddress 192.168.20.252 - netmask
255. 255. 255. 0

CLI MCMD sclim000 clintonfig route -addeth2 - default - gateway 192.168.20.5

CLI MCMD sclim001 clintonfig route -addeth2 - default - gateway 192.168.20.5



APPENDIX F - PROCEDURE FOR FILES/FOLDERS OWNERSHIP
RECOVERY

When users join the QoreStor server (Embedded in the VTC) into a Windows Domain through VTC Management Console, the
machine SID (Security Identifier in Windows environment) of the QoreStor server could be changed and all SIDs of local accounts
in the QoreStor server could also be changed along with the SIDs.

In such a case, all virtual volumes owned by these accounts and generated before joining into the Windows Domain cannot be
reused after joining the Windows domain.

= = | QSASOCPOCTO_NNN - [m] e
Home  Share  View 7]
« « 4 [ > Metwork » BBOS42 » Clrlocal » CTH409 > QSASOCPOCTO > QSASOCPOCTO_NNN v|® | Search QSASOCROCTONNN 0

3 This bC A Name Date modified Type Size attribut... | Owner
B 30 Objects [7] LENNNNN1.DAT 1 DAT File 240453K8 N
B Deskiop (] LENNNNNTIND 1 IND File
@ e [7] LBNNNNN2.DAT 9 DAT File
[} LBNNNNNZIND 1 IND File
4 Downloads - T
[ ] LENNNNN3.DAT 128 DAT File
D Music [] LENNNNNZIND 12/8 IND File
= Pictures [] LENNNNN4.DAT 1 DAT File
& Videos ] LENNNNN4IND 1 IND File
& Local Disk (C) [7] LENNNNNS.DAT 1 DAT File
o Dabisiore (P (] LENHNNNSIND 7 IND File
i) [7] LBNNNNNA.DAT 9 DAT File
St [ ] LBNNNNNAIND 1 IND File
B =t MI108: [} LBNNNNNB.DAT 12 DATFile
i Select afile to preview.
& Network [ LBNNNNNE.IND 12 . INDFile
I 192.168.20.54 ] LBNNNNNC.DAT 1 M DAT File
S L] LENKNNNCIND 1 M IND File
[7] LENNNNND.DAT 1 DAT File
[ BBOSA2 -
[7] LENNNNND.IND 1 IND File
2 Cicepicate [ LBNNNNNEDAT 1 M DAT File 2
4 Clr2ReplicateC [ LBNNNNNEIND 1 7AM  IND File BBQS42\ying
L Cirlocal [ QuestRapidCIFS.4.03318.0 12 831PM  Application BBQSA2\claude
CTH409
Emaptest
| CirlocalCT
| Cryp2Replicate
L Cryp2Replicate
Crenl aral ¥
21 ftems =

In order to avoid being locked out of the accounts, users need to log into VTC server with Domain Administration accounts
(accounts in Domain Admin group).

Once logged into the domain with Administration account, users can change the ownership of the files and folders into valid
accounts.

After joining a Windows domain, the SID of the local "administrator" account on the embedded QoreStor server loses the
administrative privileges.

To gain access to theinaccessible folders and files, follow the procedure:

1. Loginto VTCwith Domain Administrative Account.

2. StartComputer  Management console.
3. Connect this console to QoreStor server.

& Computer Managemens - m] A

File Actsn  View Help
4 o | 77| 3
Camparter Mar 5 | Actions
* o';-,.i!rm Too Conmect to ancther compater . et
w Il
(A Task 5¢i All Taiks 3
B Evernt Vi Moee Scticns k
sk Shared | View »
} Local Uk
- Exporrt List..
Rl Perlcarr it
& Devicel Help

v [ Stcrage
i Windows Server Backug
= Disk Management
By Services and Applications
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&
File Acticn View Help
= | = H W

t;mwrtﬂwi. Hame T Actions
w [} System Tools Bl ©tem Took i
» () Task Schedules é‘!zm & Computer Managermnt L. &
Bl Event Viewss == Eﬁ g More Actions ]
. g Shared Folders B Seric PP
» 8 Lecal Users and Groups
&) Pedormence
& Deviceblanager ||
w 5 Storage Select Computer 7 b o

> i Windows Server B2

+ [y Senices and Applicati T e p———
™ Local computer: e compuber Shis cormole is running on)

% Another computer:  [152165.5.4 Brwes

4. Add the"administrator" account of the QoreStor server in Administrators group, if it is not there.

In case the procedure fails and the ownership cannot be recovered, contact ETI-NET Support team.
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APPENDIX G - REMOVING NONSTOP NODES

Use this procedure to decommission Nonstop systemsand to remove existing configuration along with any relevant data from
BackBox VTC.

To remove existing Nonstop nodes:
1. Login to the BackBox Ul for the Nonstop node to be deleted.
2. Volume > Volume List to display the volumes. Check All, then select Delete Checked Volume(s).

Go to Configuration > Volume Group, switch to edit mode and then delete any listed Volume Groups.
Go to Configuration > Data Store, switch to edit mode and then delete any listed Data Stores.

Go to Configuration > VT Controller, switch to edit mode and then delete the listed VT Controller.

o ok W

Once the data has been deleted, go to Configuration > NSK Nodes, switch to edit mode and then click on the Delete
button to delete the respective NSK node.

OX. Administration
BackBox E05.01 UT Client Build 14
Status MNSK Nodes Volume Group
Configuration
Save Select, Delete or Add new Nsk Node
Exncal Add New NSK Node
Storage Admin
Volume
EDIT MOD NSK Node Name Profile
ETINIUM DEFAULT I Delete I
MNSIDX DEFAULT Delete

7. Logintothe VTCMC Console.
8. Expand the domain address node and right-click on the domain name to be deleted.
9. Deletethe domain name.

User
GEN8SRVI4\Administrator (Administrator)

-‘J“'Qo Servicas A
-4 VTC Admin
€ VTC Emulator (FC)
€ VIC Emulator (1SCSI)
{8 VTC Asynclog
D VTC Script Controller
{8} QoreStor
B @ Settings
=} @ Domains

=
@ (& Delete  Del

¥ E:ﬁ Rename F2
-{Z] NGH410EE
PBH408
PLANBAAQ
(2] QAE410
~(Z) QAH410
QCH409
~{£] SHH408
UGH410
UPGT410
VA10AAR
#-G& FC
=& ISCSI
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APPENDIX H - BARE-METAL BACKUP AND RESTORE

Prepare BackBox Domain System

- Bare-Metal Backup procedure (that creates System Image Tape-SIT) requires manual load done by the Domain
Manager.

- Bare-Metal Restore procedure doesn't need access to any BackBox domain.
Usean existing domain or create a new one, dedicated to system recovery. No extralicenseisrequired. On the selected domain:

1. On the dedicated domain (if any) define the VTCwith iSCSI or FC Tape Drives.
2. Define aDataStore used to store the System Image Tape (SIT).

3. Define a volume group to create virtual drives with a maximum volume size, big enough to sup- port the System
Image Tape (SIT).

4. C(Createsomevirtual mediain thatvolume group.

i 5 Virtual Media needs to be in a volume group under a Data Store type Windows or QoreStor.

Encryption Supported with Bare-Metal Storage Type

Backup & Restore

Tape VLE/ESKM, KMIP or Com-

Encryption forte SecureTape o

Encryption at DataDomain, StoreOnce, Windows (DAS and SAN)
Rest QoreStor o bitlocker

For Nonstop System recovery, use Stand Alone Load to load volumes, in case the BackBox domain and the Nonstop node are
down.

. Make surethe SSL is properly set (if enabled) and the CA Trusted Root Certificateis correctly installed. Otherwise,
r 5, you might get an exception error at load.

Media Creation

Create Volumes with No Label. Created Media must be UNLABELED type and with a max volume size big enough to contain
$system disk image.

. Best Practice: always use a dedicated Data Store with a dedicated Storage path in order to avoid mixing up
d unlabeled volumes with standard volumes. This practice will also simplify the retrieving volume process when
restore is needed.

To crateunlabeled media:

1. Onthe BackBox Ul configure Data Store by creating Windows type Data Store.
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2. CreateaVolume Group.

Administration

Domain NSK Nodes VT Controller Key Manager Data Store Volume Group
VG-DS-W-E411 DS-W-E411
VG-DS-WIN-CATSYNC-SEC DS-WIN-CATSYNC-SEC SECONDARY
VT-TEST DS-W-E411 PRIMARY

3. Go to the Volume page and create UNLABELED volumes in the Volume Group.

Always add acomment, such as For BRM, in the Comment filed to set apart empty volumes from actual System
A Image Tape (SIT) backup.
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Administration

Volume List Volume Operations Create Volume Virtualize Volume

Volume Description

Volume Label* [BMRD |
Label Type* [unLaBELED v
Comment For BMR
Volume Group® [BMRD-VG b
Description:
Volume Capacity: 25000 MB
Data Store: BMRD(WINDISK)

Catalog Type: No Catalog

Quantity (1 to 999)* |10 |

Increment Base IIO Digits to build the next labels: 0~9 vl

[ Allow volume to be automatically mounted

4. Inthe Volume List select label type UNLABELED to see the created volumes.

Administration

Volume List

Delete Checked Volume(s)

< Previous Next >
BackBox Volumes

Volume List Volume Operations Create Volume Virtualize Volume Import From Tape Catalog
Filter
Volume Label 1 Data Store [any V]
Label Type ANY LABELED Vv Volume Group [any V|
Current Operation [ANY v Catalog Status  [ANY v]

Bare-Metal Backup and Restore

Manual Load

1. To load an unlabeled tape volume for System Image Tape (SIT) creation go to VTC MC > FC or iSCSI and

select the tape you want to load the unlabeled volume(s) to.
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Han  Volume Label Type Data Store Volume Group Catalog Status Current Operation Last Update Timestamp Size(MB)
O SPATO1 BACKUP WIN-STORE VG-WIN-STORE ASSIGNED 2025-02-14T15:10:04.91 420.69
D M BACKUP WIN-STORE VG-WIN-STORE ASSIGNED 2025-02-14T15:11:31.43 420.69
] SPATO3 BACKUP | WIN-STORE VG-WIN-STORE ASSIGNED 2025-02-14T15:13:00.51 420.69
a SPATO4 BACKUP | WIN-STORE VG-WIN-STORE ASSIGNED 2025-02-14T15:16:37.10 420.69
O SPATOS BACKUP | WIN-STORE VG-WIN-STORE ASSIGNED 2025-02-14T15:18:03.45 420.69
(] SPATO6 BACKUP | WIN-STORE VG-WIN-STORE ASSIGNED 2025-02-14T15:19:30.55 420.69




EVTC Management Console

User Configuration
GENBSRV04'\Administrator (Administrator)

= ) GENBSRVO4 | - BBOS370001
=) g’ Services
€ VTC Admin
€ VTC Emuator (FC)
@) VTC Emuator (ISCSI)
© \TC Ao Frendy Nome: [upez |
€ VTC Script Controller
+-46F Settings
#1-4 Domains
-G FC
-} FC-162P (Slot 2) L
-+ 1000001086053700 (Channel 1)
BB05370000 - tapel
(=] 8B05370001 - tape2
-+ 1000001086053701 (Channel 2)
(=) BBOS370100
(=) BBOS370101
(=) BBOS370102
#-F I1SCSI

Serial Number:  BB05370001

Emulation Type: | LTO3 i

2. Right-click on the selected tape and under Actions, select Manual Load

EVTC Management Console

User Configuration
GEN8SRV04\Administrator (Administrator)

= {§) GEN8SRVO4 | BB0S370001
- Senvices
£ VTC Admin
€ VTC Emulator (FC)
€ VTC Emulator (ISCSI)

© VTC ok e = S—

€ VIC Script Controller

Serial Number:  BB0537000

%40 Settings
+ﬂf s Emulation Type: | LTO3 v
=| C_ FC

g Lq FC-162P (Slet 2) Lon:

»ff 1000001086053700 (Channel 1)
. BE05370000 -tape

10001:-01035053?01 a[_—” Manual Load

@ BB05370100 L Manual Unload
[=) BBOS370101
[=) BBOS370102

+-C I1SCsI

3. IntheStand Alone Load pop-up window select UNLABEL, specify the User Account and the Password (of the Data
Store the volume has been created in), then paste the Fully Qualified Path:

y The Fully Qualified Path: can be found in the BackBox Ul > Volume > Volume List of UNLABELED volumes.
:_\ Once selected, the specified volume, under the Volume Details page, displays the information about the path to
be used for manual load.
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Last Update Index Path Q:\SPARE-POOL-WIN-D5

Check Volume Timestamp True
Stand Alone Load b
Label Type UNLABEL W
DataStore Type

Windows Data Store
User Account: | \Administrator

Password

Fully Qualified Path
Q SPARE-POOL-WIN-DS\

Desplay Vaolumes

Cancel

Label Type: Volume label type (values are ANSI, Backup, TMF, IBM or UNLABEL).

Data Storage Type: Windows Data Store is the default value and cannot be changed. TSM volumes are not
available at this time.

Input the user account details for the selected Data Store: User Account and Password (credentials used to access
the Windows disk pool). Use the assigned credentials for the Data Store to avoid getting access errors.

Fully Qualified Path: name of the path containing the virtual media index file (*.IND file).

If the path is not correct, an error message will be generated to let you know that the system cannot find the path
specified.

4, Click Display Volumes to see all the volumes loaded to the selected tape.



Stand Alone Load *

Label Type: | UNLABEL v|
DataStore Type: Windows
Windows Data Store
User Account: |.\Administrator |
Password: | """" |
Fully Gualified Path:
|Q:\SPARE-POOL-WIN-DS\ |
[ Dpley Volumes |
Volume Label LabelType Comment
b
UNLATA NL
UNLATB NL
UNLATC NL
UNLATD NL
UNLATE NL

—
e e |

5. Select the volume you want to load and click Load. Once the volume is loaded, a pop-up window will notify you
that the tape has been successfully loaded.
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Stand Alone Load i

Label Type: | UNLABEL v|
DataStore Type: Windows
Windows Data Store
User Account: |.\Administrator |
Password: | ...... |
Fully Qualified Path:
|Q:\SPARE-POOL-WIN-DS\ |
' Display Volumes
Volume Label Label Type Comment
>
UNLATA NL
UNLATB NL
UNLATC NL
UNLATD NL
UNLATE NL

Information * IE

Tape loaded successfully.

The tape, along with the name of the loaded volume is now displayed under the FC/iSCSI node > Channel > Device
Name
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ﬂw: Management Console

User
GENBSRVI4 \Administrator (Administrator)

= (@) GENSSRV4
& P Services
4 VTC Emulator (ISCSI)
@ VTC Asynclog
. 4§ VTC Script Controller
44 Settings
) 4 Domains
3G FC
. &} FC-162P (St 2)
-+ 1000001086053700 (Channel 1)
- (=) BB05370000 - tape1
: [s]] BBO5370001 - tape2 - (BMRF
: +4 1000001086053701 (Channel 2)
-G 1SCS|

Manual Unload

1. Tounload an unlabeled tape volume go to VTC MC> FC or iSCSI and select the volume you want to unload.
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EVTC Management Console

= Configuration
GENBSRVD4\Administrator (Administrator) -
=-{gl) GENBSRVD4 BB05370001
B Services
| @ VIC Admin
@ VTC Emiator () Seral Number:  BB05370001
€@ VTC Emuiator (SCS1)
@ VIC Asynclog —
| @ VTC Scipt Controller Fiendy Name: [ape2 |
(648} Settings _
'1' ‘ﬂ Domains Emulation Type:  LTO3 .
ERYE
=-}2 FC-162P (St 2) .
-+ 1000001086053700 (Channel 1)
{E3) BBO5370000 - tape1
N )] 5805370001 - tape2 - (BMRF
-+ 1000001086053701 (Channel 2) |_ Actions  » | Manual Load
w- I5CSI | Fr—

2. Click Manual Unload under the Actions button.
3. The pop-up window will notify you that the volume has been successfully unloaded.

Information x

Tape unloaded successfully.

[ox 1]

4. Click OK. The volume is no longer displayed next to the tape name.
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m VTC Management Consaole

User
GENBSRVI4 \Administrator (Administrator)

= (@l GEN8SRV4
-¢f® Services
@ vichamn
) VTC Emulator (ISCSI)
- VTC Asynclog
- 49 VTC Script Controller
0 48t Settings
£ Domans
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APPENDIX | - VTC SCRIPTING OPTIONS

Scripts in VTC

Scripts are available for the Data Store type WINDISK for which the VTC Tape Emulator stores two MS- Windows disk files per
virtual volume:

® indexfile containing metadata (file name *.IND).
® data file, size based on the current content of the volume (file name *.DAT). Scripts send virtual volumesto a

back-end Enterprise backup infrastructurein order to:

__.1.‘1 ® Retain additional copies of virtual volumes for safety.

® Free-up the online storage, moving the virtual volumes to a cheaper storage for long term archiving

Scripts move back and forth between the above-mentioned two files, from the MS-Windows file system to the back-end storage
by any means implemented by MS-Windows command scripts.

A script could move disk files to a remote NAS server by a simple Windows command copy source-file, target-file, but in most
production environments, the MS-Windows files are saved by the Windows command line client of an Enterprise backup
infrastructure.

Scripts are configured in the BackBox Ul in the Data Store Advanced Configuration. Depending on the type of the script, you can
choose no scripts or up to four scripts, with optional user parameters. The available options for scripting are:

® No script

® Generic
* TSM
® Manual Restore

User: super.etinet
omain: ESOINEW

Administration D
10/2/2025 2:11 PM
ign o,

Data Store

Catalog Sync Export Advanced Delete

Catalog Sync Export

ave
Storage Admin
Volume

EDIT MODE ACTIVE

You have to click the Save
button to commit your
changes to the Domain
Manager.

Restore On Same vTC []

Disk Block Size (KBytes)
Copy Pool Sync
Force Local Path ¥

Enterprise Backup Software Scripting
Script Type Genenc v
Use Script Controller [T

Backup Method Other methods (Triggered by Enterprise Backup Software) v
Delete Script
Restore Script
Post Restore Script

Update Script Information

Script Parameters | 7 |

Name |

value |

v
Add new Parameter

When selecting Generic scripting type, you will have the choice to select the script you want to execute for a specific event.

For Generic script type with backup method Triggered by Enterprise Backup Software all the
a4 scripts are provided by the customer as path to the script location, depending on the script type (backup,
delete and/or restore).
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Backup
Script Type Generic v
Use Script Controller [No v
Backup Method BackBox Backup Scrip
N Other methods (Triggered by Enterprise Backup Software)
D Backup Script with Copy Pool Sync Support |

Delete Script Dr\Genereal\Transportationscripts\delete.cdm
| Restore Script D:\Genereal\TransportationScripts\restore.cdm |
Post Restore Script

Update Script Information

Scripting  Type Event Type

Backup script
£3 Executed to copy the two disk files of a virtual volume to a back-end

Backup infrastructure.

If the Copy Pool Sync option is enabled, this script is not available.

Restore script Executed to restore the disk files of avirtual volume

Delete script Executed to deletethe copies of avirtual volumein the back-end Backup infrastructure

Post-Restore script This script is obsolete, but still available for compatibility. It is replaced by the macro
BB023_DEL_BACKEDUP and the Volume group configuration of Delete Backed-up
Files.

If the TSM scripting type is selected, the options are: BackBox Backup Script or Other Methods (Triggered by Enterprise
Backup software).

If BackBox Backup Script is selected, the available options are Archive with the delete files option, which allows a selection
between two TSM scripts: Archive and immediate delete or Archive with reset of the Archive Bit (if this option is selected for the
current data store).

If the Copy Pool Sync option is enabled, selection of the Backup Method is not possible.

A

Last scripting type available- Manual Restore- does not allow configuration of any script.

If an Enterprise Backup infrastructure has no available command line to write arestore script, a pseudo restore
LY script isrequired to coordinate the operations, to reply to a mount request.

Script Execution Case Scenarios

Action VTC Script Execution

ANonstop backup completes Thevolumein two Windows disk files

must be backed-up. A

Backup script. Triggered at
volume  unload.

Unavailableif Copy Pool Sync
option is enabled.
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In the BackBox Ul: - Storage The volume in two Windows disk files

Admin page, (backup all non- must be backed-up. (if aprevious A

backed-up files), - or Volume backup failed)

page for a single volume (Run .

script). Backup script.

Unavailableif Copy Pool Sync
option is enabled

The daily batch 0BB017 Delete backed-up diskfiles after the Usually no script.

executesthemacroBB023_ time configured in the Volume

DEL_BACKEDUP. group. Restore script only for
StoreOnce.

The volume mount is Restore the Windows disk files. .

requested for a Nonstop Restore script.

restore, and the two Windows

files are not found.

The daily batch 0BB017 Delete the backups of the disk filesfor .

executes the macroBB017_ the volumes that became SCRATCH in Delete  script.

FREE_EXPIRED. DSM/TC or TMF. .
TheVTCrunsthe Delete script after
deleting the disk files.

In the BackBox GUI: deletea Delete the backups of the disk files. .

virtual volume. Delete  script.

TheVTCrunsthe Delete script after
deleting the disk files.

ANonstop backup completes. Synchronization of the Storage pool A command is generated to the

with a copy pool. CopySyncprogram to carry out the
syncing of a volume.

In the BackBox GUI: - Storage Synchronization of a volume or A command is generated to the

Admin page, (Copiedall non- multiple volume is not done. CopySyncprogram to carry out the

copied files), - or Volume page syncing of a volume.

for a single volume (Copy to

Copy pool).

If an Enterprise Backup infrastructure has no available command line to write arestore script, a pseudo restore
script is required to coordinate the operations, to reply to a mount request.

Offline CopySync with S3 Cloud as Target

This case scenario allows creating a secure offline copysync file on the cloud (S3). Proceed with the script preparation and
execution by following the steps.

1. Installaws client (AWSCLIV2.msi).
2.  Run command aws—version to confirm the installation.

BN Administrator Ch\Windowshsystem32icmd. exe

ministrato

3. Copy from ProgramData\ETINET\VTC\Samples\Script\OfflineCopy the files CopySyncWithS3OfflineCopy.cmd and



aws_config to the location the Windows user account (defined for BackBox DataStore) has access to. For example, C:

\ScriptS3 or any other folder created for the S3 script purpose.
Customize aws_config with any text editor, such as notepad, by modifying the variable values according to the user’s S3

environment.

a
3 aws_config - Notepad - O X
File Edit Format View Help
[profile offline_copy]
ca_bundle =|
endpoint_url =
aws_access_key id =
aws_secret_access_key =
multipart_chunksize = 1GB
max_concurrent_requests = 40

Ln 2, Col 13 100%  Windows (CRLF) UTF-2

b. Update the scalitycabundle.pem file with appropriate private cloud CA.

From Edge browser, access the end point URL of the private cloud (value set in the config file)

: im} D artesca.isv.scality.com x —+

<~ G Ifl https://artesca.isv.scality.com

This XML file does not appear to have any style information associated with it. The document tree 1s shown below.

¥ <Error>
<CodesAccessDenied</Code>
<Message>Access Denied</Message>
<Resource/>
<RequestId»276a2b427045aTTEb220< /RequestIds
</Error>

Right-click on the lock icon and expand Connection is secure

: i) m artesca.isv.scality.com x +

& C [5] | https://artesca.isv.scality.com

This XML fil About artesca.isv.scality.com X thit. The docur
¥ <Error: EI Connection is secure >
<Code>Acc
<Meszage>
< izsou%c:' GQ Permissions for this site
<Requestl
</Error> Cookies (0 cookies in use) >
CH' Tracking prevention for this site (Balanced) 0
Trackers (0 blocked) >

Click on the certificate icon and select the “Details” tab
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/index.html

: im| D‘ artesca.isv.scality.com ¥ +
— O 5 https://artescaisv.scality.com
This XML fil < Connection is secure E X thit The

¥ <Error: This site has a valid certificate, issued by a trusted authority.
<Code>Acc ) . - . L
<Hessages This means |nf:3rm§t on (such as passwords or credit cards) will be
¢Resource  Securely sent to this site and cannot be intercepted.
<Requestl Alwa

ys be sure you're on the intended site before entering any
</Error>

information.

Learn more

Select the ISRG Root and click export into a file. Repeat with R3 and export in another file.

i Certificate Viewer: *.isv.scality.com
General | Details
Certificate Hierarchy
¥ ISRG Reot X1
*R3

*isv.scality.com
Certificate Fields

1SRG Reot X1 -~
= Certificate
Version
Serial Number
Certificate Signature Algorithm
Issuer
- Validity

Not Before

Field Value

Export...

¢. Open with notepad the two exported files (ISRG Root X1 and R3) and copy both where the scalitycabundle.pemfile is.
Overwrite the actual file certificate with the exported RISRG Root X1 and S3 certificate.

g -~ - =) ) -
E U S A =X Deyscess M Geae seetnone
Pnto ik Comy pare Mo Cony Detete Rerame New popertes
o e [ Pt shorteut 't tor e folder & 3 invert setection
Cupbonra organize e open seee
€ v [ HEPC > LocalDisk(C) > Users > backbox > v v o] | semchn
Name. Ta . o o
* Quicksecess
o L, Do Fle Edt Fomat View Help
BB Desktop. [ credentiss | ==--1 BEGIN CERTIFICATE----- ~
& Downiosds * 0 | MITFazCC 1AMDQYIKOZIVCIAQELEQAN -
& Documens . Tz WK AnBgIVBAOTIE J1caun a
. . JULIHIF: 5 File Edt Fomat View Help
= picures Uhclbtzng GavECgsHseDOw | BEGIN CERTIFICATE- -~ -
aws DQg2VA: ot 1TUkcgUndvdCeY MITF a2CCALOgMIBAETRATIO: 7DSQONZRGPgu20C swDQYIKoZIvcAQELBQAM
QORESTORT MTCCA1TWDQYIK CggIBAK: 8 J1cVh
5 3 /WqbuYATyJodn j JHIF j
OTHELK] 13X 73/EvEnmkvBoZxaUpnZmyP V6 0pTeb=5HDngK 7554+ 3mX6 GAIUECHgSHSO7X)
System2 n e 5 piassit DaQguaviak TUkcgUnovdCE
- VSyeQrgTBIIoNC KD+ J02FR3ayH MTCCALTIDOY: ChgoCggTBA e
B misPC BSTOY3HsLulvh51B4) 2! 13 qt 3
3 30 Objects B53PlgIV+ T 1 3 3 : ; 1544 3n60
o 31/ ctaIxQZBKTSZPt0ROST 85 23Us: j 1 5 pia
. 01Fuh TV3LySyeorgTBIIONC a
) Documents jhgac 3 L OETOVIL | 1A I I A0 T 2 o AAAANTAAOr AT 055 e v
& Downloads gHyG0BaoSCqL: q g FbAhVCICL I
o, by She tnt,Colt 100% | Windows (R UTES
. g JANBgka
= picures pC s
B videor ubhzEFnT1Zds 5600 7LSYKOSghvg *
i Local Disk (C) » i !
SINABLLY3XLAHTJUCyJHTInlizkEHCEKQS
= TESTONLY (0) ORAZIAINP. ins7i JuTduxdnLC; j 1) R3.crt - Notepad - B x
= Datastore (P) . " PO3ILF s ZAToVc File Edit Format View Help
= Datastore @) p2vmbU ATz |.----BEGIN CERTIFICATE. - -
oyi34an 1 j o
) v13843n1T0Q5Y0f: Lvhauid MIIFFJCCAV6gANTBAZIRAJERCERPDBU/bHL 1HNX10wDQYIKoZThvCNAQELBQA
= 89 N19d117TPA BAOTIE J1c2vh
b Network 18019 J JULIHIF j
emyPxgcYxn/eRa4/KIAEBs+ IVDR3vey JnekXQ99b21 /+Ih5XoSLAKS 1T treGCcm oripisiod
,,,,, £ND CERTIFICATE. ._-- ! Qo)
,,,,, BEGIN CERTIFICATE. -~ prtives ee®
MITFFICC HnX10w0Q 50 b i e
WHKTAnBEIVBAOTTE: J1caun o W
JULIHIF: o N ) xg
T
N hNTGVO)3Mg 23Vms /EY961c51P /0o (jqmAL3P511 B
RoTBAQC 0:1t s b
RSQUVTVX] 3 UICHH+Jex tn,Gont 0% | Windows (L) UTF-8
SXPr Z4T] .
tn,colt 100% | Windows CRE)  UTE8

Sitems 1 tem selected 373K8

5. Change the value of variables BUCKET_ID in the script file CopySyncWithS30fflineCopy.cmd, accordingly, based on the
user’'s environment..
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| CopySyncWith530fflineCopy.cmd - Notepad

File Edit Format View Help

if ERRORLEVEL 1 (

echo "CopySync End in error”

time /t

bboxlog ERROR "CopySync for wvolme %¥BBOX_VOLUME_LABLEX end with erros. Please check script log for details™

exit 1

)

bboxlog INFO "CopySync for volme ¥BBOX_VOLUME_LABLEX end with success"

setlocal

SET RETENTION_DAYS=30@
SET scriptpath=%~dp8

SET AWS_CONFIG_FILE=aws_config
SET AWS_PROFILE=offline_copy

set BUCKET_ID=

FOR /F Delims*=* EOL"= %%i IN ('BBSetEnv.exe %BBOX_FILE_IND%') DO set BB_VOL_METADATA=%%i

¥BB_VOL_METADATA%
set BB_VOL_METADATA=

set

for /f "delims=" ¥%i in ('IsExpired.exe %BBOX_LASTREQUESTTIMEX XRETENTION_DAYSX') do set IsExpired=%%i

6. In Computer management, add BackBox user in the local Administrators group to make sure the user has access to the script

files.

File Action View Help

== 2 X E = HEE

& Computer Management (Local
p ]
~ [l System Tools
(5 Task Scheduler
§2] Event Viewer
2] Shared Folders
~ Local Users and Groups
. P

Name

8l Access Control Assist...
#8 Administrators

i Backup Operators

% Certificate Service DC

Description

Members of this group can remot...

Back:

Administraters Properties
Mer

Actions
Groups

More Actions

Administrators

v

Y Users ! Cryptographic Operat... Me General More Actions >
SiGeotes E_E_D.ew.:e Owners Mei

@ Performance %/ Distributed COM Users My % Adristators

A Device Manager 5 Event Log Readers Me; .

v E32 storage
W Windows Server Backug,

Ml Guests
B Hyper-v Administrators
elis_usks

Gues]

Mes Description: ‘
Built

=7 Disk Management
= Services and Applications || & Network Configuratio... Me
JElPerformance Log Users  Me:
& performance Monitor .. Mei
i Power Users Pow:
% Print Operators Me:
JEIRDS Endpoint Servers  Serve
5 RDS Management Ser... Servd
i RDS Remote Access 5. Serve
5 Remote Desktop Users

JE Remote Management... Me

Members.

# Administrator

i packbox

#2, ETINET\Domain Admins
#2 ETINET\Production

82, ETINET Product Support

& Replicator SUPP) Changes to a user's group membership
%/ storage Replica Admi... Me Add Remove are not effective until the next time the:
&l System Managed Acc... Mer user logs on

SlUsers User:

Cancel Apply Help

M BACKBOX_MANAGERS Cont|

Enabling / Not Enabling the Script Controller

There aretwo processing modes for the scripts:

1. Thefirst mode corresponds to asimpler setup, where thereis one execution of the script for each virtual volume.

2. The second set is used when scripts are managed by the Script Controller. In this case, the first level of scripts just
forward backup or restore requests to the VTC Script Controller. These requests are then queued and managed by
the Script Controller. When a batch is submitted by the Script Controller, a distinct sub-script is executed to process
a variable number of volumes, whose file names are received in a file list.

In both cases, the first level of scripts looksidentical, and they are identified in the Data Store advanced configuration page. User
parameters can also be defined and their value set in the same page.

The Script Controller is described in the last chapter of this manual. Itis a batch sub-system used for two reasons:

- Retries : When the user wants another layer of error recovery on top of whatever retries the Enterprise Backup
clientsimplement. By default, the Script controller will retry for 24 hours, with a delay of 5 minutes before aretry.

- Serialization: A VTC typically implements several virtual tape drives and might trigger several concurrent scripts.
The number of concurrent script executions might be limited by the Enterprise Backup software, or just because the
Enterprise Backup client accesses directly a sequential media, such as a physical tape library, and the number of
drives in the tape library is very limited. The Script Controller queues the backup or restore requests, consolidates
similar requests together, and submits them in a configured number of queues and threads per queue.



Script Implementation

Scripts areimplemented by:

- Planning the storage management

- Installing the Enterprise Backup client

- Location and security of the script files

- Writing scripts orrevising the Distributed Samples, possibly using the Distributed Utilities
- Testing them manually, outside the BackBox automation

- Configuring the scriptsin the Datastore

Backup of Windows Files

The Windows disk files containing virtual tape volumes can be backed-up in two ways:

1. The Enterprise Backup controls the whole processing and initiates a regular backup, typically according a daily
schedule. It is recommended to make an incremental backup. In the BackBox configuration, no backup script is
specified (but restore script and delete script are specified). This backup is called "pull backup".

2. To save a tape virtual volume each time it is re-written, a backup script is configured in BackBox and is executed by
the VTCimmediately after the tape volume is unloaded by the host. This backup called "push backup".

Backups executed at each unload work better if:

- thearchive has a logical name that is independent of the actual Windows path: for example, the archive might be
named by the concatenation of Data Store name and the volume label.

- the path name is removed from the identification of backup objects to restore; easier to manage, for example, if the
BackBox virtual volume catalog has been lost and no backup is available.

The enterprise backup server allows stacking archives from several sessions on the same physical media.
Global "pull backups" can be used to:

- Setup familiar Enterprise Backups and operate the backups.
- Stackseveral virtual volumeson the same sequential media.
- Control the Enterprise Backup resources (physical tape drives) by the team managing the Enterprise Backup.

Part of the Enterprise Backup operational management can be reached through scripts, by enabling the optional
BackBox Script controller that batches and serializes the script execution.

Single "push backups" by scripts can be used to:

- Saveavolumeimmediately after it has been written.
- Differentiate between the storage services, by different backup parameters set in the different BackBox Data stores

and Volume groups.

Deletion of Files in the Online Storage

When the Volume group is linked to DSM/TC or TMF, the image of virtual tape is not materialized in Windows files; an empty
volume will be created "on the fly" when the volume is requested for a new backup.

Windows files can be deleted:

- Toremove thefiles corresponding to SCRATCH tape volumes.
- To free-up thedisk space from files that have been archived.

The deletion of SCRATCH volumes is executed by the macro BBO17_FREE_EXPIRED. The deletion of backed up files can be done:
- Just after the backup of a virtual volume, in the backup script or by the global daily backup. Some backup
software allows safe archive/delete combined operations.

- A few days after the virtual volumes were written, or accessed for a restore, to allow for fast retrieval of recent
volumes or for volumes mounted repeatedly for multiple restore attempts.



This last deletion after a delay is enabled on the Volume Group configuration page. The delete is triggered by the macro
BB023_DEL_BACKEDUP and must be scheduled in NetBatch.

The Archive Bit of the backed-up Windows files must be reset by the Enterprise Backup to allow deletion.
Deletion of Back-End Archives and Reuse of Physical Media

The Enterprise Backup should be configured for infinite retention of the archives - or backups. A Back- Box deletescript is used to
delete the expired stored virtual volume saved in the Enterprise Backup. This way, the expiration of a Nonstop tape volume in
DSM/TC or TMF or QTOS is automatically propagated not only to the online storage in the data Store, but also to the archives in the
Enterprise Backup.

This automation requires an Enterprise Backup command that deletes the archives of only two Windows files, passed by BackBox
to the Delete script.

Some Enterprise Backup allow to attach afreeidentifier to abackup session.

For example, the backup script saves the two .DAT and .IND files of a volume label VOL123 and associates them with a "session
name" VOL123; then the delete script can remove the two file backups by deleting or expiring all archives associated with the
"session name" VOL123.

When it is not possible to automatically forward the actual expiration of each virtual volume in a DSM/TC or TMF, two other means
could be used to set a predefined expiration to the archives.

1. Some predefined expired tapes are configured in the Enterprise Backup; they are associated with specific Windows
directory names themselves and are configured in different Data stores and different Volume groups. Thus the
DSM/TC pool will contain specific Windows directories and be indirectly retained in the Enterprise Backup.

2. A parameter to the Enterprise Backup executed in the backup script specifies the retention or a storage
management class. This retention must be set in the backup script according to the available Windows parameters
provided to the script, such as the Volume group name or the Volume class.

Windows Files Restore

When the Nonstop requires a virtual volume and the disk files have been archived and deleted, the missing Windows disk files are
then automatically restored by executing the restore script.

In case of an extremely high volume restore running several concurrent Nonstop restores reading in the Enterprise Backup from
sequential media, the restore and backup the process must be carefully planned.

The restore script, as well as the other scripts, must be implemented in such a way that any VTC con- figured as a route to the
Data Store, can execute it.

INSTALLING THE ENTERPRISE BACKUP CLIENT

Any Enterprise Backup Client uses normally a backup software client to install in all VTCs that are routed to the Data Store to
configure with Scripts.

The software must:

- Beableto save and restore files named by UNC (\\svr\share\dir...\file.ext).
- Provideacommand lineinterface to usein Windows scripts. It is highly preferable that the software is also able to:

- Resetthe Archive Bitin the file system when the file has been saved.
- Restorein a different VTC from the VTC that held the original file and that is different from the VTC that executed the Backup

script - if any.

LOCATION AND SECURITY OF THE SCRIPT FILES

The script files must be present on the same local disk location, in all VTCs that are routed to the Data Store to configure with
scripts.

Thedistributed sample scripts areinstalled in: C:\ProgramData\ETINET\VTC\Script.
These can be used as a starting point and copied to the location where they will be updated and executed.

For TSM or for WinFile (simple COPY file command) the sample can be used without any modification. In this case, the Data Store



can be configured to directly run the samples in:
C:\ProgramData\ETINET\VTC\Script

The directory containing the scripts must be authorized in full to access all Windows accounts that will execute the scripts. This
includes the account configured to access the storage in the Data Store Ul page. The VTC executes a Windows login with this
account to run the script.

Users with access to Data Store Ul page have default read/write permissions to the VTC Script folder: C:
\ProgramData\ETINET\VTC\Script.

X For local administrator (group) users, the script is customized in such a way that allows running the
a5 script under the folder c:\program files\etinet\vtc\script with default per-missions READ, LIST and
EXECUTE. To make sure the local admin users have access to the script, check the Windows-based
script folder permissions.

<« v A > This PC ? Local Disk (C) > Program Files > etinet > VTC » Scripts >
DS_QS_SPLIT A Name Date modified Type
etc .
CopySync 5/21/2024 12:11 PM File
W This PC Miscellaneous 5/21/2024 12:11 PM File
m Desktop OfflineCopy 5/21/2024 12:11 PM File
WithController_TSM_Archive 5/21/2024 12:11 PM File
 Documents
WithController_TSM_CachedArchive 5/21/2024 12:11 PM File
4 Downloads . . )
WithoutController_TSM_Archive 5/21/2024 12:11 PM File
& Music WithoutController_TSM_CachedArchive 5/21/2024 12:11 PM File
= Pictures
& Videos

£ . Local Disk (C)

Name Date modified Type
Batch 5/21/2024 12:11 P...  File folder
SCriptS CINAMNNA 4044 1Y | L1
Scripts Properties X

2 archiveintdll
fed Backbox.Catalog
0 Backbox.Catalog
BB_ArchiveBit.ex
BBAdmin.exe

] BBBACKUP.exe
| BBBACKUP.exe.d
BBCleanJobReq
|| BBCleanJobReq
o3 BBCryptopp.dll
| BBFCCounterOff

General Sharing Security  Presvious Versions Customize

QObject name: C:\Program Files\etinet\WVT C\Scripts

GFOUD Qor user names:

EEHALL APPLICATION PACKAGES A
SE5ALL RESTRICTED APPLICATION PACKAGES

FYYCREATOR OWNER

2 avaeTFEM
< >

v

To change permissions, click Edit. Edit...

Permissions for CREATOR

OWNER Allow Deny
BBFCEmul.exe Full control N
\j BBFcInterface.dl Modify
. A Read & t
< | BBFCPerflIni.ini Iea execute
. List folder contents
|| BBISCSICounter! Read
BBISCSIEmul.exs Write v
| BBlscsilnterface. For special permissions or advanced settings, Advanced
.| BBISCSIPerfinin ~ ClickAdvanced.
s 7—\ [N o WIS L, ] ] }
L 4
IR |

For local administrator (group) users - different from the ones defined for
BackBox/VTC -, the script is customized in such a way that allows running the script
under the folder c:\\Program Files\etinet\vtc\script with default permissions

Description
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READ, LIST and EXECUTE.

. C:\Program Files\etinet\vtc\script
Location

C:\ProgramData\ETINET\VTC\Script

Reports

Need READ and WRITE permissions

The custom script running under c:\Program Files\etinet\vtc\script has default

Rermissions "to the  custom permissions Read, List&Execute

user

Grant permissions to the 1. Locate the Scripts folder on C: under VTC folder.
regular user

2. Right-click on the folder. Go to Properties>Security
3. Select the user (local admin user) group.
4. Check Read&Execute (or the permissions you want to grant to the user)

checkbox in the Permissions panel to assign the respective per- mission
to the user/group.

h
‘;i For version  prior to 4.09, add the Write permission.

Specifications

Usage For local administrator created Users/Groups.

. The custom script script under folder c:\Program Files\etinet\vtc\script with default
Behavior permissions READ, LIST and EXECUTE

For BackBox/VTC created users - via BackBox Ul - refer to the regular procedure
described in the VTCScripting Option guide, section Location and Security of the Script
Files.

Variations  (regular  user)

Warning: For version prior to 4.09, add the Write permission to the procedure on
granting permissions to the user(s).

Variations - Versions prior
to 4.09

Script Samples

Sample scripts are provided in the BackBox installation directory C:\Program Files\ETINET\Virtual Tape  Controller\Script

Simple examples are provided for common enterprise backup software.

The following example illustrates a very primitive backup script using the VERITAS NetBackup's command line.

The VERITAS server name is specified by a user configuration parameter NETB_SERVER set in the VTC domain configuration.
The policy name is built with the Volume Group name of the volume being processed (BBOX_VOLGROUP).

The two file names to backup are specified by %1 and %2.

cd \'scripting

bpbackup - p BBOX¥BBOX_VOLGROUPY%

-s I NCR

-S YNETB_SERVER%

-w 01: 00: 00
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-k "BACKBOX archive"

% 9
TSM Scripts

For Tivoli Storage Manager (IBM TSM), the scripts are more elaborate. Four script sets are presented in distinct directories
combining two options:

- With or without the BackBox Script Controller.
- Archive with immediate deletion of the Windows files with cache of archived files on disk with the resetting of the

Archive Bit by the BackBox tool.

Scri pt\TSMWthController_TSM Archi ve\*. *

Scri pt\TSM Wt hControl | er _TSM CachedAr chi ve\ *. *
Scri pt\TSM Wt hout Control | er _TSM Archi ve\ *. *

Scri pt\TSM Wt hout Control | er _TSM CachedAr chive \*. *

The file: Script\TSM\dsm.opt is a sample TSM client configuration file.

Manual_Restore.cmd
A special script - Manual_Retsore.cmd - is also distributed for cases where the Enterprise Backup has no command line. The
backup is completely operated by the backup server, according its own schedule.

The special script Manual_Restore.cmd is distributed for the following purposes:

- Notify the operator of the original name of the files to manually restore, and in which server and directory the VTC
expects the files be restored.

- Wait for the files to be actually restored, before the VTC reads them to present the tape volume to the host.

Utilities

BBOXLOG, BB_ArchiveBit and WAITFILE are distributed Windows programs that can be used in user -
.y written BackBox scripts. When a script is started, the MS-Windows PATH variable is increased with the
VTC program directory to make these utilities available.

BBOXLOG

BBOXLOG sends a message to the EMS subsystem of aNonstop node.

BBOXLOG can be run in scripts triggered by the BackBox software used in a stand-alone Windows script. BBOXLOG must run in a
Windows server hosting a BackBox, as it communicates with a BackBox Domain Manager.

Syntax:

SET BBOX_NSK_NODE=<\ node- nane> SET

BBOX_DOMAI N=<donmai n- nane>

BBOXLOG event - nunber nessage text [param 1l [param 2] ]

BBOX_NSK_NODEand BBOX_DOMAIN set the message destination.

These environment variables are already set with appropriate values when run in scripts triggered by BackBox.

- Event-number is the generated EMS event number. It must be in the range 8000 to 8999.
- Message text is the generated EMS event message text. Text with a syntax similar to the format in the C function

sprintf().

- [Param-1 [Param-21.] are the parameters for sprintf(). Parameter values being strings in the command line, the
parameter conversion type must be only %s in the Message text - ultimately it must be %%s.



® The target EMS collector name is specified in the BackBox Domain configuration.
® When sprintf() parameters are specified in the Message text, the % character must be doubled.
® Example:bboxlog 8001 "Restoring files for tape volume %%s" %BB0OX_VOLUME%

® When BBOXLOG is executed outside the BackBox environment, the Windows PATH must be updated
to include the BackBox installation directory. SET PATH

® %PATH%; C:\Program Files\ETINET\BackBox Virtual Tape Emulation

BB_ARCHIVEBIT

This program is used at the end of backup scripts archiving Windows files to a IBM Spectrum Protect Tivoli Storage Manager -
TSM).

It queries the TSM server to verify the files that have been archived by a previous dsmc archive command, that are actually
known by the TSM server.

If the archives are known by the TSM server, the Archive Bit isreset in the Windows file system, allowing later "Delete Backed-up
files" functionality enabled in the Volume groups.

Prerequisites:

- The regular TSM environment variables DSM_DIR, DSM_CONFIG and DSM_LOG must be available in the process
context.

- The TSM login is assumed to be automated by the DSM.OPT option PASSWORDACCESS GENERATE.
Syntax:
BB ArchiveBit file-patternl [file-pattern2]
or

BB ArchiveBit - | filelist-filel [file-file2]

® BB_ArchiveBit is included in these two sets of distributed scripts:
Script\TSM\WithController_TSM_CachedArchive\*.*

Script\TSM\WithoutController_TSM_CachedArchive \*.*
® File-pattern1 file-pattern2 etc. are the patterns of the files to process. Supported wildcards: * and ?

® Filelist-file1 filelist-file2 etc. are the names of files containing the list of files to process.

® BB_ArchiveBit does not query TSM for backup objects, only archive objects.

WAITFILE

WAITFILE waits for the creation of a Windows file and its availability. It does so by looping while trying to open the file with
exclusive access, and sets the Windows Error level when ending, possible values are:

- Errorlevel 0: thefile is available.

- Errorlevel 14: thereisan errorin parameters.

- Errorlevel 40: timeout, thefile does not exist or is not available within the allocated time. Other values may be set by
the Windows command line interpreter for severe errors.

Syntax:

WAI TFI LE fil e-nane [ nmaxi num nunber - of - seconds]

File-name is the name of the Windows file to wait for.

Maximum-number-of-seconds is the maximum number of seconds WAITFILE will wait. Default value is 0 seconds,
preventing WAITFILE from waiting if the file does not exist or is not available.



Testing the Scripts Manually

It is recommended to manually test the scripts on a VTC in a Remote Desktop session at the Windows command prompt, without
using BackBox software.

The parameters passed by the VTC can be manually set in a test script, using the detailed description of script parameters in this
manual.

Sample:
SET BBOX_VOLUME=LBVOL123
SET BBOX_SCRI PT_DI R=c: \ scri pt\

SET BBOX_FI LE_I ND=\\ MTLBBLAB1\ BPAK\ W N1\ LBVOL123. i nd SET BBOX_FI LE_ DAT=\
\ MTLBBLAB1\ BPAK\ W N1\ LBVOL123. dat

/
BACKUP. CVD \ \ MILBBLAB1\ BPAK\ W N1\ LBVOL123. i nd
\'\ MTLBBLAB1\ BPAK\ W N1\ LBVOL123. dat

Configuring the Scripts in the BackBox Domain

The scripts are configured by the BackBox Ul, Configuration, Data Store, Advanced.

When a scripting option is present in the license key, the Advanced Data Store configuration makes it possible to:

- Identify the back-end Enterprise Backup software.
- Specify the location of the scripts in the VTCs, where all scripts are optional. It is possible to specify only a restore
script.

- Specify user MS-Windows environmental parameters for the scripts



APPENDIX J - SCRIPT TYPES

Backup Script

After a virtual volume mounted for output is unloaded, the backup script is executed. This script typically archives the two disk
files representing a virtual volume.

Preliminary Cleanup

Before archiving a new virtual volume, the script must first delete previous archives of the same volume, providing the
enterprise backup software allows the deletion of archives at the file level. Multiple archives of the same volume consume
storage, but depending on the backup software used, may also be the cause of various issues at restore time, which may include,
for example:

Script interrupted for unexpected prompt to choose the archive versions. Repeated restore of all avail- able archives of the same
volume image.

If no operational problem has occurred during the previous execution of a specific volume, there should be a single previous
archive of the .DAT and .IND. If the enterprise backup software does not automatically overwrite an archive with a newer version,
then it should be deleted using the environment variables %BBOX_PREV_PATH%%BBOX_VOLUME%.*.

In very rare cases where the files .DAT and .IND were not written in the same path, an additional cleanup should be done for %
BBOX_PREV_DATA_PATH%%BBOX_VOLUME%.* archives. This additional cleanup is useful if the Volume Group is configured for
Auto- Scratch, and when cleaning up all files, even if there was a severe operational problem during the previous backup of the
volume.

It is recommended to also delete existing archives from the same path as the new volume %1 and %2 positional parameters.
Positional Parameters
The Backup script receives two positional parameters with the name of the disk files to backup or archive:

- %1 contains the fully qualified file name of the index (file type .IND). %BBOX_FILE_IND%
- %2 contains the fully qualified file name of the data (file type .DAT). %BBOX_FILE_DAT%

Restore Script

When a virtual volume is loaded and either one or both of the two disk files representing the volume are missing, the restore
script is executed. When the two files are missing, a single script execution can restore both files. The emulator waits for the script
completion to complete the volume load.

Positional Parameters

In addition to the named parameters set in the Windows process context the Restore script receives either two or five positional
parameters to pass on the original file name(s) and the new name(s) to the restored volumes.

If a single file - either the index file or the data file - must be restored, the script receives two parameters:

- %1 contains the fully qualified original file name that is missing.
- %2 contains the fully qualified target file name (might be equal to %1).

If both index file (file type .IND) and data file (file type .DAT) are to be restored, the script receives the 5 following parameters:
- %1 contains the fully qualified original index file name (type .IND).
- %2 contains the fully qualified target index file name (type .IND).
- %3 contains the fully qualified original data file name (type .DAT).

- %4 contains the fully qualified target data file name (type .DAT).
- %5 containsa fully qualified file name pattern for both files.

If the script receives 5 parameters but processes only the parameters %1 and %2, the script will be retrieved with 2 parameters
to restore the 2nd file.

The content of the positional parametersisalso availablein the following named parameters:
%1 value isin %BBOX_ORIG_FILE_IND%
%2 value isin %BBOX_DEST_FILE_IND%
%3 value isin %BBOX_ORIG_FILE_DAT%

%4 value isin %BBOX_DEST_FILE_DAT%



%5 value isin %BBOX_ORIG_FILE_PATTERN%
Note: The Archive Bit of files restored by the restore script for a Nonstop restore operation, is reset by the VTC emulator.
Execution Control

The emulator uses therestored files only if the return code of therestore script is 0.

Post-Restore Script

The main purpose of this script, deleting backed-up files, is obsolete. This functionality is better handled by the macro
BB023_DEL_BACKEDUP (see 0BB017 OBEY file), controlled by the "Delete backed-up files" parameters in the Volume groups.

This script is still kept for compatibility purposes.

This script is called up at unload time, only when the Restore script has been executed to satisfy the load request for a Nonstop
application requesting a tape volume for input.

The user might choose to enable this script to systematically delete restored filesat unload time.

In addition to the named parameters set in the Windows process context, the Restore script receives these two named
parameters, which can contain the restored Windows disk files:

%BBOX_RESTORED_IND%
%BBOX_RESTORED_DAT%

If the variable is not null, the file named in the variable is restored at load time, is not modified, and can be deleted.

Delete Script

The delete script is executed when avirtual volumeis deleted using the BackBox User Interface.

The two Windows disk files, if they exist, are deleted by the VTC and the script should be written to free up resources in the
Enterprise backup software used to archive the Windows files.

Positional Parameters

In addition to the named parameters set in the Windows process context, the Delete script receives two positional parameters set
with the name of the disk files of the virtual volume to be deleted.

- %1 contains the fully qualified file name of the index (file type .IND).
- %2 contains the fully qualified file name of the data (file type .DAT). The content of the positional parameters

is also available in the parameters named:
9BBOX_FI LE_| ND%
9BBOX_FI LE_DAT%

The recommended cleanup of the Data Store configuration is achieved by deleting all of the potential archives saved from any
path.

For this purpose, the name of all paths configured in the Data Store is passed in two Windows variables:

%BBOX_CONF_PATH_NUMBER% and %BB0OX_CONF_PATH<n>%. This maximum cleanup might take several minutes depending on
the startup time of the backup software and the number of paths to clean.

Script Variables and Controls

The BackBox software does not monitor the outcome of the script execution, except in reporting the return code of each script
execution to the Guardian EMS sub-system.

However, when running the restore script, the restored files are used only if the script completes with a zero return-code.

Some enterprise backup software, including the TSM, returns a non-zero completion code even when the
X backup orrestore completed successfully. In these cases, the script might end by SET ERRORLEVEL=0, but the
— user should set ways to ensure the proper backup execution.

The Guardian tape application will consider the execution successful if thevirtual volume was written to the Data Store. If a backup



script fails to archive a virtual volume it is critical that the script reports the error. The EMS message #3171 isissued in addition to
other messages reporting an errorin ascript execution.

The output of the script execution is located in the Windows ProgramData directory, in a distinct sub- directory per Data Store.
The name of the output file is built with:

- Thename of the initiator script (Windows service):

VTC - Emulator Service

ADMIN - Administrative Service

SCRIPTCTLR - Script Controller

Service
- The file name of the script.
- Asequence number assigned up to 1000 in a round-robin fashion.
- The .log suffix.

The round-robin assignment of the sequence number provides an automatic purge in each script Log directory.

File Name Syntax in Script Parameters

The fully qualified names of files to processare passed to the scripts.

In positional parameters (%1, %2 etc..), the file name is enclosed by double-quotes when it contains a space; no double-quotes
when no space.

In named parameters (%BBOX_DEST_FILE_DAT%...), the file name isnever enclosed by double-quotes.

Pre-defined Named Parameters

In addition to the positional parameters, the following variables are passed to the executing scripts:

Parameter Name Backup Restore Post-Restore Delete Content
Script Script Script Script

%BBOX_ Host name of the VTC that
O o0 0o o

executedthe last volume write,
% or the last backup script. For
volumes written or backed up
previously, a default value is
extracted from %
BBOX_FILE_IND% Available to :

All scripts.
%BBOX_CONF_PATH_ Number of configured paths in
NUMBER% o o o o the Data Store. Availableto : All
scripts.
%BBOX_CONF_ Configured paths, <n> varying
PATH<n>% from 1 to %BBOX_CONF_PATH_
o o o o NUMBER% Available to : All
scripts.
%BBOX_ COMPRESSION% Compression algorithm
used Possible values:
NONE ZLIB MINILZO
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%BBOX_DATA_ SIZE%

Number of bytes received from
the NSK (uncompressed).
Currently displayed in the
BackBox Ul as "Size", "Write
byte count”, or "User Data
Size". The size includes the tape
headers and trailers (lessthan 1
K). Variableis always set with
zero value. When the original
value is not available (in a
restore from a RESTRICTED
Data Store), the value used is
the maximum volume size
configured in the Volume Group
converted to bytes.

%BBOX_DEST_ FILE_DAT
%

<

Fully qualified target data file
name (type.DAT).Restore
script.

%BBOX_DEST_FILE_IND
%

<

Fully qualified target index file
name (type.IND). Restore
script.

%BBOX_ DOMAIN%

<

Domain name. Availableto : All
scripts.

%BBOX_FILE_DAT%

Fully qualified file name of the
data (file type .DAT). Backup
and Delete scripts.

%BBOX_FILE_IND%

Fully qualified file name of the
index (file type .IND). Backup and
Delete scripts.

%BBOX_LABEL_ TYPE%

e 00

0|00

Label type. ANSI, BACKUP, TMF,
or NL Available to : All scripts.

%BBOX_NEW_ DIR%

o0

Contains the fully qualified
directory name of thefile to
restore. Same value as at the
beginning of %2 parameter of
the restore script. Restore
script.

%BBOX_NSK_ NODE%

<

Contains the name of the
Nonstop node where the
current tape device is attached.
Backup, Restore and Post-
restore scripts only.

%BBOX_ORIG_
FILE_DAT%

Contains the fully qualified data
filenametorestore, usedwhen
it was backed up. Same value as
the %2 parameter of the
restore script. Restore script.

%BBOX_ORIG_
FILE_IND%

Contains the fully qualified index
filenametorestore, used whenit
was backed up. Redundant with
the %3 parameter of the restore
script. Restore script.

%BBOX_ORIG_
FILE_SVR<n>%

Name of the server in the path of
the file named in the <n>
positional parameter. If thefile
name of the 1st positional
parameter is
\\BBOX2\SHARE1\LB123456.IND,
the %BBOX_ORIG_FILE_SRV1%
parameter will contain BBOX2. If
the file name of the 3rd positional
parameter is C:
\DATASTORE1\LB123456.DAT,
the %BBOX_ORIG_FILE_SRV3%
parameter will containthe

name of the local system.
Restore script.




%BBOX_PREV_PATH
%

Path of the virtual volume files
before the current operation for
IND and DAT files, or only for the
IND file. Backup script.

%BBOX_PREV_
DATA_PATH%

Path of the virtual volume files
before the current operation
for the DAT written by BackBox
V3.10 and above. Backup
script.

%BBOX_PREV_
UNLOAD%

Unload time of last time the
volume was written; format:
yyy- mm-ddTh-
h:mn:ss.0000000Shh:mn . GMT
time up to S position T is always
the letter "T" sub-second value
is always "0000000" "S:hh:mm"
gives the signed difference with
GMT, ex: US Eastern time will
have -05:00. Example: 2017-
11-12T14:31:35.0000000-
05:00.

Available if the volume was
written by BackBox V2.03 and
above. Used by Script controller
to sort restore script requests by
backup time.

%BBOX_ STORAGE_
SIZE%

Number of bytes written to the
storage (possibly compressed).
Currently displayed in the Web
Ul as "Storage Size". The size
includes the BackBox packaging
(block headers etc.) with the
data possibly compressed.
Variable is always set with a
zero value.

When the original value is not
available, the value usedis
equal to BBOX_DATA_SIZE.

%BBOX_TMF_ TYPE
%

ONLINE DUMP or AUDIT DUMP.
Available to : All scripts.

%BBOX_ VOLUME%

oo

oo

oo

[ <

Label prefixand volume label.
Label prefix is LB for labeled
volumes, NL for unlabeled
volumes. Example: A backup
volume 123456 is labeled
LB123456. Available to : All
scripts.

%BBOX_
VOLUME_CLASS%

o

o

o

]

Current volume class for the
volume. Available to : All
scripts.

%BBOX_
VOLGROUP%

(V]

(V]

(V]

]

Name of the current VTCVolume
Group. Available to : All scripts.

In addition, the Data Store configuration allows the specification of up to 10 user-defined parameters. The name and value are
entered for each parameter. For a user-defined parameter SERVER with value SRV1, the keyword %SERVER% will contain SRV1 at
the script execution time.



APPENDIX K - SCRIPT GUIDELINES

Cross System Restores

The restore script, as well as the other scripts, must be implemented in such a way that any VTC con- figured as a route to the
Data Store can execute it.

Extremely Large Jobs through Concurrent Nonstop Drives

If there is the possibility of processing an extremely large job running several concurrent Nonstop backups or restores and
accessing sequential media in the Enterprise Backup, the process must be planned carefully.

In the Enterprise Backup, there might be both limited concurrent availability of tape drives and contention on the non-shareable
sequential media.

Before efficiently migrating to tape, the backup process is usually solved by a Backup Enterprise firstly writing on disk.

For backups, it is possible to write in parallel on several back-end media. Restoring is more difficult, as the reading of a Nonstop
volume requires a very specific Backup Enterprise media. All other Nonstop restores needing the same back-end non-shareable
media, will have to wait for the restore script of the first Nonstop restore to complete, before their own script receives the
required media and begins executing.

The above noted issues can become more complex because the number of Nonstop virtual drives are usually more numerous
than the number of tape drives in the Enterprise Backup.

In both cases, the BackBox Script Controller can help by serializing the execution of scripts. The backup problem is generally
solved by firstly staging on disk inside the Enterprise Backup.

The restore is more difficult to solve, one solution would be to massively restore the images of "all needed volumes" requiring a
very large disk space. This does not take into consideration the difficulty to identify "all volumes".

Tight control and organization of the Enterprise Backup storage pool is required. The content of back- end media must be
planned - including the expiration process.

Specific extensions have been developed for the TSM in the Script Controller. Essentially, they query the TSM server to know the
back-end media needed for a Nonstop volume, then sort the execution of restore scripts by back-end media.

Archive Bit

Among other disk file properties, the Windows file system maintains an Archive Bit, and BackBox expects that this Archive Bit is
reset by the backup script or by the Enterprise backup software.

When the Archive Bit is not reset:

- In the BackBox Ul, the Storage Admin page cannot display the number of files that are not backed up yet,
and the "Backup all non-backed up files" will back up all Windows files.

- The"Delete backed-up files" (disk staging) cannot be used efficiently.

As aworkaround to current special conditions of HPE StoreOnce, the successful file archiving is not notified by an Archive
Bit reset or by a file deletion; the Script Controller cannot be used.

Archive-Bit with a TSM Enterprise Backup

In the TSM for which Archive is recommended over Backup, the BackBox utility BB_ArchiveBit verifies the successful Archive in the
server and then resets the Archive Bit at the end of the backup script.

No Archive-Bit in StoreOnce NAS

To free up the online storage and only keep the offline copy, the "Delete backed-up files" processing is based on the Archive Bit
reset by the backup software.

Special conditions make it such that the Archive Bit is not currently supported by the HPE StoreOnce. For this storage type, the
current method to verify a file that has been backed-up, is to restore it.



When a VTC executes BB023_DEL_BACKEDUP ("Delete backed-up files") for a Data store configured as StoreOnce NAS, it will
restore the file with the regular restore script, to a temporary storage, when a file becomes a candidate for removal from the
online storage. If the restored file looks identical to its original, both are deleted.

Directing to Different Storage Services

If there is a need for directing different Nonstop backups to different kinds of storage services inside the Enterprise Backup
software, it can be done several different ways.

The natural parameter in Nonstop OBEY files is using different DSM/TC pools, with each pool being associated with a different
BackBox Volume Group.

Two Windows named parameters, depending on the Volume group, are available in the scripts:
YBBOX_VOLGROUP%

9BBOX_VOLUME_CLASS%

This contains the Volume Group ID, which can never be modified.

This contains the Volume Class parameter configured in the Volume Groups, with several Volume groups capable of specifying
the same Volume Class. The Volume Class can be updated at any time in order to provide a different value for the next execution
of scripts.

Recommendations for the Enterprise Backup Software
Exclude the Virtual Volumes from the Regular Server Backup

The regular backup of the VTC Windows server, such as the backup of Windows programs, must exclude the BackBox virtual
volumes:

- Theneed for backup retention and replication are different.
- Thescheduling and automation are different.
- The size of Windows filesis different.

These two kinds of backups, regular Windows backup and virtual volumes backups, are configured and operated totally
independently.

Client Name in the Enterprise Backup Software

It isrecommended to define dedicated, specific client name(s) in the Backup software. A client name per Nonstop system, or small
group of Nonstop systems, usually allows the Enterprise Backup software to manage data differently.

Dedicated client name(s) will isolate the BackBox virtual volumes from the other general Windows files in the VTC servers.
In most Enterprise Backup software, this is a simple way to allow several VTC servers accessing the backup of the same volumes.

TSM specific recommendations below, can be browsed to derive specific recommendations and con- figuration procedure for
other Enterprise Backup software.

TSM-Specific Recommendations and Configuration Procedure

For the TSM, be sure to install the TSM Backup command line client dsmc which will be retrieved by the scripts.

The TSM Administrative client command line dsmadmc, along with an Administrative client name authorized for queries only, has
two potential usages:

- For massive concurrent restores directly accessing TSM sequential media, the TSM Administrative client can be used
based on various programs by the BackBox Script Controller to optimize the restores scripts, thereby grouping
scripts accessing the same TSM physical media.

- The Nonstop operator who manages the Nonstop backups gets some autonomy, for example, to query the
available TSM storage space and the state of specific virtual volumes.
00

One of these for distributed sets of scriptsis suggested.

Scri pt\TSM Wt hControl | er_TSM CachedAr chi ve\ *. *



Scri pt\TSM Wt hout Control | er _TSM CachedArchive \*. *
Scri pt\TSMWthController_TSM Archive\*.* Script\TSM W t hout Control | er_TSM Archive \*. *

In the "cached" versions with, the archived file versions are kept on disk for a limited period, configured by the "Deleted Backed
Up files" parameters in the Volume groups.

In the versions without "cached" the TSMimmediately deletes afile that hasbeen successfully archived.

In the "WithController" versions, the BackBox Script controller is enabled for retries and batching. This is recommended for setups
where a sequential media is directly accessed by backups or restores, such as LAN- FREE setups, and especially when extremely
large volumes, concurrent backups or restore, are executed.

In the version "WithoutController", simple scripts are executed. This is recommended for simplicity in setups that access only TSM
disk pools, or marginally run concurrent backups or restores.

The scripts save the files in "Archives" objects, rather than "Backups" objects. Archives are more appropriate as the backup
multiple versions of an object do not make sense with virtual volumes.

The TSM Management Class must be configured for the Archive Copy Group, and the retention should be infinite - as the BackBox
"delete script" will delete the Archive when the corresponding virtual volume has expired in DSM/TC, or in other Nonstop catalogs
supported for the Auto-Scratch which are enabled in the Volume Group.

For non- cataloged volumes or unsupported tape catalogs, the infinite retention will not keep more than the last version of each
virtual volume.

Not using an infinite retention in the TSM, brings up the possibility of potentially mismatched retentions between the TSM and the
Nonstop. For example, a Nonstop operator might not be aware of a maximum retention in the TSM, and expect that the retention
specified in a backup OBEY file, will be considered in the TSM.

(I 1]
To avoid unnecessary script modification, and to have more accurate configurations, enter the value of the three Windows

variables required by the TSM (DSM_DIR, DSM_CONFIG, DSM_LOG) Script Parameters in the BackBox Ul, Data Store Advanced
properties page, where the script names are also entered.

Enterprise Backup Software Scripting

Script Type Generic v

Use Script Controller |No v

Backup Method BackBox Backup Script v
Backup Script D:\Genereal\Tr: rtationScripts\backup.cdm

Delete Script D:\Genereal\Tr:

Restore Script D:\Genereal\TransportationScr:

Post Restore Script

l Update Script Information l

The distributed DSM.OPT should be taken as a sample and should be copied in all VTC to the same location as the scripts; then it
must be customized VTC by VTC.

conmmet hod tcpip tcpport 1500 TCPServer address

t sndev

PASSWORDACCESS GENERATE NODE VTC85 ASNCDENAME NSK_BACKBOX DOVAI N C:
LANGUAGE AMENG

Reset archiveattri bute yes Errorlogretention 90

TXNBYTELIM T 2097152

TCPBUFFSI ZE 32

TCPW NDOWSI ZE 63

In this DSM.OPT, three options must be updated or added:

- ASNODENAME: This is the common client name owning the backups in TSM, it is a proxy node (also named "target
node"), and there must be a unique value given for all VTC routes to the Data Store.

- NODENAME: Is the "login node" that must be distinct for each VTC server, but which must also be allowed to access
the data of the proxy node.



- DOMAIN: Tells the scope of the backup of the whole server - where BackBox virtual volumes must be excluded.
A proxy node NSK_BACKBOX can be configured through a TSM administrator client by commands similar to:
regi ster node VTC85 password85 register
node VTC86 password86 register node
NSK_BACKBOX passwor dnsk
grant proxynode target =NSK BACKBOX agent =VTC85, VTC86

To complete the isolation between the regular server backups and the non-BackBox backups, include the DOMAIN keyword in the
DSM.OPT of theseregular backups to explicitly list the local disks for the regular server backups. It excludes both the disks used by
BackBox to store virtual volumes and also the BackBox files from the scope of an INCREMENTAL command applied to the whole
server.

DOMAIN should be set in all DSM.OPT filesin the server, which is the one installed by TSMin C:\Program Files\Tivoli\TSM\baclient,
and the DSM.OPT file(s) for BackBox scripts.

Directing to different TSM Management Classes and different storage services:

If there isa need to send to various TSM Management Classes depending on the DSM/TC POOL specified in Nonstop backup OBEY
files, the setup must be completed.

The distributed backup scripts contain the syntax to set up an explicit TSM Management Class if the Windows variable %
BBOX_TSM_MC(% is set. Set it by one of the three following ways:

1. Update the backup.cmd script to insert at the beginning: SET BBOX_TSM_MC=%BBOX_VOLUME_ CLASS%
(suggested and preferred course of action).

2. Update the backup.cmd script to insert at the beginning: SET BBOX_ TSM_MC=%BB0X_ VOLGROUP% .
3. Add thisBBOX_TSM_MCin the Script Parameters of the Data Store configuration - Advanced properties page.

Customize and run thedistributed setup_for_test.cmd to test and finalize the TSM clientinstallation:

1. Enter in "setup_for_test.cmd" the values for three TSM Windows environment variables (DSM_ CONFIG. DSM_DIR
and DSM_LOG. ) that were added as Script Parameters in the BackBox Data Store Advanced configuration.

setup_for_test.cond content:
set DSM DI R=C:\ Program Fil es\ Ti vol i\ TSM bacl i ent set
DSM_CONFI G=C: \ BPAK\ scri pt\ dsm opt

set DSM LOG=c:\BPAK\script set
PATH=%ATHY% %OSM DI R%

dsnc
2. Run"setup_for_test.cmd" onceto:
- Enter the node password when prompted. The password will then be encrypted and stored in the Windows registry
and automatically managed by the TSM (because of PASSWORDACCESS GENERATE in DSM.OPT)
- Archiveasmall Windows file to ensure the TSM storageis available.
Sample run:

C.\BPAK\ scri pt >setup_for_test

C.\BPAK\ scri pt >set DSM DI R=C: \ Program Fi | es\ Ti vol i \ TSM bacl i ent C:\ BPAK\ scri pt >set
DSM_CONFI G=C: \ BPAK\ scri pt\ dsm opt

C.\BPAK\ scri pt >set DSM LOG=c:\ BPAK\ scri pt C:\BPAK\ scri pt>dsnt

I BM Tivoli Storage Manager



Conmmand Li ne Backup-Archive Cient Interface dient
Version 6, Release 1, Level 5.2 dient
date/time: 11/22/2020 11:17:17

Node Name: VTC85
Pl ease enter your user id <VTC85>:
Pl ease enter password for user id "VICB5": *****x*

Session established with server TSMDEV_SERVERL: Wndows Server Version 5, Release
3, Level 5.2

Server date/tine: 11/ 22/ 2020 11:18:14 Last access: 11/ 22/ 2020 11:18:14

Accessing as node: NSK_BACKBOX

tsne archive del ete.cnd Archive

function invoked.

Directory--> 0 \\nsk_backbox\c$\ BPAK [ Sent] Directory--> 0
\\ nsk_backbox\ c$\ BPAK\ scri pt [ Sent]

Normal File--> 1,004 \\nsk_backbox\c$\BPAK\script\delete.cnmd [ Sent]

Archive processing of '\\nsk_backbox\c$\BPAK\script\delete.cnd'" finished w thout
failure.

Total nunber of objects inspected: 3 Total

nunber of objects archived: 3

Total nunber of objects updated:
Total nunber of objects rebound:
Total nunber of objects del eted:
Total nunber of objects expired:
Total nunber of objects failed:

o O O O o

Total nunber of bytes transferred: 1.75 KB Data

transfer tinme: 0.00 sec

Net work data transfer rate: 0.00 KB/ sec Aggregate
data transfer rate: 1.65 KB/ sec hjects conpressed
by: 0%

El apsed processing tine: 00:00:01 tsnp

qui t

C.\BPAK\ scri pt >

Verify the Script folder location to make sure you run the right script. In the example below, the location of the script folder is not
the same as the one in the sample.

2 [] = | ATEMPO
<« v 4 s ThisPC > LocalDisk(C) » ProgramData 5 ETINET » VIC 5 Semples » Seript > ATEMPO
B Videos A Neme Date modified Type Size
= Lo D ) | readme.nt Text Document 1KB
= Drive D (D:) [E] test_arc.emd ws Comma... 1KB
= Datastore (P:) [E] test_del.cmd ws Comma... 1KB
= Datastore (C)) [E] test_rest.cmd ws Comma... 1KB
[] tina_arch vt.cmd ws Comma... 2KB
& Network [=] tina_del_vt.cmd - 1 KB
[ AGECANONIX [&] tina_rest vt.crdl 2kB
[ BAMBOO
[ BeAST
I3 p1MBTC1A

I3 ctifpsDl.etinetlocal v

7 items



Tips for TSM Scripts

"A required NT privilegeis not held".
This message isissued by the TSM Windows client executed in backup or restore scripts, when:

- Apath on aremote file server is configured in the disk pool of a Windows File Data Store.
- And theaccount configured to access the remote file server doesn't have the permission to "Manage auditing and

security log".

The account running the TSM client must have the rights as noted below. For exact reference, refer to the IBM Tivoli Storage
Manager documentation.

- Backup filesand directories.
- Restore files and directories.
- Manage auditing and security logs.

Theright "Manage auditing and security logs" is often missing. To add it:

- Loginto the Windows box acting as afile server for BackBox.
- Administrative Tools.

- Local Security Policy.

- Security Settings.

- Local Policies.
- UserRights assignment.

Find the policy "Manage auditing and security log", and add the account under this policy. Then restart the file server once all
tasks have been completed.

Testing the Completion of the Command Line Client (dsmc)

The client command line DSMC can set the Windows error level to a non-zero value as soon as an error occurs, and even internal
retries allow for a successful completion of the command. Network failures are sample of errors that are solved by retries and
which set a non-zero error level.

The BackBox VTC tests the script return code, and does not use any script if the result of the error level is not zero.
Theline SET ERRORLEVEL 0 asa last script line disables the verification of the return-code.

The actual success of a script is evaluated by its result on the file system: a file to restore is present, a file to archive has been
deleted by the TSM - delete files option, or the Archive Bit has been reset by the program BB_ArchiveBit.



APPENDIX L - SCRIPT CONTROLLER

The Script Controller is an optional tool used to manage Windows backup and restore scripts initiated by the VTC.
The Script Controller is amini-batch subsystem that manages a queue of script requestsinsideaVTCto:

- Group thebackup orrestore of several files in the same script execution.
- Control the maximum number of scripts running concurrently.
- Provideretriesatthefile level when ascriptis not successful.

The purpose of grouping the restore scripts execution is to reduce the chances of tapes being rearranged when backed-up files
are restored on sequential physical media.

Target environments are environments where numerous scripts are submitted and where the back-end
Py Enterprise Backup server saves BackBox Windows files on physical sequential media.

The retry mechanism does not rely on return codes to detect errors, but checks the actual result of a restore or backup by
accessing the Windows file after the script execution:

- Afile wassuccessfully restored if thefile is available.
- Afilewassuccessfully saved if the file's Archive Bit (the Windows file system attribute) was reset, or if

thefileis no longer present. Thefileisassumed to have been archived in thelatter case.

The VTC emulator is not aware of the usage of the script controller, but does communicate requests to the usual script using
Windows parameters.

To enable the script controller, the user must either update the regular scripts or create a backup and restore
script.

Update the regular scripts:

- Update the backup script, replacing the Enterprise Backup client command by a BBBACKUP command.

- Updatetherestorescript, replacing the Enterprise Backup client command by aBBRESTORE command.

Create a backup and a restore sub-script:

- Thesubscript will be started by the script manager.
- The subscript runs the Enterprise Backup client; it uses a temporary file (%BBOX_FILELIST%) that contains the name

of files to be processed.

- Requirement: The execution of backup sub-script must either delete the archived file or reset the Archive Bit of the
file in the Windows file-system. Most Enterprise Backup software is able to reset the Archive Bit, but sometimes it
requires a special configuration in the files to achieve a successful back-up.

VTC Seript
Controller
Service

VTC Virtual Tape Device
Service

Drive 1

Image of e
Virtual Seript e
Volume
- - Queue of
Backup Backup
Image of Script L, J Requests
Virtual /
Volume
Drive 3 —
Image of Backup
Virtual Script
Yolzme Backup Sub-Script
Drive 4 [t Backup
Virtual Scipt
Volume

Backup Software Client
1
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File List

Control Transfer
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or
BBRESTORE File Attributes Query
command
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Backup or Restore Command

Image of Dat: I

Virtual
Volume

BBBACKUP/BBRESTORE forwards the backup/restore request, one request per file, and usually two requests per virtual volume:
one for the *.DAT file, another for the *.IND file.

The script controller queues the list of backup/restore requests in memory, and processes them according to the parameters
passed along by the commands BBBACKUP or BBRESTORE.

Requests made in different queue names are processed concurrently. Several concurrent threads can be processed in the same
queue name by setting the parameter BBOX_SCRIPT_MAX_THREADS.

When the script controller initiates a specific job and submits a subscript, it gathers requests for files with the same script context.

It builds a temporary file that contains a line per file to process. The name of this temporary file is given to the subscript by the
variable %BBOX_FILELIST%.

The temporary file can be used as file list and referred to by an Enterprise Backup command in the sub- script.

When the parameter BBOX_GENERATED_LINE is present, the temporary file contains an Enterprise Backup command per file to
process. This file is to be used as the standard input of the Enterprise Backup client in the subscript.

When the subscript ends, the script manager accesses all the files processed in the subscript. The file existence and Archive Bit
setting indicate whether or not the file was processed correctly. Files not processed correctly are kept in queue on a file-per-file
basis for subsequent retry.

The script controller sends messages to the Nonstop EMS to report execution of subscripts, statistics and retry status.

The script controller runs automatically as a Windows service that is started by either the BBBACKUP or BBRESTORE programs,
unless the service is disabled in the Windows Services.

All parameters specific to the Script Controller are provided as parameters of the BBBACKUP or BBRESTORE command. The value
of global parameters is set by the last startup of BBBACKUP/BBESTORE.

- Sample of Backup script (File-list

version):

SET BBOX_SCRIPT_RETRY_DELAY=5
SET BBOX_ SCRIPT_TEMP_DIR= C:\Bbox\script\temp BBBACKUP QUEUE_1 C:\Bbox\script\tsm_archive.cmd

Corresponding subscript C:\Bbox\script\tsm_archive.cmd:
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DSMC ARCHIVE - DELETEFILES -FILELIST=%BBOX_FILELIST%

- Sample of Backup script (standard-input-file version):

SET BBOX_SCRIPT_RETRY_DELAY=5
SET BBOX_SCRIPT_TEMP_DIR= C:\Bbox\script\temp
SET BBOX_GENERATED_LINE=retrieve-replace=all #file#t %BBOX_NEW_DIR%
BBRESTORE QUEUE_2 C:\Bbox\script\tsm_restore.cmd
Corresponding subscript "C:\Bbox\script\tsm_restore.cmd":

DSMCMACRO %BBOX_FILELIST% <%BBOX_SCRIPT_DIR%\abort_reply.txt

BBBACKUP

BBBACKUP sends the backup request to the controller and waits for the BBOX_SCRIPT_TIMEOUT para- meter, for completion of
the backup subscript.

When the timeout is reached, BBBACKUP issues an EMS message, even though the backup request is still being processed by the
Script Controller.

The Script Controller will process the backup requests on aFIFO basis for each queue.

Syntax:

SET BBOX_SCRI PT_TI MEQUT=<nunber - of - seconds>

SET BBOX_SUBSCRI PT_TI MEQUT=<number - of - seconds>

SET BBOX_SCRI PT_RETRY_DELAY=<nunber - of - ni nut es>
SET BBOX_SCRI PT_TEMP_DI R=<di rectory-for-tenporary-fil es>

SET BBOX_SCRI PT_MAX THREADS=<nunber - of - concur r ent - execut or s>

SET BBOX_BACKUP_SI ZE=<nunber - of - MB>

SET BBOX_GENERATED_LI NE=<Ent er pri se Backup commrand> BBBACKUP <queue-nane> <sub-script-
file-name>

Example:

SET BBOX_SCRI PT_RETRY_DELAY=5
SET BBOX_SCRI PT_TEMP_DI R=C; \ BBOX_B2PHASE2\ scri pt\t enp

SET BBOX_SCRI PT_MAX_ THREADS=1
BBBACKUP. exe MyQueue C:.\BBOX\scri pt\sub_backup. cnd
Parameters:

BBOX_SCRIPT_TIMEOUT

Number of seconds.

After this interval, BBBACKUP stops waiting for the completion of the backup and returns the control to the VTC
Emulator. All values here are express in seconds.

Default value is 86400 (24 hours)

BBOX_SUBSCRIPT_TIMEOUT

Number of seconds.

The Script Controller will cancel a sub-script that lasts more than this time. Default value is 86400 (24 hours).

BBOX_SCRIPT_RETRY_DELAY



Number of minutes.

Artificial time delay between a failure and a retry. Default value is 10.
BBOX_SCRIPT_TEMP_DIR

Windows directory used to create temporary files. Default value is current directory.
BBOX_SCRIPT_MAX_THREADS

Number of concurrent threads per queue. Default value is 1.

BBOX_BACKUP_SIZE

Number of MBs.

Maximum total size of Windows files to process in a single subscript execution. The goal is only to avoid extraordinarily
long script executions.

Default value is 102400 (28 hours).

BBOX_GENERATED_LINE

Pattern for the Enterprise Backup command line to back up a file.

Use #file# as a placeholder in the command pattern for the name of the file to backup.

Windows variables set by the VTC for the regular backup script are available, e.g. %BBOX_DOMAIN%. Windows
parameters that vary for each virtual volume must be not used, e.g. %BB0OX_VOLUME%. Default value is #file#, to
produces a file-list.

<queue-name>

User defined queue name. No default value.
<sub-script-file-name>

Subscript name to be started by the Script Controller.

No default value.

BBRESTORE

BBRESTORE sends the restore request to the controller and waits for to the timeout. The restore sub- script completes after the
timeout is over.

In a given queue, the Script Controller will process the requests in FIFO sequence, until the parameter
BBOX_SCRIPT_SORT_MAX_DELAY number-of-minutes are specified. This parameter ensures that the files are restored in the
same sequence that they were backed up in, in order to minimize repositioning on the physical media.

Restoring the files in the sequence they were backed-up in can be very inefficient for unrelated and con- current restore requests.
For this reason, the request sort order is limited by the BBOX_SCRIPT_SORT_ MAX_DELAY number-of-minutes. Only recent
requests initiated during the specified value of this para- meter, will be sorted by backup time.

If the variables % BBOX_SCRIPT_BK_SOFTWARE% are set, the controller will query the Enterprise Backup server to know the label
of the physical media containing the backup of files.

The controller will then adjust the sequence of restores to minimize the media unload/reloads. If several threads are configured,
each thread will be specially configured so that it is possible to achieve restore from a specific media label.

To check the success of a restore, the Script Controller does not test the return code of the sub-script; it rather checks that the
Windows files have been created.

Syntax:

SET BBOX_SCRI PT_TI MEQUT=<nunber - of - seconds>

SET BBOX_SUBSCRI PT_TI MEQUT=<nunber - of - seconds> SET BBOX_SCRI PT_BK_SOFTWARE=TSM

SET BBOX_SCRI PT_BK_SOFTWARE_USER=<user -i d> SET BBOX_SCRI PT_BK_SOFTWARE_PSWD=<passwor d>
SET BBOX_SCRI PT_RETRY_DELAY=<nunber - of - nmi nut es>

SET BBOX_SCRI PT_TEMP_DI R=<directory-for-tenporary-files> SET BBOX_TSM CURLY_BRACKETS {ON|



OFF}

SET BBOX_SCRI PT_MAX THREADS=<nunber - of - concurr ent - execut or s> SET

BBOX_SCRI PT_SORT_MAX_DELAY nunber - of - mi nut es

SET BBOX_GENERATED LI NE=<Ent erpri se Backup comand> BBRESTORE <queue-nane> <sub-script-
file-name>

Example:

SET BBOX_SCRI PT_TI MEQUT=36000 SET BBOX_SCRI PT_RETRY_DELAY=5

SET BBOX_SCRI PT_TEMP_DI R=C: \ BBOX\ scri pt\tenp SET BBOX_SCRI PT_MAX_ THREADS=1

BBRESTORE MyQueue C:\BBOX\script\sub_restore.cnd
Parameters:

BBOX_SCRIPT_BK_SOFTWARE

Software identifier.

Type of Enterprise backup software run by the sub-script. Used for querying the backup server and optimizing the
restore.

No default value. Should be set to TSM or omitted.
BBOX_SCRIPT_BK_SOFTWARE_USER

Client user-id used to login to the Enterprise Backup server. No default value.
BBOX_SCRIPT_BK_SOFTWARE_PSWD

Password used to login to the Enterprise Backup server. No default value.
BBOX_SCRIPT_TIMEOUT

Number of seconds.

After this time interval, BBBACKUP stops waiting for the completion of the backup and returns the control to the VTC
Emulator.

Default value is 86400 (=24 hours).
BBOX_SUBSCRIPT_TIMEOUT
Number of seconds.

The Script Controller will cancel a sub-script that lasts more than this amount time. Default value is 86400 seconds (=
24 hours)

BBOX_SCRIPT_RETRY_DELAY

Number of minutes

Artificial delay waited between a failure and a retry. Default value is 10 seconds.
BBOX_SCRIPT_TEMP_DIR

Windows directory used to create temporary files. Default value is current directory.
BBOX_SCRIPT_MAX_THREADS

Number of concurrent threads per queue Default value is 1 second.
BBOX_BACKUP_SIZE

Number of MBs.

Maximum total size of Windows files to process in a single sub-script execution. The goal is only to avoid extraordinary
long script executions.

Default value is 102400 seconds.
BBOX_SCRIPT_SORT_MAX_DELAY
Number of minutes.

The controller will alter the execution sequence of requests still waiting in queue and initiated recently, i.e. initiated in



the last specified number of minutes.
Default value is 0 minutes.
BBOX_TSM_CURLY_BRACKETS ON | OFF

This is for special cases where the TSM needs clues to interpret the original backed up or archived file name, in order to
identify the original node and file space. Without curly brackets, the TSM symptom is "archive / backup not found". The
presence of curly brackets is not an inconvenience, even if they are not needed.

This parameter should be used as a second choice solution when several archives / backups are present in the TSM
server, but not retrieved by the regular TSM dsmc command. Contacting IBM support is recommended, in order to avoid
using this parameter as much as possible.

Sample TSM command without BBOX_TSM_CURLY_BRACKETS:

retri eve - PRESERVEPATH=none -repl ace=al |

\\192. 168. 15. 85\ SHARE1\ W TH BLANK\ LBVTWO01. | ND
\\192. 168. 15. 79\ SHARE2\ W TH BLANK\\

TSM command modified by BBOX_TSM_CURLY_BRACKETS ON:

retri eve - PRESERVEPATH=none -repl ace=all

{\\192. 168. 15. 85\ SHARE1}\ W TH BLANK\ LBVTWO01. | ND
\\192. 168. 15. 79\ SHARE2\ W TH BLANK\ \

Default value is OFF.

BBOX_GENERATED_LINE

Command pattern for the Enterprise Backup command line client to restore a file.

Use #file# as a placeholder in the command pattern, for the name of the file to restore. Windows variables set by the
VTC for the regular restore script are available (%BBOX_DOMAIN%,

%BBOX_NEW_DIR%).

Windows parameters that vary for each virtual volume, must be not used ( %BBOX_VOLUME%). Default value is #file#,
to produce a file-list.

<queue-name>

User defined queue name.
No default value.
<sub-script-file-name>

Subscript name to be started by the Script Controller. No default value.



APPENDIX M - DISASTER RECOVERY SCENARIO FOR DATASTORE
QORESTOR

Use the information in this Appendix to set up the environment for Nonstop recovery purposes, in case the main system (local
Nonstop node) crashes and data needs to be recovered right away from a secondary system (DR Nonstop node).

Nonstop Systems:
®  Primary [local Nonstop node]
=  Secondary [DR Nonstop node]

SETUP
1.

Setup two systems:
®  VTC1 Primary [local Nonstop node] with QoreStor Replication
®  VTC2 Secondary [DR Nonstop node] with Win-Store

VTC1 [INSIDX] VICZ [ETINIUM]

Win-store set as
QS with replication secondary.

2. Configure Data Store[QoreStor] with QoreStor  Replication in system VTC1 Primary [local Nonstop
node]

VTC 1 [INSIDX]

Data Store ID Stare Type Status Domain Access: Description

QS-CATSYNC-PR] [ QORESTOR | Activn PRIMARY | | Caty me. Export [ Advanced
Data Store Information
Data Store 1D [es-carsmcem
ata y
u .
a ata "

Catalog Syne Export Configuration

Full Expert Frequensy

3. SetupData Store [Windows File]in VTC2 Secondary [DR Nonstop node].
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T — [T e Grovs |

VTC 2 [ETINIUM]

Diata Siore 1D

Dats Store Type " v - —
" Catalog Syne Import Cenliguration

Staten Actve ~
Ciormain Access to Duts Scor  [ERcERig) =l _{: Import Source \etinium.$2ata15. insexp |

Impost Regort Location 85, insexp |
Primacy Data Store 14 QS-CATS¥NC-PRI

Frocess Priority ol Lot

a

- ~ per THF Trangachon [zo000 100~ 100,000,000
-1 ! tmnpart to the secondany system which is defferent from the primary system but shares the same node name a5 the primary system,

) Allcw b stnre replicated DSMITC entries in  lecal DSM/TC eatalegue that is. not dedicated ts this ragiication (1.0 manged with seher replicatisns or with local Bacups).
Windows Details
p— Hodes e

“You might want to change the node in the name of the backed-up DISKFILES cataloged in DSM/TC.
- oo of the DISKFILE name in DEMTE
ot s
Disk Space Waming [
NS0 ETINIM
Chack Voluma Timastame o ‘.
Sternge Optimizateen RagdCIFS ¥ —————
Archive bt suppart E
Windews Posl
e T
\NBBQSATREPLIC. ETINET.LOCAL\CRYPREPLICATA_BEGS-T\PEALITS- 1 o ‘
I

CATSTNC-RI

The Storage Optimization = RapidCIFS
Storage Pool path for [SECONDARY] = Copy Pool path of QoreStor for [PRIMARY]

Data Store GE-CATSYNC-PRI
Starsge Route [Fost Rvalable vic ~]  mephy from: TOUTATUS: [CRefresh |
p—— pre—— on-tached-bg Lt et
Storage - Spane P8,646.67 L 1.064.23 L V1872024 8:00:11 PM
ooy 104550723 s 106423 | 1/18/2024 8:00:11 PM
Detail Report By: ® path O vetume Groue Oraots
ank Mamber User L _ Lot Updata
ARk of Files  Data Size(MB) o o -Up Last Update
Snage 3452080827 1 T | \BBQSAT ETINET.LOCAL\CRYPIREPLICATE\UPES 1 11\Q5-CATSYNG I\ 1 5 108423 8 108423 V1872024 B100:11 P (Good
Copy 4209775393 1 ke [\BEQSATREPLIC.ETINET.LOCAL |\ CRYPREPLICATA_BBQSAT\LPE1111Q5-CATSYNC 751 f— K 1,064.23 VIB/Z024 B100:11 P [Good
as SEC Administration

e e o

Fron Space(MB) Numnber Of Files User Data S L] Last Update

Lo WIAP04 8:00:11 PH

Disk ank Mumber

Free Space of Files Dt Last Updiste

Velume SerialMmber  Disk Spate

Srorege 203779793 118 N a g [VBBQSATREPLIC. ETINET.LOCAL\CRYPREPLICATA_BBQSAT\UPE4LLI\GS-CATSYNG PRI . 1 8 106823 5 106423 1/18/2024 8:00:11 PM _

Copyright ETI-MET, 2003-2024

4. Check the export/import results.

5. For full or Update Export/Import and manual preparation of BBDBM, follow the procedure in the BackBox
Catalog Sync Option document.
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For more details regarding Catalog Sync customized environments and settings, contact
ETI-NET Support.



https://etinet.com/support/create-a-ticket/

APPENDIX N - ASSIGNED (INCOMPLETE) VOLUME STATUS

The Appendix explains how to change the status of an ASSIGNED (Incomplete) volume in order to comply with the DSMTC “Abend
Retention” policy.

When DSMTC Abend Retention policy is set to “zero” day - which is the default value for DSMTC catalogs - the data restore
process might be compromised for that specific volume when the daily cleanup process changes the volume to “scratch”.

MC>TNFO MEDIADEFS

Search List NINSIDX

File Catalog \NINSIDX.SVSSFILECAT
Volume Catalog NINSIDX.VOLCATQS
FPool Name SVESQS

REetention 30 DAYS

Abend Retention 0 DAY

Support Level COMPATIBLE
Automated ON

Compression OFF

To avoid the volume being scratched by the daily cleanup process, set the Abend Retention value different than “0”.

To change the status of a volume to ASSIGNED (Incomplete) during the backup process, open the sever Task Manager and end
bbslsvr.exe process.

1% Task Manager
File Options View

Processes Performance Users Details Services

- 0% 59%
Mame Status PID cPU Mermory
r Windows Explorer 3968 0% 32.5MB

Background processes (61)

o ATTO DNSSD Discovery Service ... 4504 0% 2.7MB
[#:] BackBox Client 11092 0% 88.5 MB
> [@5] BBISCSIEmul Medule 6896 0% 39.1 MB
[ BBSLSVR.exe 16872 0% 12.2 ME
[55] COM Surrogate 14548 0% 23 MB
» [az] COM Surrogate 10588 0% 12.5 MB
[a] COM Surrogate 10356 0% 16.7 MB
CTF Loader 15896 0% 3.0ME
==l ESET Dresns 2101 1007 no 27 MR
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