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INTRODUCTION

This manual describes the SSL enabling procedure on the BackBox control path, i.e. on the TCP/IP connections between the BackBox
components.

Depending on the BackBox component, the provider of the SSL library is different.

Platform BackBox component SSL
product
NonStop Domain manager, EMS Extractor, BBCMD & BB053 utilities OpenSSL
MS-Windows Ul, High-level services Schannel
MS-Windows VTClow-level services such as the tape emulator Schannel

Schannel Security Service Provider (SSP) is a part of Windows Server components that implements the Secure
4% | Sockets Layer (SSL) and Transport Layer Security (TLS) Internet standard authentication protocols.

Related Documentation
This manual is part of the BackBox documentation package and it is recommended to be consulted in addition to the following manuals:
BackBox User Manual and BackBox Messages Manual and Troubleshooting.

Although the SSL configuration to each BackBox component is done in part through the BackBox interface, each SSL provider supplies its
own documentation and configuration tools.

https://learn.microsoft.com/en-us/windows/win32/com/schannel Managing Microsoft Certificate

Services and SSL

Enabling SSL

BackBox can run with or without SSL.

The default configuration is no SSL. SSL must be either enabled in all components, or disabled in all components:

" of aBackBox domain

= of aVTC(that can beshared by several domains)

SSLis best enabled as the final step of establishing the BackBox management layer:

1. After all components have been successfully installed and made sure that they communicate through TCP/IP, i.e. when the
BackBox Ul is able to report the internal configuration of all VTCs (Ul tab Configuration > VT Controller).

2. Before or after the tape emulation has been configured. It is recommended to first configure the BackBox tape emulation.

SSL Configuration

Any SSL configuration in BackBox depends on the Certificate Authority, on how the servers and client certificates are produced and
transferred, on the chosen encryption algorithms, and on other security options.
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https://learn.microsoft.com/en-us/windows/win32/com/schannel
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-2000-server/bb727098(v=technet.10)?redirectedfrom=MSDN
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-2000-server/bb727098(v=technet.10)?redirectedfrom=MSDN

The certificates provided with BackBox initial installation should be replaced with the customer's own certificates,
£33 based on the security guidelines and polices in place. For more details, see Appendix B - Certificate Store and
Appendix C - Certificates Upgrade on Nonstop.

This manual includes a section that document how SSL can be enabled for each BackBox component. It also identifies the tools to configure
the local SSL library.

There are two complementary tools to configure SSL:

®  Thelocal BackBox component, which accepts the essential parameters.

®  Thelocal SSL library, which provides its own specific configuration tool.

Enable/Disable SSL

All permanent processes on all BackBox domain components must be stopped to allow this change to take effect. There must be no tape
activity.

To stop the permanent BackBox processes perform the following actionsin order:
1. Stop the BackBox activity.
2. Stop thevirtual tapesin SCF.
3. Stop theWindows servicesin VTCs.
q

Stop the NonStop BackBox processes.



SSL IN THE UI

SSL must be enabled in all installations of the BackBox Ul. To enable the SSL:

1. Goto Preference>Session.
EBackBox Ul Client

Menu | Preference

=7 Sign @'.‘ Session Back
@& Internet Options

J BackBox - Summary (REGEA12) 3

7.1 4BOX.

BackBox E04.12 UT Client Build 19

2. Modify the session timeout value (in minutes, the maximum value is 525600) or use the default value.

EEE Preference = O X

Session Timeout | KN minutes (17525600)

Please note that you need to sign out in order to make
the modffication take effect

S5L Protocols TS

Cancel

If the Ul and the VTCare installed on the same server enable the SSL through the VTC Management Console. For
more info see the section SSL in the VTC.

b

X If the Ul isseparately installed on another instance than the VTCMC, go to Ul > Preferences
£5% and set up the SSL protocol manually to match the VTC MC settings.

If users have their own certificates (not the default ones in BackBox installation packages), they need to add their CA certificate in Trust Root
Certificates Authorities store. To do so go to Preference > Internet Options > Content > Certificates > Trust Root Certificates
Authorities or using MMC (See Adding Certificates into Trust Root Certification Authorities in the Appendix A).

3. Click OK.

BackBox® E4.13 SSL Setup |6



SSL IN THE NONSTOP

To install SSL, the user should:

1. Generate and transfer certificates to the NonStop, if you don't want to use the ones included in the installation package.

2. Stop all BackBox programs.

Stop all BackBox Programs

If you are running the EMS Extractor program BBEXT as a permanent process, you need to stop it first in SCF.
&5 Example: TACL> SCF ABORT PROCESS $ZZKRN. #BBOXEXT

Use the macro BB0O54_SHUTDOWN to stop all BackBox programs of a given domain before enabling SSL:
VOLUME <BackBox- domai n-i nstal | ati on-sub-vol une> LOAD / KEEP 1/ MACRCS BBSETUP

BB054_SHUTDOWN

BB054_SHUTDOWN ispreferably used over TACL STOP, as it stops the programs by sending an IPCmessage to the processes, rather than by
executing TACL STOP.

It will also stop the EMS Extractor program BBEXT, if EMS Extractor program BBEXT is not a permanent process.

Alternatively, when BB0O54_SHUTDOWN does not work:
VOLUME <BackBox-donai n-i nstal | ati on-sub-vol ume> STATUS *, PROG
*

And after verification:
STATUS *, PROG *, STOP

Enabling /Disabling SSL

Enabled SSL in SSLCFG - file content (TLSv1.2 enabled):

servkeypass test

servkey <backBox-domai n-install ation-sub-vol unme>. NSKDER servcert <backBox-domai n-install ation-
sub- vol une>. NSKCRT cacerts <backBox-domai n-install ation-sub-vol ume>. VTCCRT RANDOVDELAY 1

M NVERSI ON TLSv1. 2

USESSL 1
TRACELEVEL 0

Disabled SSL in SSLCFG - file content:

servkeypass test

servkey <backBox-domai n-install ation-sub-vol unme>. NSKDER servcert <backBox-domai n-install ation-
sub- vol une>. NSKCRT cacerts <backBox-domai n-install ation-sub-vol ume>. VTCCRT RANDOVDELAY 1

M NVERSI ON TLSv1. 2

USESSL 0
TRACELEVEL 0

For <BackBox- domai n-i nst al | ati on- sub- vol unme> use your own installation file location. There is no need to configure SSL in the

peripheral nodes; just enable the SSL.

To encrypt the SERVKEYPASS run the program BBpscode to make sure that the keypass is not displayed and visible.
TACL command to run for the keypass encryption:

run BBpsCode <ServKeyPass to be encrypted for the NonStop SSL certificate>

Once the program has been run and the keypass successfully encrypted, you will be prompted with the message:

Successful ly updated the Encrypted ServerkeyPass



Restarting the EMS Extractor BBEXT

Use the startup OBEY file OEXT in the BackBox- domain-installation- sub-volume or the SCF START PROCESS command.

Example: TACL> SCF START PROCESS $ZZKRN. #BBOXEXT

Troubleshooting

If the domain manager is set for SSL, but received a non-SSL connection, the following sample message will be displayed in EMS:

Error 0x1408F10B in EMS

2022- 07- 22 15:17:07 \ETINIUM $XODN ETI NET. 100. 100 3479 GCE401EA- E3479 SSL library error
336130315 (= O0x1408F10B) on socket 7 with Server role -.

If the above message and tape mount need to be manually executed, it means that an old non-SSL process of the
ik EMS Extractor BBEXT might be still running.
Restart the EMS Extractor BBEXT using the OBEY file or via SCF ABORT/START PROCESS command.




SSL IN THE VTC

SSL must be enabled or disabled in all installations of the VTCServer.

SSL server mode for VTC Server components is implemented using Windows Schannel (Microsoft Secure Channel)..

Enabling /Disabling SSL

To enable or disable SSL, start an instance of VTCManagement Console and access each VTC Server locally or remotely.

On the system where the VTC Management Console interface is installed, open the Search dialog and type VTC Management Console.

- o X

Z=VTC Management Console

User
TECHWRITER \Administrator (Administrator)

- o

-4 Services
€ VTC Admin
€) VTC Emulator (FC)
€ VTC Emulator (1SCSI)

Configuration

Server Information

Computer Name

Workgroup

Reload

Disconnect

© vTC Aoynciog Operating System 1
) VTC Script Controller
48} Settings Server Model |1
-4 Domains Server Serial Number
<R VTC Software Version | E04.13.03
@& 1SCsI

Copy To File...

Connect to the target VTC Server if not currently the server requiring management and provide appropriate credentials. To connect to a new
VTC Server, you need to right-click on the server node and select the Connect action.

£) VIC Emulator (FC)

EE? Connect To — O X
Host Name |gen8srv(4 vJ
Credentials
Curmrent user

Username GENS8SRV04\Administrator

Password

Cancel

Expand the Settings node and select the Security one. A Security Information panel will allow you to enter appropriate TLS/SSL

information. When finish, click on the Save button.
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EBVTC Management Console

Configuration
GENBSRVO4\Adrministrator (Admiristrator) Save Cancel

=) GEN8SRV04 ~| Securty Information

@ VTC Admin SSLProtocol [ TLS1.2 v
€ VTC Emuator (FC)
€ VTC Emulator (1SCSI)
@ VTC Asynclog

€ VTC Script Cortroller

Certficate Information

%+ QoreStor

Subject vic
4146 Embedded QS
%+ Replcation
46t Cloud Tier
48 Diagnostics (2) lssued By:  VTC
48 Licenses (0)
% System Valid From:  4/17/20239:18:12PM
8 Users
¢ Event Forwarder 4/14/20339:19:12PM
544 Setings
Y License
4~ Scripting
% VTC Admin

4~ VTC Emulator (FC)
4~ VTC Emulator (1SCSI)
@ Securty
=43 Domains .

SSL Protocols: To indicate to VTC Server components what kind of TLS/SSL channel communication should be used. The available protocols

Disconnect

are shown in the drop-down list: NONE, TLS1.0, TLS1.1, TLS1.2.

information on enabling /disabling SSL.

Go to the NonStop to set up the SSL parameters in such a way that the SSL settings are accordingly applied to
£ correctly communicate with the VTC MC. Moreover, if you need to encrypt the servery key pass code, you have to
run an encryption program: BBpsCode. For more details, see section Sign In/Out in the User Guide for more

Certificate Information panel displays details about the installed certificate:

Subject: Name of the certificate

Issued By: Certificate issuer

- Valid From: Beginning date of the supported certificate

Valid To: Certificate expiry date

In case of self-signed certificate, add server certificateinto the Trust Root Certification Authorities Store. See Add Certificates into Trust Root

Certification Authorities in the Appendix A.

Self-signed certificates distributed with the BackBox application are for test purposes only. ETI-NET is not
25 responsible for the certificate generation and maintenance in BackBox operational environments.

After enabling or disabling SSL protocols in the VTC Server configuration, all VTC services need to be restarted for the changes to take effect.
You can restart all service by right-clicking on the Services node and selecting the Restart action. The action will be applied to all services at

once.

=gl VBACKBOX-2C

= ---{f’ Services

@) VTC Emulator (5CS)
@ WTC Asynclog

Troubleshooting

Errors are reported in the VTC Server Virtual Tape Controller Event Viewer log and connections activities are logged into xxTCP/IPSession_n

files in the VTC Log Files folder.

Browsing the SSL log files

Thesefiles are Ctext files that can be browsed in TACL by the BackBox macros:

LI STT <fil e-nane-pattern>




VI EWI <fil e- nane>
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APPENDIX A - TRUST ROOT CERTIFICATION

Adding Certificates into Trust Root Certification Authorities

The way toadd certificatesinto the Trust Root Certification Authorities Storeis as follow:

1. RunMMCin command line.

2. 0On the menu, click file Add/Remove snap-in > select "certificates" in "Available snap-in" list >Add > choose "Computer
Account" > Next and finish. You will then see certificates console.

3. In certificates console, click Trust Root Certification Authorities and add CA certificates (or the server certificate if self-
signed)

Note that CA and Certificate file must be PEM format.

For more details on how to add CA or Certificate File to the Trust Root Certification Authorities Store refer to documentation of the 0S you
are using.

Certificates Configuration

Perform the following steps only if the User Interface is installed on a workstation.

£

Toinstall the CA Certificatein the operating system, follow the steps described below:

1. OntheBackBox Ul menu > Preference > Internet Options.

Preference |
gﬁf Seszion

] @ Internet Options

2. In the pop-up window click on the Content tab and then choose Certificates in the appropriate section.

BackBox®© E4.13 SSL Setup |12



& Internet Properties ? H
General Security Privacy Content  Connections Programs  Advanced
Certificates
Use certificates for encrypted connections and identification.
Clear S5L state Certificates Publishers
AutoComplete
= AutoComplete stores previous entries Settings
3 on webpages and suggests matches
for you,
Feeds and Web Slices
E Feeds and Web Slices provide updated Settings
| content from websites that can be
read in Internet Explorer and other
programs,
QK Cancel Apply

3. IntheCertificateswindow select Trusted Root Certification Authority and Import.
& Certificates *
Intended purpose: <All= v
Intermediate Certification Authorities  Trusted Root Certification Authorities  Trusted Publ 4 | *
Issued To Issued By Expiratio...  Friendly Mame i
@AddTrust External ... AddTrust External CA... 5/30/2020  The USERTrust ...
’LT,JBaltimore CyberTru... Baltmore CyberTrust... 5f12/2025  DigiCert Baltimor...
@ Certum CA Certum CA 6112027  Certum
[ ]Certum Trusted Ne...  Certum Trusted Netw...  12/31/2023  Certum Trusted ...
@CIass 3 Public Prima... Class 3 Public Primary ... 8/1/2028 VeriSign Class 3 ...
EﬂCOMODO RSA Cert... COMODO RSA Certific... 1f18/203%8  COMODO SECU...
E_ﬁ] Copyright (c) 1997 ... Copyright {c) 1997 Mi...  12{30f1993 Microsoft Timest. ..
E‘ﬂDigiCert Assured ID... DigiCert Assured IDR... 11/9/2031  DigiCert
E; DigiCert Global Roo... DigiCert Global Root CA 11/3/2031  DigiCert b
Export... Remove Advanced
Certificate intended purposes
View
Cloze

BackBox® E4.13 SSL Setup |13




=# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext.

Cancel

4. Specify thefile to beimported. Browse it or simply pasted in the File name field. Click Next.

X

€ £ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

| | Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P78)
Microsoft Serialized Certificate Store (.S5T)

1 The certificates and the key files provided by ETI- NET can be found in C:\Pro-gramData\ETINET\VTC\Cert.
25

5. Select a certificate store. Keep the default settings. Click Next.
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L <% Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate

Certificate store:

| Trusted Root Certification Authorities I Browse...

6. To complete the importing process, click Finish. Verify if you selected the right path, certificate type, and content before exiting the
Wizard.

€ £» Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specdified the following settings:

Trusted Root Certification Authorities
Content Certificate

File Name Vetifpsoi.

Finish Cancel

BackBox®© E4.13 SSL Setup |15



APPENDIX B - CERTIFICATE STORE

Customers using their own security certificates have to store these certificates in a special local folder after they have been issued by a
certification authority. In order to copy certificate trust lists and certificate revocation lists they need to be saved in a certificate store, along

with identity confirmation used to protect data and establish secure network connections.

To import your own certificates use the Microsoft Management Console (mmc)

1. Right click on Windows icon, click on Run item, input mmcin the Open field and click OK.

2 Run >
=7  Iypethename of a program, folder, document, or Internet

resource, and Windows will open it for you,

Open: | i) w

E;’ This task will be created with administrative privileges,

Cancel Browse...

2. After the new Management Console pops up, click on File menu and click Add/Remove Snap-in item.

& Console! - [Console Root]
@ File Acton View Favorites Window Help -l x
& New CrieN

Open.. Ctrl+0 ——
Save Ctrl+s

There are no items to show in this view. Console Root

»

Save As.
More Actions

Add/Remove Snap-in... CtrleM
Options.

1 €:\Users\..\Consolel

2 CAWindows\system32\eventuwr

3 C:\Windows\System32\virtmgmt

4 CAWindows\system32\compmgrmt

Exit

Enables you to add snap-ins to or remove them from the snap-in console.

3. Choose Certificates item and click the Add button.

BackBox® E4.13 SSL Setup [ 16



Add or Remove Snap-ins

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n Vendor - [ Console Root Edit Extensions...
= ActiveX Control Microsoft Cor... S
Authorization Manager Microsoft Cor...
= ficates Microsoft Cor...
. Component Services  Microsoft Cor... Move Up
;g‘COmpuher Managem... Microsoft Cor...
HDevice Manager Microsoft Cor... Add > ] MavE Lo
i Disk Management Microsoft and... —
@ Event Viewer Microsoft Cor...
I Folder Microsoft Cor...
_EJ Group Policy Object ... Microsoft Cor...
%Hw&r—\-‘ Manager Microsoft Cor...
g IP Security Monitor Microsoft Cor...
g IP Security Policy M...  Microsoft Cor... |, | Advanced...
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

Cancel

4. Choose Computer account and click Next.

Certificates snap-in

This snap-n will always manage certificates for:
() My user account
() Service account

(®) Computer account

< Back Mext > Cancel

5. Keep Local computer radio box selected and click the Finish button.
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Select Computer

Thiz snap-n will always manage:

() Another computer:

Select the computer you want this snap-in to manage.

(®) Local computer: fthe computer this console is running on)

Browse. ..

[ Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

<o

Cancel

6. ClickOKintheAdd or Remove Snap-ins dialog.

Add or Remove Snap-ins

Available snap-ins:

Snap-in ‘endor fo
ctiveX Control Microsoft Cor...
uthorization Manager Microsoft Cor...

I:%}‘ Certificates Microsoft Cor...

. Component Services Microsoft Cor...

;&.'Compuher Managem... Microsoft Car...

HDewce Manager Microsoft Cor...

e Disk Management Microsoft and...

@ Event Viewer Microsoft Cor...

| Folder Microsoft Cor...

_E‘J' Group Policy Object ... Microsoft Cor...

@Hyper—\c‘ Manager Microsoft Cor...

@ IP Security Monitor Microsoft Cor...

\g 1P Security Policy M...  Microsoft Cor... ¥

Description:

Add >

Selected snap-ins:

[ console Root
Eﬁ_}‘ Certificates {Local Computer)

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Edit Extensions. ..

Remove

Move Up

Move Down

Advanced...

The Folder snap-in adds a folder node to the tree. This can be used to organize your snap-in console,

Cancel

7. Expand Certificates (Local

Computer) treenode.

Consolel - [Console Root]
& File Action View Favorites Window Help

=@ | Hm

"1 Trusted Root Certification Authorities
» [ Enterprise Trust
[ Intermediate Certification Authorities
» [ Trusted Publishers
> [ Untrusted Certificates
» [ Third-Party Root Certification Authorities
[ Trusted People
5[] Client Authentication Issuers
"1 Preview Build Roots
» [] Remote Desktop
(1 Certficate Enrollment Requests
» (] Smart Card Trusted Roots
> [ Trusted Devices
> [7] Web Hosting
» ] Windows Live ID Token Issuer
5 (7] WindowsServerUpdateServices

| Console Root Name
v Gl Certificates (Local Computer) (5 Certificates (Local Computer)
[ Personal

Actions

Console Root

More Actions
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8. Right click on Personal item, chose All tasks and click Import item.

Consolel - [Console Root\Certificates (Local Computer)\Personal]

File Action Vien Favorites Window Help

L Mo N =INCRENN 7)o

] Console Root

[/ smart Lara ITusted Koots

» [ Trusted Devices
| Web Hosting

» (71 Windows Live ID Token Issuer
"1 WindowsServerUpdateServices

Contains actions that can be performed on the item.

Object Type Actions
v [ Certificates (Local Computer) "
-~ There are no items to show in this view, sl
= Find Certificates... Y »
All Tasks B Find Certificates...
View > Request New Certficate.
New Window from Here Import...
New Taskpad View... Advanced Operations >
Refresh
Export List..
Help

9. ClickNext to start theimport.

&% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Mext.

Cancel

10. Click Browse to look for the file to import.
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& &F Certificate Import Wizard

File to Import
Spedfy the file you want to impart.

File name:

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (,P78)
Microsoft Serialized Certificate Store {.55T)

11. Select All Files(*.*) in file type drop down list, then select VTC.

& Open X
4+ & » ThisPC > Downloads ~ & Search Downloads »
Organize * New folder =~ ™M @
A Name Dste modified Type Size
# Quick access .
Wi % 15 ChromeSetup Application 1,304 KB
[ nskert File 2KB
¥ Downloads B! setupBBWing4 Windows Installer... 31,816 KB
5 Documents (3 vIC 4/17/20239:22PM  Personal Informati... 3KB
=] Pictures ~ # windows10.0-kb4103723-x64 2adf2ea2dD... 1/23 11:36 AM  Microsoft Update .. 7
BBOX windows10.0-kb5022289-x64 798b59c2..  1/23/2022 11:29 AM  Microsoft Update... 1,588,65€ KB
Config
Leg
[ This PC
[ Desktop
/5] Documents
Ch 4 B %
File name: |vTC | [ ANFiles 9 v
coce

12. Click Next.
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€ L¢ Certificate Import Wizard

File to Import
Specify the file you want to import,

File name:
C:\sers\Administrator \Downloads WTC.p12 | I Browse... I

Mote: Mare than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (LP7E)

Microsoft Serialized Certificate Store (LS5T)

Cancel

13. Input the password of private key and click Next.

& ¥ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[Jpisplay Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[IMark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[ Indude all extended properties.

14. Choose Place all certificates in the following store and click Next.
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€ &¥ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(® Place all certificates in the following store

Certificate store:

| Personal Browse...

| Cancel

15. Once you complete the import, the Import wizard will prompt the The import was successful message.

®
= b= Cetihicote brpost Wiead
Completing the Cartifi cate | mport Wizard
The certecate wil e impomied afies pou gk Freh
T Rgve e P Foleire T e
Pl
Contenst PR
Tie Marre ' Uners et ator Dowricade 1T 033
Certificate Import Wizard x
o The im port was successful.
Camcnd

16. The VTC certificate can be located under Certificates (Local Computer) > Personal > Certificates folder.
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[ Console! - [Console Root\Certificates (Local Computer]\Personal\Certificates]

Favorites

B &=

& File Action View

LRI

Window  Help

5 %

7| Consele Root
« 5] Certificates (Local Computer)
~ [ Personal
| Cenificates
| Trusted Root Certfication Authorities
| Enterprise Trust
| Intermediate Centfication Authorities
| Trusted Publishers
| Untrusted Certficates
| Third-Party Root Certification Authorities
| Trusted Peaple
] Client Authentication Issuers
| Preview Build Roots
| Remote Desktop
| Certificate Enrollment Requests
| Smart Card Trusted Roots
| Trusted Devices
| Web Hosting
| Windows Live ID Token Issuer
| WindowsServerUpdateSerices

vt

Issued To

Issued By
vTC

Expiration Date
4/14/2033

Intended Purposes
<Al

Friendly Name

<None>

Status

Certi

Actions
Certificates

More Actions

Personal store contains 1 certificate.

17. Repeat steps 8 to 16 to import VTC certificate to Trusted Root Certification Authorities > Certificates folder. Make sure Stand

Alone Load works properly. Skip this step if the certificate is not self-signed.

I Trusted Root Certification Authorities store contains 43 certificates.

Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\ Certificates] a x
@ File Action View Favorites Window Help - & x
LK A1 R=TRCNESN 7]
“| Console Root Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status € * || Actions
~ G Cetificates (Local Compute) 5 DigiCert High Assurance EV Ro... DigiCert High Assurance EV Root .. 11/9/2031 <All> <None> Cerificates -y
v [ Personal [ DigiCert High Assurance EVRo... DigiCert High Assurance EV Reot .. 11/0/2031 Client Authenticati..  DigiCert More Actions N
=] Centificates 55 DigiCert Trusted Root G4 DigiCert Trusted Root G4 1/15/2038 Client Authenticati...  DigiCert Trusted Ro
[ Trusted Roct Certification Authorities
Certificates AA DST Root CA X3 DST Root CA X3 93072021 Client Authenticati. DST Root CA X3 NTC -
< Enterprise Tust 5] etinet-ADDCO1-CA ctinet-ADDCO1-CA 7472017 <Al> <None> < More Actions »
| Intermediate Certification Authorities Cyletineteert etinetcert 172172016 <Al <None>
Trusted Publishers L3l etinet-LYNCSVR-CA ctinet-LYNCSVR-CA 78/2054 <Al <None>
Untrusted Certificates L5 etinet-yMDC-CA-1 etinet-VMDC-CA-1 6/8/2020 <All> <None> C
| Third-Party Root Certfication Authorities || Zs] GlobalSign GlobalSign 3/18/2029 Client Authenticati... ~ GlobalSign Root CA..
| Trusted People 4] GlobalSign Root CA GlobalSign Root CA 1/28/2028 Client Authenticati... GlobalSign Root CA.
| Client Authentication lssuers 1SRG Root X1 1SRG Root X1 6/4/2035 Client Authenticati.. 1SRG Root X1
| Preview Build Roots 4 Microsoft Authenticode(tm) Ro... Microsoft Authenticode(tm) Root... 12/31/1999 Secure Email, Code ... Microsoft Authenti..
_| Local NonRemovable Certificates 4& Microsoft Forefront TMG HTTP... Microsoft Forefront TMG HTTPS L. 12/31/2048 Private Key Archival. <None>
| MSEHistoryloumal 5 Microsoft Root Authority Microsoft Root Autherity 12/31/2020 <Al Microsoft Root Aut.
| Remote Deskiop 5] Microsoft Root Certificate Auth... Microsoft Root Certificate Authori.. 5/2/2021 <Ai> Microsoft Root Cert
~1 Certificate Enrollment Requests [l Microsoft Root Certificate Auth.. Microsoft Root Certificate Authori.. 6/23/2035 <All> Microsoft Root Cert..
=] Shielded VM Lacal Certificates ) Microsoft Root Certificate Auth... Microsoft Root Certificate Authori...  3/22/2036 <All> Microsoft Root Cert.
T Smart Card Trusted Roots 5] Microsoft RSA Root Certificate .. Microsoft RSA Root Certificate Au...  7/18/2042 Client Authenticati.. Microsoft RSA Root.
< Trusted Devices [52INO LIABILITY ACCEPTED, ()97 ... NO LIABILITY ACCEPTED, ()97 Ve... 1/7/2004 Time Stamping VeriSign Time Stam.
- w;::ﬁ“[“i D Token ssuer SINONSTOP NONSTOP 12/20/2026 <All> <Nane>
= ERINSK NSk 21472033 <All> <None>
| WindowsServerlpdateServices
5] starfield Class 2 Certfication A~ Starfield Class 2 Certification Auth... 6/29/2034 Client Authenticati,.. ~ Starfield Class 2 Cer.
5] Symantec Enterprise Mobile Ro... Symantec Enterprise Mobile Root .. 3/14/2032 Code Signing <None»
5] Thawte Timestamping CA Thawte Timestamping CA 12/31/2020 Time Stamping Thawte Timestamp..
2, Toutatis.etinet local Toutati local 6/24/3022 Server Authenticati.. <None>
AA USERTrust RSA Certification Aut... USERTrust RSA Certification Auth. 1/18/2038 Client Authenticati. Sectigo
5 UTN-USERFirst-Object UTN-USERFirst-Object 7/9/2019 Encrypting File Syst... Sectigo (UTN Object)
[ VeriSign Class 3 Public Primary ... VeriSign Class 3 Public Primary Ce... 7/16/2036 Client Authenticati...  VeriSign
5 VeriSign Universal Root Certific.. VeriSign Universal Root Certificati.,.  12/1/2037 Client Authenticati... VeriSign Universal R.
Elvmpc VMDC 4/7/2026 <All> <None> C
EviC vic 41472083 <Al <None>
v
< >

18. Repeat steps 8 to 16 to import NSK certificate to Trusted Root Certification Authorities > Certificates folder. Select nskcrt in
step 11. The NSK certificate can be found under Certificates (Local Computer) > Trusted Root Certification Authorities >
Certificates folder.

a Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Autherities\Certificates] = o X
(@ File Action View Favorites Window Help -8 x
| I
~| Console Root Issued To Issued By Expirstion Date  Intended Purposes  Friendly Name Status  C ~ || Actions
y P P ly
v & (E'tp‘ﬁ‘atﬂ ‘(L“'”‘ Computer 5 AAA Certificate Services AAA Cetificate Services 1203172028 fient Authenticati..  Sectigo (AAA) Certificates =
B YN 5l AddTrust External CA Root AddTrust External CA Root 5/30/2020 Client Authenticati..  Sectigo (AddTrust) More Acti =
= 7] Certificates 5 lore Actions
o 5] Baltimore CyberTrust Root Baltimere CyberTrust Root 5/12/2025 Client Authenticati.. DigiCert Baltimore .
M ~ [ Trusted Root Certification Authorities
s i 53] Class 3 Public Primary Certficat... Class 3 Public Primary Certificatio... 8/1/2028 Client Authenticati..  VeriSign Class 3 Pu.
VIODO RSA Certfication Au.. COMODO RSA Certification Auth...  1/18/2038 Client Authenticati.. ~ Sectigo (formerly C.
Import. All Tasks > 9 by
——TEedis yright (c) 1997 Microsoft C... Copyright (<) 1997 Microsoft Corp.  12/30/1999 Time Stamping Microsoft Timesta
= View ? Cert Assured ID Root CA DigiCert Assured ID Root CA. 11/9/2031 Client Authenticati... DigiCert
Trusted Pul g g
Untrusted ( New Window from Here Cert Global Root CA DigiCert Global Rost CA 11/9/2031 Client Authenticati... DigiCert
Third-p. Cert Global Root G2 DigiCert Global Root G2 1/15/2038 Client Authenticati... DigiCert Global Roo
o Third-Paty ooy Taskpad View...
7 Trusted Pec Cert High Assurance EV Ro... DigiCert High Assurance EV Root .. 11/9/2031 Client Authenticati... DigiCert
2 Client Autk Refresh Cert Trusted Root G4 DigiCert Trusted Root G4 1/15/2038 Client Authenticati... DigiCert Trusted Ro.
| Preview Bu Expariler Root CAX3 DST Root CAX3 9/30/2021 Client Authenticati... DST Root CA X3
| Remote De e-ADDCO1-CA efinet-ADDCO1-CA 71472017 <All> <None> c
| Certificate et etcert etinetcert 1/21/2016 <All> <None>
—| Smart Card Trusted Roots [l etinet-LYNCSVR-CA etinet-LYNCSVR-CA 7/8/2054 <All> <None>
| Trusted Devices 55l etinet-YMDC-CA-1 etinet-YMDC-CA-1 6/8/2020 <All> <None> <
—| Web Hosting [l GlobalSign GlobalSign 3/18/2029 Client Authenticati..  GlobalSign Raot CA,
=1 Windows Live ID Token Issuer 5 GlobalSign Root CA GlobalSign Reot CA 1/28/2028 Client Authenticati..  GlobalSign Raot CA,
B WindawsServerlpdateServices 1SRG Root X1 1SRG Root X1 6/4/2035 Client Authenticati.. 1SRG Root X1
5l Microsoft Authenticode(tm) Ro.. Microsoft Authenticode(tm) Root..  12/31/1999 Secure Email, Code... Microsoft Authenti..
Microsoft Forefront TMG HTTP... Microsoft Forefront TMG HTTPS |. 12/31/2048 Private Key Archival. <None>
ey
Sl Microsoft Root Authority Microsoft Root Authority 12/31/2020 <All> Microsoft Root Aut.
5] Microsoft Root Certificate Auth... Microsoft Root Certficate Authori.. 5/9/2021 <All> Microsoft Root Cert.
52 Microsoft Root Certificate Auth.. Microsoft Root Certificate Authori... 6/23/2035 <All> Microsoft Root Cert.
&I Microsoft Root Certificate Auth... Microsoft Root Certificate Authori... 3/22/2036 <Al Microsoft Root Cert.
[EZEINO LIABILITY ACCEPTED, ()97 ... NO LIABILITY ACCEPTED, ()97 Ve... 1/7/2004 Time Stamping VeriSign Tirme Stam
[EINONSTOR NONSTOP 12/20/2026 <All> <None>
5 Starfield Class 2 Certification A... Starfield Class 2 Certification Auth... 6/29/2034 Client Authenticati... Starfield Class 2 Cer..
[55] symantec Enterprise Mobile Ro... Symantec Enterprise Mobile Root .. 3/14/2032 Code Signing <None>
5 Thawte Timestamping CA Thawte Timestamping CA 12/31/2020 Time Stamping Thawte Timestamp
% Toutatis.ctinetdocal Toutatis.ctinet.local 6/24/3022 Server Authenticati,,  <Nene>
TN ICER et Nbiact: HITALICER Eivet_ N biart 770900 Ercnobinn Fila Gk Cackinn 1T Nhiartl &4
< >
Trusted Raot Certification Autharities store contains 35 certificates.
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ﬁ Open

4 “ » ThisPC » Downloads

Organize = Mew folder
Log & Mame
[ This PC L) ChromeSetup
[ Desktop [ nskert
Documents ﬁl SEtUpBEWIG]

; Downloads
Jﬁ Music

[&=] Pictures
Videos

Local Disk (C:)

(3 vTC

windows10.0-kb4103723-x64_2adf2ealdD...
windows10.0-kb5022289-x64_79d8b59c2...

o

Date modified

4/3/2023 12:59 PM
4/17/2023 9:08 PM
(2023 5:19 PM
f202 PM
1/23/2023 11:36 AM
1/23/2023 11:29 AM

Q77
SLl

Search Downloads

Type

Application

File

Nindows Installer ..
Personal Informati...
Microsoft Update ...
Microsoft Update ..,

il |

Size

1,394 KB

31,816 KB

1,303,471 KB
1,588,658 KB

el

2KE

3KB

<

Trusted Root Certification Authorities store contains 36 certificates.

- data (D:)
= SD_CARD (E)
¥ Metwork v < ¥
File name: |nskert v| A Files 9 v
e
& Console - [Console Root\ Certificates (Local Computer\Trusted Root Certification Authorities\ Certificates] - o X
Fle Action View Favortes Window Help REIN
e @ B XBE]
X Console Root Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  C || Actions
v (3l Certficates (Local Computer) 53] Copyright (c) 1997 Microsoft C...  Copyright (c) 1997 Microsoft Corp.  12/30/1999 Time Stamping Microsoft Timesta.. Certificates s
i P‘j"c"::"h:ms 53] DigiCert Assured ID Root CA DigiCert Assured ID Root CA 11/9/2031 Client Authenticati.. DigiCert PR =
O L ;I DigiCert Global Root CA DigiCert Global Root CA 11972031 Client Authenticati... ~ DigiCert
Y i 5/ DigiCert Global Root G2 DigiCert Global Root G2 11572038 Client Authenticati... ~ DigiCert Global Roo. NSK -
& il e sk 5/ DigiCert High Assurance EV Ro... DigiCert High Assurance EV Root .. 11/9/2031 Client Authenticati... ~ DigiCert More Actions »
Il inteirechate Coriianon uiontes I DigiCert Trusted Root G4 DigiCert Trusted Root G4 11572038 Client Authenticati... ~ DigiCert Trusted Ro..
» [21 Trusted Publishers [55IDST Root CA X3 DST Root CAX3. /3072021 Client Authenticati... DST Root CA X3,
5 [ Untrusted Certificates [ etinet-ADDCO1-CA etinet-ADDCO1-CA 7427 <All> <None> q
> [ Third-Party Root Certification Authorities || Cal etinetcert etinetcert 12172016 <All> <None>
» [ Trusted People [ etinet-LVNCSVR-CA etinet-LYNCSVR-CA 82054 <Al <None>
» [] Client Authentication Issuers [l etinet-VMDC-CA-1 etinet-YMDC-CA-1 6/3/2020 <Al <None> c
> [ Preview Build Roots [l Globalsign Globalsign 31872000 Client Authenticati...  GlobalSign Root CA.
> [ Remote Desktop [l Globalsign Root CA GlobalSign Root CA /2812028 Client Authenticati... ~ GlobalSign Root CA.
> [7] Certificate Enrollment Requests 5]1SRG Root X1 1SRG Root X1 6472035 Client Authenticati... 1SRG Root X1
> [ Smart Card Trusted Roots 5 Microsoft Authenticode(tm) Ro... Microsoft Authenticode(tm) Root... 12/31/1999 Secure Email, Code ... Microsoft Authenti
» [ Trusted Devices 55 Microsoft Forefront TMG HTTP... Microsoft Forefront TMG HTTPS|...  12/31/2048 Private Key Archival.. <None>
» [ Web Hosting Sl Microsoft Root Authority Microsoft Root Authority 12/31/2020 <All> Microsoft Root Aut.
> [E] Windows Live ID Token Issuer 53] Microsoft Reot Certificate Auth... Microsoft Root Certficate Authori... 5/9/2021 <All> Microsoft Root Cert.
¥ IR WindowsServetlipdateSenice: 5 Microseft Root Certificate Auth... Microsoft Root Certificate Authori... 5/23/2035 <Al Microsoft Root Cert.
S Microsoft Root Certificate Auth... Microsoft Root Certificate Authori... 3/22/2036 <Al Microsoft Root Cert.
5INO LIABILITY ACCEPTED, (€)97 .. NO LIABILITY ACCEPTED, (¢)97 Ve.. 1/7/2004 Time Stamping VeriSign Time Stam..
[INONSTOP NONSTOP 12/20/2006 <All> <None>
I Starfield Class 2 Certffication A... Starfield Class 2 Certification Auth... 6/29/2034 Client Authenticati... ~Starfield Class 2 Cer.
;I Symantec Enterprize Mobile Ro... Symantec Enterprise MobileRoot .. 3/14/2032 Code Signing <None>
oI Thawte Timestamping CA Thaute Timestamping CA 1213172020 Time Stamping Thawte Timestamp...
2, Toutatis.etinetlocal Toutatis.etinet Iocal 6/24/3022 Server Authenticati... <None>
S UTN-USERFirst-Object UTN-USERFirst- Object 92019 Encrypting File Syst... Setigo (UTN Object)
S5IVeriSign Class 3 Public Primary ... VeriSign Class 3 Public Primary Ce... 7/16/2036 Client Authenticati... VeriSign
S5 IVeriSign Universal Root Certific... VeriSign Universal Root Certificati... 12/1/2037 Client Authenticati... VeriSign Universal R
SlvMoe VMDC 47772026 <All> <None> c

19. Certificate Information has been correctly added to the VTC MC and selected accordingly under Settings > Security.

ZBVTC Management Console

User

GENBSRV04\Administrator (Administrator)

=g GENSSRV04
&g Services
€ VTC Admin
€ VTC Emulator (FC)
4 VTC Emulator (ISCSI)
€ VTC Asynclog
4 VTC Script Controller
=-48 QoreStor
48 Embedded QS
4t Replication
46t Cloud Tier
48t Diagnostics (2)
6} Licenses (0)
4t System
#t Users
6 Event Forwarder
48 Settings
Y License
4 Scripting
4% VTC Admin
¥ VTC Emulator (FC)
4% VTC Emulator (1SCSI)
@ Securty

43 Domains

Configuration
Save
A | Security Information

SSL Protocol TLS1.2 v
Certificate Information

Subject: vIC

Issued By vTC

Valid From: 4/17/2023 9:19:12PM
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APPENDIX C - CERTIFICATES UPGRADE ON NONSTOP

Certificatesare part of the upgrade procedure, therefore they need to be up to date.

X When upgrading to version 4.12 with SSL enabled, the default certificates provided by ETI-NET with previous
L% | version(s) need to be upgraded, as well.

In order to have the certificates updated to be at the latest version, retrieve the new certificates from the BBE412 package using the
following TACL command:

UNPAK BBE413 E413
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